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CHAPTER 1

Introduction

This document presents a detailed description of the digital signature scheme SQIsiGN, whose security is based
on the presumed hardness of finding isogenies between supersingular elliptic curves. The scheme is based on the
original construction of [DKL+20], and includes several subsequent improvements. SQIsIGN is conjectured to be
secure against quantum computer attacks.

The present specifications of SQIsiGN start in Chapter 2 with an overview of the mathematical objects used in
SQIsiGN, a design rationale and a high-level description of the scheme. Then Chapter 3 gives a detailed and unam-
biguous description of SQIsion itself (key generation, signing, and verification), though, in the interest of clarity,
not every subroutine is described in this chapter. The following Chapter 4 picks up the task of unambiguously
defining every single routine invoked in SQIsiGN, and describing implementations for every non-obvious one.

The following chapters discuss the choice of parameters (Chapter 5), binary encodings (Chapter 6), perfor-
mance (Chapter 7), security (Chapter 8), and heuristics and failure cases (Chapter 9).

1.1. Advantages and limitations

A unique performance profile. The performance profile of SQIsion differs greatly from other signature candi-
dates.

@ Very compact keys and signatures. SQIsign offers both very compact public keys and signatures (see
Table 1). To our knowledge, SQIsiGN has the smallest combined size of public key and signature of any
post-quantum signature scheme. In particular, they are about 5x smaller than Falcon (to be standardized
as FN-DSA), and 12 x smaller than ML-DSA.

© Reasonable efficiency. While significantly slower than ML-DSA and Falcon, SQIsiGN has a reasonable
efficiency that, arguably, makes it practical for most real-world applications. For example, our optimized
64-bit Intel implementation at NIST security level [ has a runtime of about 27.6 ms for signing and 3.6 ms
for verification on an Intel Core i7-13700K (see Table 2 and Chapter 7). Continued improvements from
earlier versions of SQIsIGN place it in the same ballpark as many other post-quantum signature candidates.

© A complex signing procedure. Though the present iteration of the specification has made strides in
simplifying and streamlining it, the main drawback of SQIsiGN remains the intricacy of the signing pro-
cedure, in terms of mathematical sophistication and diversity of objects being manipulated. This renders
the signature difficult to implement, especially for resilience to side-channel attacks.! Note that the veri-
fication procedure is simpler and significantly faster (see Table 2).

A security assumption from number theory. The security of SQIsiGnN relies on the hardness of a computational
problem from number theory: computing the endomorphism ring of a supersingular elliptic curve, the endomor-
phism ring problem.’

@ Tight provable security. SQIsigN is proven EUF-CMA secure assuming the hardness of a version with
hints of the endomorphism ring problem. As we survey in Section 8.1, the reduction is tight if one is
willing to accept standard heuristics.

IThis is best reflected in the fact that the implementations provided in this submission do not run in constant-time. Nevertheless, as a first
step in the right direction, the underlying algorithms for the finite-field, elliptic-curve, pairing, isogeny arithmetic and lattice reductions have
been implemented in constant-time. Also, all the integers involved in the signing operation have effective bounds.

ZNote that the endomorphism ring problem, hence the security of SQIsiGN, is not affected by the polynomial-time attacks [CD23;
MMP+23; Rob23] against the SIDH [JD11] key exchange. While SIDH also belonged to the “isogeny-based” family, it relied on an easier
variant of the fundamental isogeny problems.
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TaBLE 1. SQIsioN key and signature sizes in bytes for each security level.

Parameter set  Publickey = Secretkey  Signature

NIST-I 83 270 200
NIST-III 129 417 306
NIST-V 169 549 406

TasLE 2. SQIsioN performance in 106 CPU cycles for the optimized 64-bit Intel implementation
on an Intel Core i7-13700K. Results are the median of 1,000 benchmark runs.

Parameter set  Key Gen. Signing  Verification

NIST-I 32.2 93.9 12.1
NIST-III 102.1 320.3 31.5
NIST-V 214.5 674.7 77.6

@ Random instances are as hard as the worst case. The endomorphism ring problem enjoys a simple
worst-case to average-case self-reduction for the uniform distribution. SQIsiGn public keys are at small
statistical distance to the uniform distribution, hence the security of the scheme is supported by the worsz-
case endomorphism ring problem.

@ Improving the diversity of security assumptions. SQIsign differs greatly from all other signature can-
didates. The endomorphism ring problem is of a very different nature from the lattice-based assumptions
underlying ML-DSA and Falcon, and from all other signature candidates.

© Concrete security in flux. Though the previous iteration of this specification claimed that “The com-
plexity of the best algorithms for [solving the endomorphism ring] problem has been very stable”, one
cannot but recognize that things have changed. While this document was being drafted, one of the authors
came to the realization [Wes26] that a well-known family of attacks could be improved by an exponential
factor, lowering the overall complexity of computing endomorphism rings from p'/2+0(1) to pt/3+0(1),

While the new attack does not compromise the viability of SQIsIGN, it casts it in a state of uncertainty
about the exact security of its parameters. The time incurred between the discovery of the attack and the
completion of this document has objectively been too short to form a clear picture of the ramifications
of the new attack. At the time of writing, we are aware of a handful of crucial optimizations to [Wes26]
that make it a more credible threat than initially thought. We briefly describe these optimizations in
Section 8.2.

At the same time, Wesolowski’s attack suffers from requiring an exponential amount of memory.
The only credible way to implement it at the scale needed for breaking cryptographic parameters is by a
time-memory compromise of t?w = O(p), where ¢ denotes time and w memory. This is to be compared
with previous approaches which had > = O(p).

It is this team’s opinion that, in light of the new attack, SQIsiGN’s parameters need to be revised; how-
ever, ignoring the impact of memory and scaling them by a full factor of 3/2 would be an overreaction:
SQIsiGN’s running time increases more than linearly with the size of parameters, hence overestimating the
power of the new attack would result in an unnecessary degradation in performance, and thus increased
costs when it is deployed at industrial scale.

The parameters put forth in the present specification represent a middle-of-the-road approach, mo-
tivated by the time-memory tradeoff discussed in Section 8.2. We are optimistic that, barring new im-
provements such as a memory-free-p'/3+°(1) attack, they will be found to meet and even surpass the
security targets mandated by NIST.

@ Abundant and fine-grained parameters. And if our predictions had to fail, there is at least relief in
knowing that replacement parameters are abundant and permit a fine-grained tuning of SQIsign. The
only requirement to instantiate (this specification’s version of) SQIsiGN is having a prime number of the
form p = ¢ - 2f — 1, with ¢ as small as possible (performance of signing sensibly degrades as ¢ grows).
Only in the interval 256 < log,(p) < 384, seventeen choices of prime with ¢ < 20 exist. We give in
Appendix P a list of alternative parameters that constitute interesting targets for optimization, should the
present parameters turn out not to offer the best performance/security compromise.
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1.2. High-level description of SQIsiGN

SQIsiGN is designed as a proof of knowledge (a sigma protocol), turned into a signature by the Fiat-Shamir trans-
form. The sigma (%) protocol proves knowledge of an elliptic curve endomorphism.

We consider a collection of objects called elliptic curves. Two elliptic curves may be connected by maps called
isogenies. We write ¢ : E; — E5 for an isogeny ¢ connecting an elliptic curve E; to an elliptic curve Fy. The
foundational problem of isogeny-based cryptography is essentially the following isogeny path problem: given two
elliptic curves F; and FE», find an isogeny F7 — Es.

Now, given an elliptic curve E, an endomorphism of I is an isogeny ¢ : £ — E. The collection of all
endomorphisms of F is called the endomorphism ring of E, written End(E). The endomorphism ring problem is
the following: given F, compute End(E'). For so-called supersingular elliptic curves, this problem is known to
be equivalent to the isogeny path problem under polynomial-time reductions [EHL+18; Wes22]. In fact, we have
that

o given F1, Fy, End(E;) and End(E>), one can find an isogeny E; — Es in polynomial time, and
o given F1, FEs, End(E), and an isogeny E; — Es, one can compute End(E») in polynomial time.

The sigma protocol now works as follows. The prover has as public key an elliptic curve Ej, and their secret
is the associated endomorphism ring End(Ejpk). With Epy public, the goal of the prover is to convince the verifier
that they know End(Epk). They proceed as follows.

(1) For the commitment phase, the prover generates a random pair (Ecom, End(FEcom)), and sends Feom to
the verifier.

(2) For the challenge phase, the verifier generates a random isogeny (. from Ep to some other curve Eqy,
and sends it to the prover.

(3) Given End(FEpk) and @chi : Epk — Ech, the prover can compute End(Ecni). Now, knowing End(Feom)
and the freshly computed End(Ech), the prover can compute an isogeny @rsp : Ecom — Echi, and send
it to the verifier.

(4) The verifier checks that ¢y, is indeed an isogeny from the commitment curve Econ, to the challenge curve
Eep.

The idea is that to compute the response, the prover must use their knowledge of End(Ey). Intuitively, the protocol
asks for the prover to compute isogenies from E.om to a somewhat random curve Fp,, and that relates to knowledge
of End(Ep) thanks to the computational equivalence between the isogeny path problem and the endomorphism
ring problem. However, this idea does not immediately work, and the protocol, as sketched above, is insecure: a
cheating prover could generate the commitment Eom by choosing a random isogeny ¢ : E — Ecom. They

may not be able to compute End(Ecom), but it does not matter. In response to @cn : Epx — Echi, they would

simply respond with <p$?§“ = Peht 0 At s B — Eepy (where pfheat : B — By is the dual of o),

There is a simple fix to this issue, by ensuring that ¢ is not a “sub-isogeny” of ¢rs,. With this fix, one can
actually prove that this protocol proves knowledge of ar least some non-trivial part of End(Ep). It is known that
computing a non-trivial part of End(Fyy) is as hard as computing the full End(E,) [PW24].

The SQIsiGN protocol described in detail in the next chapters follows the above outline. There is a notable
cosmetic difference: we fix a public reference pair (Ey, End(Ey)), and instead of thinking of the keys as a random
pair (Eyx, End(Ep)), we think of them as a random isogeny g : Ey — Epk. Similarly, we generate the com-
mitment via a random isogeny @com : Eg — Ecom instead of a random pair (Fcom, End(FEcom)). Both approaches
are computationally equivalent, but in order to generate a random pair (E, End(F)), one would typically start by

computing a random isogeny Ey — E. We summarize this point of view in Section 1.2.
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Ficure 1. High-level conceptual overview of the isogenies constructed in SQIsiGN’s underlying
Y-protocol. Dashed arrows are the signer’s secrets; solid arrows are public. The challenge @y is
sampled (in a public-coin manner) by the verifier; all other arrows are constructed by the signer.
Double arrows indicate isogenies evaluated using a two-dimensional ideal-to-isogeny algorithm.

1.3. Differences between the round-2 and round-1 SQIsiGN submissions

Text copied verbatim from the round-2 specification of SQIsiGn

The

main difference between the round-1 SQIsiGn submission and the present round-2 SQIsiGN submission

is the implementation of the improvements described in [BDD+24]. The structure of the scheme, as described in
Section 1.2, remains unchanged. The differences amount to the following four points:

ey

@)

3

“

Uniform keys. The key generation procedure now selects a uniformly random supersingular elliptic
curve. This improves the theoretical security guarantee, because the underlying computational problem
(the endomorphism ring problem) benefits from a worst-case to average-case self-reduction for the uni-
form distribution: key recovery is now provably as hard as the hardest instance of the endomorphism ring
problem.

Response sampled from a well-understood distribution. The response phase, as described in Sec-
tion 1.2, requires sampling a “response isogeny” ¢rsp : Feom — Ecnl from a collection of possible
responses. In the previous version of SQIsiGN, this response was sampled in an ad hoc manner, which
was hard to analyze (a concern for the zero-knowledge property of the scheme), and forced the degree
of ¢, to be very large (causing the scheme to be slow). The response is now sampled from a natu-
ral, well-understood distribution: the uniform distribution on the finite set of isogenies Ecom — Fcn of
bounded degree. This improves the theoretical security guarantee by removing ad hoc assumptions from
the zero-knowledge property.

Response represented by interpolation data. The response isogeny is now represented by interpolation
data: the images of a few points through the isogeny. The previous version of SQIsiGN used another
representation (the isogeny path representation) which only works for special isogenies. The interpolation
method allows one to represent any isogeny. This allows one to represent isogenies sampled from the
aforementioned uniform distribution. Combined with the aforementioned improvement on the degree
of ¢ysp, this method results in a significant speedup of SQIsiGN. This interpolation method requires the
computation of isogenies between abelian surfaces (a two-dimensional analog of elliptic curves).

Much better performance, in all metrics. As a result of the changes outlined above, together with an
improved implementation, the round-2 version of SQIsign drastically outperforms the round-1 version:
for security level I, the optimized implementation of signing is now nearly 20x faster, at 103.0 Mcycles,
and verification is more than 6x faster, at 5.1 Mcycles. At higher security levels, the improvements are
even larger. Beyond the running time improvements, signatures in the round-2 version are also smaller,
by about 14%.

Concretely, the material on the KLPT algorithm has been removed (Section 2.5.2. The KLPT algorithm and
generalizations in the previous version), and material on the computation of isogenies in dimension 2 has been
added (Section 2.4 and Section 8.5). Modifications throughout the document reflect this new approach.
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1.4. Differences from the round-2 SQIsiGN submission

The changes from the round-2 submission have been relatively minor by SQIsion standards. The most important

ones are:

ey

@

3

“

&)
(6)

Increased parameter sizes in reaction to the recently discovered attack [Wes26]. The increase in size
leads to a 1.5-2% slow-down in verification, but is more than offset in key-generation and signing by the
improvements listed below.

Entirely redesigned quaternions. The previous iteration relied on standard multiple-precision inte-
ger linear algebra algorithms for computations in quaternion algebras. Bounding the size of integers
in the computations was notoriously difficult and early attempts at fixed-precision integer arithmetic in-
troduced unbearable slow-downs [KLKL26]. The present iteration introduces a new representation for
quaternionic ideals called inert representation [Ler26; LS26]. Carefully redesigning algorithms, we are
now able to set tight bounds on the growth of integers, replacing multiple-precision with fixed-precision
without incurring performance losses.

Dropped floating point arithmetic and improved lattice reduction. New lattice reduction algorithms
tailored to the quaternion algebra B,, ., drop the requirement for floating point types and improve per-
formance. Their outputs enforce canonical forms for quaternion lattices, simplifying reproducibility of
test vectors and enabling the possibility of deterministic signatures.

Adopted a new ideal-to-isogeny algorithm. As introduced in [BCE+25] and improved in [DLS26],
the new algorithm offers considerable speed-ups in key-generation and signing, reduces complexity and
memory footprint, and brings failure cases down to a statistically negligible number.

Improved isogeny formulas introduced in [Dar25; Dup25] simplify the code and give moderate speed-
ups.

Changed the distribution of responses in the >-protocol. This is the only cryptographically-relevant
change. The round-2 version of SQIsiGN defined the challenge isogeny e to be a 2-isogeny walk of
length ~ 2, then sampled the response isogeny s as a random isogeny of degree ~ /p. This allowed
for the possibility that ¢cp and s, share a common suffix, significantly complicating the computation
and representation of ¢5,. Additionally, soundness of the Y-protocol could only be ensured by having
2X > log(p)/2.

In the present revision, we have modified ¢ to have length A and ¢, to have odd degree ~
\/p2*/2, ensuring that o, and ¢rsp have no common factor. Soundness follows immediately and the
computation of ¢, is more streamlined, leading to a noticeable reduction in code size and simpler
algorithms. Overall, this change leads to an increase in signature size by \/8 bytes and a minor speed-up
in verification.

This change also affects the provable security of SQIsign. In both cases, unforgeability reduces to the
endomorphism ring problem with hints whose degrees are distributed like deg ¢,s,. Having changed ¢ysp,
the hints change accordingly, thus security assumptions for the two versions are technically incomparable.
In practice, the difference between arbitrary and odd degree is minimal, and, if anything, increasing the
degree of the hints could make the problem harder. There is no reason to believe that the change makes
SQIsiGN less secure. We discuss this question in depth in Sections 8.1 and 8.2.

Additionally, the following improvements have been made to the reference implementation:

ey

@

Dropped the dependency on external libraries. Formerly SQIsign relied on GMP for multi-precision
integers and DPE for double-precision-exponent floating points. The former has been replaced by a
custom-made fixed-precision integer library; the latter is no longer needed, as floating-point numbers
have been completely removed.

Added support for various platforms. The code now compiles and runs on x86_64, arm64 and Cortex-
M4 platforms, with assembly optimizations for broadwell and AARCH64 architectures.

Overall, the present revision significantly accelerates SQIsIGN, at the same time making it simpler to analyse
and easier to implement. Though we could not achieve a fully constant-time implementation at this time, the
changes to integer arithmetic were a necessary first step and pave the way for it.



CHAPTER 2

Protocol Overview

Like ECDSA, ML-DSA, and many others, SQIsiGN belongs to the family of Fiat-Shamir signatures [FS87]: it
consists of a X-protocol made non-interactive by replacing the challenge with the output of a random oracle.

Underlying SQIsioN is the theory of supersingular elliptic curves' and their morphisms. SQIsiGN’s public key
is a randomly chosen supersingular elliptic curve and, informally, SQIsiGN’s X-protocol is a proof of knowledge
of the endomorphisms of the public key. Finding even a single non-scalar endomorphism of a random supersin-
gular curve is believed to be exponentially hard, even for quantum computers, and is considered to be the most
fundamental problem in isogeny-based cryptography [EHL+18; PW24; Wes22].

SQIsiGN leverages Deuring’s correspondence, a mathematical equivalence between supersingular elliptic curves
and ideal classes of a quaternion algebra. Quaternionic ideals are the secret data in SQIsiGN: they encode the se-
cret key, as well as the secret randomness of the X-protocol. Elliptic curves and morphisms are the public data:
they encode public keys, commitments, and responses of the ¥-protocol. The Deuring correspondence defines
bijections from ideals to morphisms and from ideal classes to supersingular elliptic curves. The algorithms
presented in this specification make the correspondence explicit.

2.1. Mathematical overview

To help the reader navigate this document, we now list the key facts about supersingular elliptic curves and quater-
nion algebras. These are not introductory lecture notes, nor a survey paper. The reader interested in learning more
about the mathematical foundations of SQIsiGN is invited to read [Mil86; Sil09; Voi21].

Notation. We use O for big-O notation, and f = O(g) whenever f is bounded from below and from above by ¢
asymptotically. We denote composition of functions using o, e.g., (f o g)(x) = f(g(x)). We write [a . . b] for the
set of integers between a (included) and b (excluded).

We denote matrices with bold capital letters, e.g., M, and vectors with bold small letters, e.g., v. We denote
the transpose of a matrix M by M*. Elliptic curves and abelian surfaces are usually denoted with capital letters,
e.g., B, E', A, and their points similarly, e.g., P, Q.

We write [n] P for the n-th scalar multiple of an elliptic point P. If M = (‘; g) is a 2 x 2 integer matrix and
B = (P, Q) a pair of points on an elliptic curve, we write

B-M=(P,Q) M= ([a] P+ [d]Q, [b]P + [d]Q). (1)

Isogenies between elliptic curves are denoted with Greek letters, e.g., ¢, 1, 7; endomorphisms often use 6. If
6 is an endomorphism of E and (P, Q) a basis of the N-torsion E[N], we write My for the matrix in My (Z /N Z)
such that

(0(P),0(Q)) = (P,Q) - My. )

By this convention, Mg,,, = MyM,,.

Higher-dimensional isogenies use capital Greek letters, e.g., ®, U. Quaternions are usually denoted with Greek
letters too, e.g., o, B, whereas quaternion ideals are denoted by capital Roman letters, e.g., I, J. More specific
notation used in this document is defined in Tables 3 and 4.

Supersingular elliptic curves.

Fact 1) An elliptic curve defined over a finite field & of characteristic p is supersingular if and only if #F(k) is
congruent to 1 modulo p.

1Supersingular elliptic curves are the only algebraic curves featured in this document. Since there is no ambiguity, we will refer to them
interchangeably as “supersingular curves”, “elliptic curves”, or just “curves”.

8
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Fact 2) A morphism ¢ from an elliptic curve F to an elliptic curve E’, written ¢: E — E’, is an algebraic map
from E to E’ sending the point at infinity of F to the point at infinity of E’. All morphisms are group
morphisms, i.e., p(P + Q) = ¢(P) + ¢(Q) for any points P,Q € E.

Fact 3) There exists a unique constant morphism from E to E’, which maps any point of E to the identity element
of E’. Non-constant morphisms are called isogenies.

Fact 4) Morphisms between the same pair of curves can be added: ¢ + v is the unique morphism such that
(p + ) (P) = ¢(P) + ¥(P). The group of all morphisms from E to E’ is written Hom(E, E').

Fact 5) A morphism from a curve to itself is called an endomorphism. For any integer n € Z there exists an
endomorphism [n]: E — E that maps every point of E to its n-th multiple. They are called scalar
multiplications or scalar endomorphisms. Any other endomorphism is called non-scalar.

Fact 6) Isogenies admitting a (necessarily two-sided) inverse isogeny are called isomorphisms. Endomorphisms
that are also isomorphisms are called automorphisms.

Fact 7) Endomorphisms can be composed: if ¢ and 1 are endomorphisms of F, then ¢ o v and ¢ o ¢ are too.
Composition distributes over addition and [1] acts as multiplicative identity, thus the set of all endomor-
phisms forms a ring, the endomorphism ring, which is denoted by End(E).

Fact 8) The degree of an isogeny (, denoted by deg ¢, is a strictly positive integer. By convention deg [0] = 0.
The degree is multiplicative with respect to composition: deg(y o) = deg - deg). In particular,
isomorphisms are precisely the isogenies of degree 1. The degree is a positive definite quadratic form on
Hom(E, E'); in particular deg([n]¢) = n? deg .

Fact 9) Anisogeny ¢ between supersingular elliptic curves over a field of characteristic p is separable if and only
if pt deg(yp). If ¢ is separable then # ker ¢ = deg . An isogeny ¢ is inseparable (i.e., not separable),
if and only if it factors through the Frobenius isogeny (x,y) — (zP,yP).

Fact 10) Every morphism ¢: E — E’ has a unique dual morphism p: E' — E such that degap = deg<p and
pop = [degy|p and o ¢ = [degy|g. Duahty commutes with addition: ¢ + w = @+ ¢, and is
contravariant with respect to composition: ¢ o ¢ q/; o Q.

Fact 11) Two elliptic curves are called isogenous if there is an isogeny between them. Two curves over the same
finite field are isogenous (over that field) if and only if they have the same number of points.

Quaternion algebras.

Fact 12) A quaternion algebra B over Q is a four-dimensional (Q-algebra with a Q-basis 1, i, j, k such that
i=a, =0 ij=k=—ji

for some integers a, b.

Fact 13) The conjugate of a quaternion o = x + yi + zj + tk is the quaternion & = x — yi — zj — tk. Its reduced
norm is nrd(«) = nrd(@) = aa and its reduced trace is tr(a) = tr(@) = o + @. In this document we
omit “reduced” and simply call them norm and trace. The reduced norm is a positive definite quadratic
form on B.

Fact 14) A lattice in a quaternion algebra B is a Z-module of rank 4, i.e., one containing a vector-space basis for
B. For example, the Z-module generated by (1/3, 1, j, #5+L) is a lattice.

Fact 15) A lattice that is also a subring of B is called an order in B. An order in B is maximal if it is not strictly
contained in any other order of B. For example, the set {1,1,j,k} generates an order, though not a
maximal one.

Fact 16) If O is an order in a quaternion algebra, an integral left O-ideal is a lattice contained in O and stable by
left-multiplication by elements of O. In this document we call these O-ideals, or simply ideals when the
order O is clear from context. For example O« is an O-ideal for any o € O\{0}; an ideal of this form
is called principal.

Fact 17) The right-order of an ideal I is the unique order

Or(I)={a€eB|IaCI}.

In this document we use the non-standard notation 7: @ — O’ to indicate that [ is a left O-ideal with
right-order O'. B
Fact 18) The conjugate of an ideal I: O — O’ is the ideal T: O’ — O defined by

I={alacl}.



10 2. PROTOCOL OVERVIEW

Fact19) If I: O — O" and J: O' — O" are ideals, their product I.J: O — O" is the ideal

IJ = {Zaiﬂi | a; € 1, 5; EJ}

=0

generated by all finite products o3 of elements « € I, 8 € J. Ideal multiplication is associative.
Fact 20) The norm of an ideal is the greatest common divisor of the norms of its elements:

nrd(]) = ged(nrd(a) | « € I).

The norm is multiplicative with respect to products: nrd(I.J) = nrd(J) nrd(.J).

Fact21) If I: O — O’ and a € B*, then J = I« is an O-ideal with right-order o=’ c, which is isomorphic
to O’. In this situation I and J are said to be equivalent ideals.

Fact 22) An O-ideal class is an equivalence class of O-ideals under the relation J = I« where o € B*. The
ideal class of I is denoted by cls([). In particular, all ideals in cls(I) have isomorphic right-orders. Ideal
classes are compatible with multiplication: If I: @ — O’ and J: O’ — 0", the ideal class cls(I.J) only
depends on cls(7) and cls(J), which justifies writing cls(IJ) = cls(I) cls(J).

The Deuring correspondence.

Fact 23) When E is a supersingular elliptic curve defined over a finite field F2, then End(E) ® Q is a quaternion
algebra, and the endomorphism ring End(E) is an order in B. From now on, we fix a curve Ej and an
order Oy in a suitable quaternion algebra B with a choice of isomorphism ¢o: End(Ey) — Oy.

Fact 24) Oy-ideal classes are in bijection with isomorphism classes of supersingular curves. The bijection is given
explicitly in Definition 2.2.3. If cls(/) is an Op-ideal class, we write cls(I) * E for the isomorphism
class associated to I by this bijection. The endomorphism ring End(cls(I) x Ep) is isomorphic to the
right-order of any representative of cls(7).

Fact 25) If cls(I) is an Op-ideal class and E € cls(I) = E is a representative of the associated isomorphism class
of supersingular elliptic curves, the ideals in cls([) are in bijection with isogenies ¢: Ey — F up to post-
composition with automorphisms of F, i.e., ¢ and « o o are considered equivalent isogenies when « is
any automorphism of F. The bijection is given explicitly in Definition 2.2.3. Unless j(F) € {0, 1728},
the only automorphisms of F are [+1], thus the equivalence only collapses ¢ and —.

Fact 26) We write I x Ey, or more compactly ¢y, for the isogeny ¢;: Ey — FE (up to post-automorphisms)
associated to I, for any choice of E € I x Ey. Then nrd(I) = deg ;.

Fact 27) Let ¢;: Fg — Eyand p;: Ey — E; be isogenies associated to Op-ideals I and J respectively. The
lattice A = I.J is in bijection with Hom(E;, E). The bijection is given explicitly in Proposition 2.2.7.

2.2. Mathematical definitions

The following constants and definitions are necessary to correctly implement SQISIGN.

2.2.1. Constants

A SQIsiGN parameter set is defined by a single prime of the form p = ¢ - 2f — 1, for some exponent f > 1 and a
small odd cofactor c. See Chapter 5 for the list of specified primes.
Given p, we define a few derived mathematical constants that occur repeatedly throughout the document:

« The finite field Fp2 = F,[I]/(I% 4+ 1) = F,|i;

 The elliptic curve Ej: y2 = 23 + z defined over Fp2;

« The quaternion algebra B, , over Q defined by i? = —1, j> = —p and k = ij = —ji;
itj

« The maximal order Oy C B,, « generated by (1, i, 54, %)

All parameters are summarised in Table 3.
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TABLE 3. Mathematical constants

Names Meaning Notes
P A prime of the form p = ¢- 2/ — 1 with f > 1 and ¢ odd

F, Finite field with p elements

F e Finite field with p? elements defined as F2 = F,,[1]/(1? + 1) = F,[d]

[ The standard generator of Fp2 / F), i2=-1
Ey The supersingular elliptic curve 3% = 2% + x over Fp2

B,  The quaternion algebra over Q with i? = —1, j2 = —p, k = ij = —ji
1,i,j,k The standard basis of B, o, over Q

Oy The maximal order of B), o, generated by (1, i, ?, %) End(Ey) ~ Oq

2.2.2. The Deuring correspondence

The choice of p above ensures that End(Ep) ~ Oy. We explicitly define this isomorphism as follows.

Definition 2.2.1. E is equipped with the endomorphisms:
o v (z,y) = (- iy),
o i (z,y) = (2P, yP).
The isomorphism ¢ : End(Ep) — Oy is defined by linearly extending the mapping ¢o: ¢ — iand ¢o: m — j.

We now define the correspondence between Op-ideals and isogenies of Fj.

Definition 2.2.2 (Quotient isogeny). Let F be an elliptic curve and let G C F be a finite subgroup. Letp: E — E’
be a separable isogeny such that ker ¢ = G. The isogeny ¢ is unique up to isomorphisms of E’ and it is called a
quotient isogeny of E by G. The isomorphism class of E is denoted by E/G and is called a quotient (curve) of E
by G.

The definitions below are restricted to ideals of norm not divisible by p and separable isogenies; they can be
extended to any ideal and isogeny, however this is not necessary for the purpose of this specification.

Definition 2.2.3 (Deuring correspondence). Let I be an Op-ideal and assume p { nrd(I). Define the subgroup

Eo[I] € Eo(Fy) _
Eoll] = {P € Ey(F,) | w(P) =0forallw € 15 (I)}. 3)
The Deuring correspondence is the equivalence of categories mapping:

o The Og-ideal class cls(I) to the isomorphism class cls(I) x Ey = Eq/Ey[I],
o The Oy-ideal I to I * Ej, the (post-isomorphism class of) quotient isogenies ¢;: Fo — Eo/Ep[I].

Proposition 2.2.4. If ¢: Ey — E is an isogeny, the inverse of the Deuring correspondence maps o to the ideal

I'= wy(Hom(E, Eo)p) = {to(¢ o ) | ¥ € Hom(E, Ep)} . Q)

Indeed, for any choice of representative of cls(I) x Ey, there exists an isomorphism «: E — cls(I) x Eg such that
pr=IxEy=aoq.

Definition 2.2.5 (Pushout). Letting ¢: £ — E’ and ¢): E — E’ be separable isogenies, the pushout of (p, 1)) is
the quotient isogeny x: £ — E/G where G = ker ¢ U ker ¢. The pushout is unique up to post-composition by
isomorphisms.

Proposition 2.2.6. Let I, J be Og-ideals and ¢, ¢y associated isogenies. Then o is a pushout of (o1, ).

Proposition 2.2.7. Let o;: Eg — Erand p;: Eq — E; be isogenies and I, J be the corresponding ideals. The
lattice A = 1.J is in bijection with Hom(Ey, E ;) by linearly extending the mapping

{6‘6 | Q= LO(T/JOSDI) €l,p= LO(XOQDJ) € J} - HOIH(E],EJ)’
aB =1 (@101ZOXO<PJ) =X o
We write A : 1J — Hom(E7, Ej) for this bijection.

&)

We summarise in Table 4 the notations pertaining to the Deuring correspondence.
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FIGURE 2. Illustration of a pushout (left) and of the bijection I.J ~ Hom(E;, E) of Proposi-
tion 2.2.7 (right).

TaBLE 4. Notations for elliptic curves and the Deuring correspondence.

Notation Explanation

E An elliptic curve

Ey An elliptic curve in Montgomery form y? = 2% + Az? + 2

J(E) The j-invariant of the elliptic curve E

Og The point at infinity of an elliptic curve or abelian variety E

E(F,) The points on £ with coordinates in F,

E[n] The n-torsion on F or A

[n]P The n-th scalar multiple of a point P

xp and yp The x- and y-coordinates of a point P € E

p: E— F Morphism ¢ with domain £ and codomain E’

I:0—-0 O-ideal with right-order O’

pot: E— E" Composition of morphism ¢: E — E’ with ¢: E/ — E”

1J: 0= 0" Product of ideals I: O — O’ and J: O’ — O”

deg ¢ Degree of morphism ¢

nrd(a),nrd(I)  Reduced norm of quaternion « and of ideal T

%) Dual morphism to

a,l Conjugate of quaternion « and of ideal I

Hom(E, E') Additive group of morphisms £ — E’

End(E) Ring of endomorphisms of curve E

cls(1) Equivalence class of ideal T

cls(I) x Ey Elliptic curve associated to cls(I) by the Deuring correspondence, up to isomor-
phism

pr: By - FE Isogeny associated to the Ogp-ideal I, up to post-composition with automor-
phisms of E

I x Ey Same as ¢;

2.3. The SQIsiGN signature protocol

With the definitions and notations above, we now describe the SQIsiGN signature scheme. Its parameters are a
prime p and a security parameter X\, which together determine the security strength of the signature. The next

chapter will define constraints on p and \.

It is instructive to compare SQISIGN to Schnorr’s signature scheme [Sch90; Sch91] —the underlying design
of EdDSA [JL17]— as the high-level descriptions of the two schemes can be matched almost line-by-line. In
Algorithm 2.1 we show the two algorithms side-by-side. For Schnorr’s signature, we let G be a fixed generator of
an elliptic curve group of prime order ¢; we write a - G for the elliptic curve scalar multiplication of G by an integer
a.
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2.3.1. Key generation

A secret key in SQIsioN is a random Og-ideal class cls(Ig). Concretely, cls(Igy) is represented by an Op-ideal
I, which for technical reasons must have odd prime norm. The associated public key is the supersingular elliptic
curve Ey = cls(Ig) = Ep. Compare this to Schnorr’s signature, where the secret key is an integer sk € [0, ¢ — 1]
and the public key is the group element Ay, = sk - G.

Additionally, a public key in SQIsiGN consists of a pair of points Py, Qpk € Epi of order 2* forming a basis
of E,k[2*]. This additional data has no analogue in Schnorr’s signature. Its role is to correctly define the signing
procedure.

The next chapter describes a procedure to select Py, Qpk so that they can be encoded in a single byte. Though
the exact way Py, Qpk are chosen has no cryptographic relevance, every compliant implementation of SQIsiGN
must generate Py, Qpk as described in the next chapter.

2.3.2. Signature

Signing consists of the three steps sketched in the introduction: commitment, challenge and response.

Commitment is similar to key generation: it samples a uniformly random Oy-ideal class cls(Icom ), represented
by an ideal I on, of 0dd (not necessarily prime) norm, then it computes the commitment curve Ecom = cl$(Leom )*Ep.

The challenge chl is computed by feeding the public key, the commitment curve and the message to a hash
function H : {0,1}* — [0..2*[. The integer chl is then used to compute the point Kcn = Ppk + [chl]Qpk,
generating the kernel of the isogeny @cni : Epk — Echi = Epk/{Kcni). The signer does not need to compute ¢rsp,
though: instead, it computes the Og-ideal I, such that Fg[Ichi] = (Psk(Kehi))-

Finally, the goal of the response is to prepare an isogeny @rsp @ Fcn — Ecom statistically uncorrelated to ¢gy.
To this effect:

o The signer prepares the response ideal A = I N Iy - Icom Which, under Deuring’s correspondence
(Eq. (5)), is in bijection with Hom(FEchi, Ecom)-

o It draws an element cusp, € A of odd norm by rejection-sampling from the lattice-ball intersection A N
B(2¢= 1), with erp = 1+ [ (A + 2 - logy(p))|. The radius of the ball ensures that ays, exists and can
be sampled efficiently.

« It evaluates the Deuring correspondence to compute ¢rsp = A(ysp). The signature is then the pair
(chl, @rsp)-

The last step, evaluating the Deuring correspondence, is arguably the most technical one. Indeed representing
rsp Tequires exiting the domain of elliptic curves and making a detour through “higher dimensions”. The idea,
originating in the SIDH attacks [CD23; MMP+23; Rob23], consists in embedding ¢,sp in a push-out diagram. It
is sufficient, indeed, to find any other isogeny @ayux : Echi — E4, to define a 2-dimensional isogeny Dp 1 Ecp X
Eaux — Ecom X El, between abelian surfaces of degree deg ¢rsp + deg @aux. Picking deg waux = 2 — deg ¢rsp
lets the signer represent @, as a walk of length e, in a graph of 2-dimensional isogenies, which can be efficiently
computed and transmitted. This technique is described in depth in Section 4.5.

We summarize in Section 2.3.2 the curves and isogenies computed, explicitly or implicitly, by the signing
procedure.

2.3.3. Verification

Upon receiving a signature (chl, ¢ysp), after performing a few basic correctness checks (e.g.,, that all transmitted
curves are supersingular), a verifier:

+ Recomputes Kcp = Ppk + [chl]Qpk and derives Ecpy = Epi/(Kcni);

o Checks that the domain of s, matches Ec, and evaluates the isogeny to obtain its codomain E/,;

« Recomputes the hash H ((Epk, Pok; Qpk)s Erom, Msg) and checks that its output matches chl.
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Ey .
Psk s s_ Pcom
“" Prs s =
p A
Epk Ochl Echl Ecom
i
Eaux Eaux

FiGUrRe 3. More detailed overview of the construction of a SQIsiGN signature:

To com-

pute and transmit the response isogeny (., efficiently, the signer constructs a 2D isogeny

(I)Z Echl X E/ - Ecom X Eaux

aux

from the bottom push-out thus embedding . The verifier

receives compressed representations of ¢gp, (thus Fep), Eaux, and the kernel of @, allowing
them to reconstruct ® and thus recover F,n, in order to check that . was honestly generated.

Algorithm 2.1 Side-by-side comparison of SQIsion and Schnorr’s signature

Parameters: p, Ey, Oy as defined in this chapter, a secu-

P AN A

o ®

rity parameter A

: function KEY GENERATION

Sample an Oy-ideal I of odd prime norm such
that cls(Zs) is uniformly distributed

Epk, Psk < ClS(Isk) * Eo, Isk * EO

Choose a basis (Pyk, Qpk) of Epk[27]

return (Epk, Ppk, ka), (Isk7 (psk)

: function SioN(Jgy, @sk, MSE)

Sample an Op-ideal I such that cls(Ieom) is
uniformly distributed

Ecom < cls({eom) * Eg

chl <= H((Epk, Pok; Qpk) || Ecom || msg)

I {w € Oy | w@((Ppk + [Ch”ka) = 0}
A Teni N Isk - Teom

Sample s, from A of odd norm nrd(aysp) <
26,5})71

Prsp < Alausp)

return (chl, ¢s;)

1: function VERIFY((Epk, Pok, Qpk), (chl, @rsp), msg)

Bl < Epk/{(Ppk + [chl]Qpk)
Let Prsp * E — E(l:om

chl’ H((Epk7ppk7 ka) || Eéom || msg)
return E/,, == E, and chl’ == chl

Parameters: An elliptic curve point G generating
a group of prime order ¢

1: function KEY GENERATION
2: Sample an integer sk € [0,q — 1]
3: return Apy < sk- G

1: function Sin(sk, msg)

2 Sample an integer com € [0, q — 1]
3: Acom — com -G

4: chl < H(Apk || Acom || msg)

5 o < com — chl - sk

6 return (chl, o)

: function VERIFY(Apk, (chl, o), msg)
Al 0-G+chl- Ay
chl” « H(Apk || A::om || msg)
return chl’ == chl

bl




CHAPTER 3
Protocol Specification

SQIsIGN is defined by two parameters: a prime characteristic p of the form p = ¢ - 2/ — 1, and a security
parameter A € {128,192,256}. See Chapter 5 for a list of recommended parameters.

From the choice of p, follow the mathematical objects described in Section 2.2: the finite fields IF,, and I,
the quaternion algebra B, .. = Q(i, j, k), its maximal order Oy, and the curve Ey: y* = z® + z. We will use
these symbols throughout the rest of the document without recalling their definitions again.

3.1. Data types

We list here the data types necessary for a compliant implementation of SQISIGN.

3.1.1. Primitive data types

In the context of SQIsiGN, we call “primitive” the following three data types, though in most programming lan-
guages they would be considered derived.

Byte arrays (Bytes): a sequence of bytes of arbitrary length. Strings in quotes, e.g. "sqisign" are to be inter-
preted as the byte sequence of the ASCII encodings of the individual characters. All data types have a
byte encoding described in Chapter 6.

Integer (Int): a signed integer with an arbitrary number of digits. When integers and derived types need to be
converted from / to byte arrays, we always use two’s complement little-endian encoding.

Finite-field element (FpElem): an element of the finite field I, i.e. an integer modulo p. The characteristic p
being fixed, most optimized implementations would have a dedicated implementation for FpElem, rather
than building it on top of Int.

3.1.2. Composite data types

From the primitive types, SQIsiGN derives the following composite types.

FF,> element (Fp2Elem): an element of the finite field F,» = F,[i] = F,[I]/(I? + 1). These are represented by a
pair (a, b): (FpElem)?, representing the field element a + bi.
Elliptic curve (ECCurve): an elliptic curve defined over 2. All curves in SQIsiGN admit the Montgomery form

Ea:y? =28+ Az? + 1z,

for some A: Fp2Elem with A2 # 4. Accordingly, we represent an ECCurve by its A-coefficient.

Every Montgomery curve has at most 5 other isomorphic Montgomery curves. To ensure correct-
ness, ECCurve must always use the largest among the 6 possible A for a given curve by the ordering
Fp2Compare. See NormalizeMontgomery and ThetaToMontgomery.

For efficiency, implementations may use a projective representation (A : C'), corresponding to the
A-coefficient A/C.

Elliptic curve point (ECPoint): a point on an ECCurve. This can be the special point at infinity or a point of
coordinates (x,): (Fp2Elem)? satisfying the curve equation.

For efficiency, implementations may use projective z-only coordinates, i.e., pairs (X : Z) such that
x = X/Z, or the pair (1 : 0) to represent the point at infinity. Though this representation does not
distinguish a point (z, y) from its opposite (z, —y), it is sufficient for use in SQISIGN.

Elliptic curve torsion basis (ECBasis.): a 2¢-torsion basis on an ECCurve, i.e., a pair (P, Q): (ECPoint)? of
order 2¢ such that any other 2°-torsion point can be written as [a] P + [b]Q for some 0 < a,b < 2°.

15
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Implementations using z-only coordinates may represent a torsion basis (P, Q) by the triplet of
z-coordinates (zp,rq,zp—q): (Fp2Elem)3. Though this representation does not distinguish (P, Q)
from (—P, —Q), it is sufficient for use in SQIsIGN.

Torsion basis hint (Hint.): as a bandwidth-saving measure, SQIsion compresses some ECBasis, down to a single
byte, called a hint. A hint is essentially a counter in a torsion-basis-generation algorithm: by storing the
counter instead of the basis’s points, considerable space savings can be achieved for SQIsign’s public key
and signature. For efficiency reasons, a hint only determines a basis up to sign: (P, Q) and (—P, —Q)
have the same hint; a hint can be decompressed to either basis without affecting results.

Integer matrix (Matrix): A 2 x 2 matrix with Int entries.

Quaternion (QuatElem): an element of B, ., i.e., an expression of the form

a+bi+cj+dk a,b,c,d e Q.

A quaternion can be stored as a 4-tuple of rationals or, by collecting denominators, as a 5-tuple of Int.
Inert integral left Oy-ideals (Inertldeal): full-rank sublattices of O stable by left multiplication by Oy. When
an Oy-ideal I has a basis

.. k-1
<N, Ni, eryiJr%, y+xi+2>,

with IV the norm of I and 0 < z,y < N, we say that [ is inert. Inert ideals are represented by the nested
tuple (N, (z,y)): (Int)3.
Not every Op-ideal is inert, but every ideal class contains an inert ideal. See Section 4.3.
Integral left Og-ideals (GenericOgldeal): For ideals that do not have an inert representation, we use the type
GenericOgpldeal. Implementations are free to choose any representation for these. This specification
represents them as J = I« where [ is an inert ideal and « a quaternion. See Section 4.3.

3.1.3. Cryptographic types

Finally, public / private keys and signatures are represented by the following composite types.

Public key (PublicKey): A type consisting of:

PublicKey.E pk: An ECCurve;

PublicKey.hint _pk: A Hinty o defining a torsion basis on .E_ pk.
Secret key (SecretKey): A type consisting of:

SecretKey.pk: The PublicKey associated to this secret key;

SecretKey.l sk: A Inertldeal;

SecretKey.M _sk: A Matrix encoding a torsion basis on .pk.E_ pk;
Signature (Signature): A type consisting of:

Signature.chl: The A-bit challenge;

Signature.E_aux: An ECCurve;

Signature.M chl: A Matrix encoding a torsion basis on .E_aux;

Signature.hint_aux: A Hint., 2 defining a torsion basis on .E _aux;

Signature.hint_chl: A Hint,_ o defining a torsion basis.

3.2. Constants

From p and A, several derived constants are defined. We list them in Table 5 and treat them as global constants
implicitly accessible to every subroutine. Further constants for localized use may be defined in the relevant sections.

The torsion basis By = (Py, Qo) of Ey[27] must satisfy [2/71]Qo = (0,0). Precomputed bases By for all
SQIsiGN parameters are given in Section 4.7.
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TaBLE 5. Global algorithmic constants

Names Type Description See

D Int The prime characteristic

A Int The security parameter (must be a multiple of 8)

f Int The exponent such that p = ¢ - 2/ — 1 with ¢ odd

Ersp Int ersp = [log(p)/2] + A/4+1 Section 9.5
i Fp2Elem  The standard generator of )2 / IF), Section 4.2
Ey ECCurve  The supersingular elliptic curve y* = 2% + z over F,2  Section 4.4
By = (Py,Qo) ECBasis; A fixed torsion basis of Eg[2/] Section 4.7
i,j,k=ij QuatElem  Algebra generators of B, Section 4.3

3.3. Symmetric cryptography

SQIsigN makes use of the SHAKE256 function both as a hash function for the Fiat—-Shamir transform and as
an extendable-output function for pseudorandom number generation. Though FIPS-202 [NIST15] defines a bit-
oriented API for SHAKE256, we implicitly use a byte-oriented API for it, whereby passing a byte array str to

SHAKE256.Absorb(ctx, str)
implicitly converts it to a bit-string, and for any integer ¢ calling
SHAKE256.Squeeze(ctx, 8¢)

returns an ¢-byte array.

3.3.1. Pseudorandom bytes

SQIsiGN uses stateful pseudorandom number generators (PRNG) to feed the randomized subroutines in key-generation
and signing. We use an object-oriented syntax to represent the stateful PRNG: the data type PRNG is a wrapper
around a SHAKE256 context, which it seeds and from which it squeezes pseudorandom bytes. Before use, a PRNG
needs to be initialized by calling its .Init method, which seeds SHAKE256 with 48 bytes of secret random material,
followed by a 3-byte ASCII code for domain separation. The domain separators used by SQIsiGn are listed in
Table 6.

TABLE 6. Domain separators in SQISIGN.

ASCII code Use

"key" Key generation: sampling secret keys

"com" Signing: sampling commitments

"res" Signing: sampling responses

"def" Default: randomness in Las Vegas subroutines.! Substituting another (P)RNG for it produces

the same outputs.

Algorithm 3.1 PRNG.Init(prng: PRNG, seed: Bytes, domain: Bytes)

Input: seed: Bytes a 48-byte seed
domain: Bytes a 3-byte domain separator
1: prng.ctx <— SHAKE256.Init()
2: prng.ctx <— SHAKE256.Absorb(ctx, seed)
3. prng.ctx + SHAKE256.Absorb(ctx, domain)

After initialization, pseudorandom bytes are generated by calling the .Bytes method.

Las Vegas algorithms are randomized algorithms that always produce the correct result.
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Algorithm 3.2 PRNG.Bytes(prng: PRNG, £: Int): Bytes

Input: prng: PRNG
£: Int a number of bytes to output
Output: ¢ pseudorandom bytes from the PRNG
1: prng.ctx, out + SHAKE256.Squeeze(prng.ctx, 8¢)
2: return out

3.3.2. Hash function

Following the Fiat—Shamir paradigm, signing in SQIs1iGn hashes the public key, commitment and message to obtain
a challenge. During verification, the same hash value is recomputed and checked against the signature. The hash
function is defined by absorbing the binary encodings of a domain separator "SQI", the public key, the commitment
and the message in the SHAKE256 sponge, and then squeezing A bits out.

Algorithm 3.3 HASH  (pk: PublicKey, Ecom: ECCurve, msg: Bytes)

Input: pk: PublicKey a public key
FEcom: ECCurve an elliptic curve
msg: Bytes an arbitrary-length byte array holding a message to sign
Output: A ()\/8)-byte array
. ctx < SHAKE256.Init()
. ctx + SHAKE256.Absorb(ctx, "SQI") // 3 bytes (not including null terminator)
. ctx <— SHAKE256.Absorb(ctx, CurveToMontgomeryA(pk.E_ pk))
. ctx <= SHAKE256.Absorb(ctx, pk.hint _pk)
. ctx + SHAKE256.Absorb(ctx, CurveToMontgomeryA(Ecom))
. ctx < SHAKE256.Absorb(ctx, msg)
. ctx, out + SHAKE256.Squeeze(ctx, \)
: return out

0 N NN R W N =

3.4. Algorithms

Assignment of a certain value « to a variable x is denoted by x <— o. We use the continue statement to skip the
remaining set of instructions inside a loop. Algorithms are typeset in sans serif font, e.g., Ildeal Tolsogeny.

3.4.1. Exception handling

For clarity of exposition, throughout this specification, we use exceptions for error handling. We use the following
convention.

try

1:

2: Do something that might go wrong.

3: if something is actually wrong then

4: . raise Exception (“Description of the error” // Exit the try block and go to the except block
5. except

6

: L Tl'y to recover or show the user an error message.

3.4.2. Elementary subroutines

We specify here a few basic subroutines that operate on SQIsiGN’s data types. Chapter 4 contains detailed descrip-
tions of their implementation.



3.4. ALGORITHMS 19

Algorithm 3.4 BytesTolnt(bs: Bytes, ¢: Int): Int
Takes as input a byte array bs of length £ and converts it to a non-negative integer in the range {0, . .., 256° —1}
using the little-endian convention.

Algorithm 3.5 CurveToMontgomeryA(E: ECCurve): Fp2Elem
Returns the Montgomery A-coeflicient of the curve E.

Algorithm 3.6 BiscalarMul(B: ECBasis, m: Int,n: Int): ECPoint
If B= (P, Q) is a torsion basis, return the point [m]P + [n]Q. In z-only arithmetic, both input and output are
only determined up to sign. See LadderBiscalar in Section 4.4.

Algorithm 3.7 ActOnBasis(B: ECBasis., M: Matrix): ECBasis,
Given a matrix M = (2 32 ) and a torsion basis B = (P, ), output the basis 3 - M as defined in Eq. (1), i.e.

(P,Q) M = ([21]P + [23]Q, [z2]P + [24]Q ).

In z-only coordinates, the inputs and output are determined up to sign.

Algorithm 3.8 ChangeOfBasis(E: ECCurve, e: Int, B, : ECBasisy, By : ECBasis,) : Matrix

An inverse to ActOnBasis: on input bases B; of E[2/] and By of E[2¢] with e < f, find a matrix M with
entries in [0 .. 2¢[ such that By = By - 2/ ~°M.

Implementations using z-only arithmetic may only know B, By up to sign, and thus their output M may only
be determined up to sign. Returning either of M or —M mod 2° is acceptable.

Algorithm 3.9 SetChangeOfBasisMatrix

Input: F;, Fy: ECCurve
Bl, BQI ECBasise with <Bl> = E1 [26] and <BQ> = E2 [26]
e: Int
Output: Ms: Matrix with positive entries < 2°¢
hinty, hints: Int
B, hint; « TorsionBasisToHint(E}, f, e)
B, hinty < TorsionBasisToHint(Es, f, e)
M; < ChangeOfBasis(E1, e, B}, B1)
By + ActOnBasis(By, M; ')
M, < ChangeOfBasis(Es, e, B, B2)
return Mo, hintq, hintsy

AN A o e

Algorithm 3.10 NormalizeMatrix(M: Matrix, e: Int): Matrix

Input: M: Matrix with entries in [0 . . 2°]
e: Int
Output: The lexicographically smallest among M and —M mod 2°
1: LetM = (3t m2)
2: fori=1to4do
3: if 0 < m; < 2¢! then
4 ~ return M
5 else if m; > 2°~! then
6: . return —M mod 2°¢
7: return M
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3.4.3. Hints

Given a curve E, a hints is a one-byte representations of a basis of E[2¢]. Torsion bases of elliptic curves are,
essentially, generated by incrementing a counter until certain equations are satisfied. A hint is the state of such
counter. Reconstructing a basis from a hint can be much faster than regenerating one from scratch, as the states
that do not yield a basis do not need to be tried.

SQIsiGN defines a function to generate bases along with a hint and one to decode a hint to a basis. Compliant
implementations must implement these function exactly as they are specified here. See Section 4.4.2.

Algorithm 3.11 TorsionBasisToHint(E: ECCurve, e: Int, ey : Int): (ECBasis,, Hinte_¢, )
On input a curve E and integers e, e, generate a basis B = (P, Q) of E[2¢] and return a hint that decodes to
the basis ([2°"]P, 2°» Q) of E[2°~°"].

Algorithm 3.12 TorsionBasisFromHint(E: ECCurve, e: Int, hint: Hint.): ECBasis,

Decode a hint to a basis of E[2¢], or fail if the hint does not define a valid torsion basis.

Optimized implementations may drop the validity check if they have an indirect mean of checking validity later.
For example, the routine described in Section 4.4.2 always returns a torsion basis, though not necessarily of order
2¢. This failure can be detected shortly after calling TorsionBasisFromHint when computing scalar multiplication
or isogeny chains, and is thus not checked explicitly. The existence of a basis of E[2¢] can also be used as a test of
supersingularity of the curve E.

3.4.4. Ideals

The following are routines related to quaternionic ideals.

Algorithm 3.13 IdealNorm(I: Inertldeal®): Int
Return the norm of the ideal I. the value N of the triple N, (z,y) corresponding to I.

Algorithm 3.14 UniformOClassSampling(M : Int, prng: PRNG): Inertldeal

Generate a random inert Ogy-ideal I of norm coprime to M, or of prime norm if M = 0, such that the statistical
distance between cls(()I) and the uniform distribution on ideal classes is negligible in A.

Compliant implementations must implement UniformQOqClassSampling exactly as described in Section 4.3.

Algorithm 3.15 |deal Tolsogeny (I : Inertldeal, prng: PRNG): (ECCurve, ECBasisy)
On input an Op-ideal I of odd norm, output £ = cls(()I) x Ep and, letting ¢y : Ey — E, the basis

(1(Py), p1(Qo)) of E[2/].

Algorithm 3.16 KernelDecomposedToldeal(e: Int, ¢y : Int, co: Int): GenericOgldeal
Given integers c;, ¢, both divisible by 27~ but not both divisible by 2f~¢*1, return the unique Oy-ideal I
such that Ey[I] = ([e1]Po + [c2]Qo)-

Algorithm 3.17 Intersect(/ : GenericOgldeal, J: Inertldeal): Inertldeal

Compute the intersection I N J.

SampleQuaternionResponse realizes the quaternionic side of selecting a response in SQISIGN: it receives as
input ideals Igx chi = Ichi N Lok and Ieom, computes A = Igy chi - Lcom, and samples a uniformly random quaternion
ousp € A of odd norm smaller than el

2this extends naturally to other types of ideal introduced in Section 4.3
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Algorithm 3.18 SampleQuaternionResponse

Input: Iy ch: Inertldeal,
ITeom: Inertldeal,
Beom: ECBasisy,
prng,.s: PRNG the PRNG for the "res" domain,
prngges : PRNG the PRNG for the default domain
Output: I/, . : Inertldeal equivalent to the input ideal but of prime norm,
Oysp: QuatElem an element of the lattice A = .m -~ Teoms
Qsk,chl+ QuatElem an element of I,
Grsp+ Int equal to Norm(avsp)/(IdealNorm(ZIeom) - IdealNorm (1, )
Is’kvchh isk,chl <— EquivalentCoprimeldeal (Igx chi, 0, BitLenSkChall, prngge¢)
sk chl < Conjugate(ask chi)
if GCD(IdealNorm(Icom), IdealNorm(Z, 1)) # 1 then
~ raise Exception (“Commitment degree is not coprime to the sk,chall degree”) /I See Section 9.3.2
Grsp, Clrsp RandomBoundedEIement(IdeaIMultiplication([’k,chl,Icom), 2¢se =1 prng,..)

S
/
return Isk,chl’ Qrspy Qsk chly Grsp

AN A

3.4.5. Isogenies

The following routines are related to isogeny computations in dimension 1 and 2.

Algorithm 3.19 TwolsogenyChain(P: ECPoint, E: ECCurve, e: Int = [Q: ECPoint]) : (ECCurve, [ECPoint])
Given a point P on a curve E of order 272, compute E/(4P) and evaluate the unique isogeny ¢ : £ —
E/(4P) at each of the points in the list pts.

Algorithm 3.20 DimTwoKanilsogeny(E+ : ECCurve, By : ECBasis, 2, Fo: ECCurve, By : ECBasis, 2,
e: Int,pts: [(ECPoint)?]) : ((ECCurve)?, [(ECPoint)?], Boolean)

Takes as input curves F, F»s such that there exists a commutative diagram (also called a Kani diamond, whence
the name)

®1
by —— E3

o O V2

E, L) Es
with deg (1) = deg(1) = ¢ and deg(p2) = deg(12) = 2¢ — g. Also takes as input a basis B; of E;[272] and
By = 2 0 ¢1(B1) and a list pts of points of £ X Es.
Using 2-dimensional isogeny formulas, it computes and returns E3, Fy4 and, for each (P, P,) in pts, the point
(e1(P) + Ba2(P), 01 (Py) — ¥2(Py)) of E3 x E4. In case of invalid inputs, it returns false.
The HDResponse is the isogeny counterpart of SampleQuaternionResponse, it uses the effective Deuring
correspondence to compute an HD representation of the isogeny ¢rsp = A(cusp)-
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Algorithm 3.21 HDResponse

Input: Iy chi: Inertldeal,

usp: QuatElem element of Ty oy with Norm (aysp) < 261
Ok chl© QuatElem element of Lok cpy

Qrsp: Int

FEcom: ECCurve

Beom: ECBasisy

prng,.: PRNG the PRNG for the "res" domain

prngyes : PRNG the PRNG for the default domain

Output: FE,,,: ECCurve,

—_ = =

R AN O Rl e

Baux: ECBasis,,, 2 of ELux[26%712),
Ecn: ECCurve,
Bchl : ECBaSiSe'SPJrQ of Ech|[25'5"+2],
if GCD(2° — gysp, Norm(cwsk chi)) # 1 then
. raise Exception (“Auxiliary degree is not coprime to sk or sk,chall degree”) // See Section 9.3.2
Oaux; Taux <~ RandomldealGivenNorm(2° — grsp, Qsk chi, PrNEyes)
E! ., Bhux < |dealTolsogeny(Intersect((faux, Laux); Isk.chi), PrMEqef)
M, < EndomorphismToMatrix(csp)
M., .x < EndomorphismToMatrix(0,x)
< Modularlnverse(IdealNorm (I chi), 27)
Bl < ActOnBasis(B. ., 1t - MauxMisp)
Ginv < Modularlnverse(gsp, 2°72)

(Pcoma Qcom) — [2}(._6_2][)’@"1

: (Pa/uvalaux) A [qinv2fiei2]B;ux
: Eauxa Echl» [Bauxv Bchl]a

A DImTWOKanIIsogeny(EC0m7 (PCOFTH Qcom)7 Ee/)u)u (Pa,ux7 Q;ux)7 67 [(PCOITH OEcom)7 (QCOm7 OEa/ux)]ﬂ false)

3.4.6. Key Generation

Algorithm 3.22 SQIsign.KeyGen(seed : Bytes): (SecretKey, PublicKey)

Input: A 48-byte random seed
Output: sk: SecretKey,

—_ =
—_ O

R A SRl ey

pk: PublicKey
prngyes < PRNG.Init(seed, "def")
prngye, < PRNG.Init(seed, "key")

Iy UniformOOCIassSampIing(O, prngkey) // Sample a random Op-ideal of odd prime norm
Eox, psk(Bo) < ldealTolsogeny (I, prngges) Il B, ook < cls(Ig) * Eo, I % Eo
Bek, hintpi < TorsionBasisToHint(Epk, A+2,0) // Choose a basis of Fiy[2*]

M,y < ChangeOfBasis(Epk, A + 2, osk(Bo), Bpk)
M, + Mg, mod 2*

M,y < NormalizeMatrix(Mgy, M)

pk < (Epk, hintpy)

sk <+ (pk, Isk7 Msk)

. return sk, pk

3.4.7. Signing
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Algorithm 3.23 SQIsign.Sign(sk: SecretKey, msg: Bytes, seed: Bytes): Signature

Input: Secret signing key sk,
message msg € {0, 1}*
48-byte random seed seed
Output: o: Signature
1: prngges < PRNG.Init(seed, "def")
2: prngeom < PRNG.Init(seed, "com")
3: prng,.s < PRNG.Init(seed, "res")
4: Parse sk as (pk, I, Msk)

5: > Commitment 5
6: Icom < UniformOgClassSampling(2, prng.m) // Sample a random Op-ideal of odd norm
7: Ecom, Beom < |dealTolsogeny(Icom, Prngger) I Ecom 4 cls(Icom) * Eo
8: > Challenge 4

9: chl <~ HASH(pk, Ecom, msg)

10: > Response N
11: acp < BytesTolnt(chl, \/8)

12: (c1,¢2) < Mg - [1, ac]”

13: Iy + KernelDecomposedToldeal()\, ¢y, ¢2) I Ieni + {w € O | wPsk(Pok + [chl]Qpr) = 0}
14: Isk,chl — Intersect([cm,lsk) I T eht = Teni N Isk
15t Ik chl; Qirsps Qisk,chl, Grsp <— SampleQuaternionResponse(Isk chis Tcom, PrN8ress PMMBaer)  // Clrsp <5 Lo chl + Leom

16: > Response packaging <
178 Eaux, Bauxs Echl, Bent HDReSponse(Isk,chh Qlyspy Ok chly Grsp Eecom, Beom, PrNgess ngdef) 1 rsp <= Alcusp)
18: Mchi, hintayx, hintey < SetChangeOfBasisMatrix(Eaux, Echi, Baux, Benl, €rsp + 2)

19: My <— NormalizeMatrix(Mch, ersp + 2)

20: return o <— (Ch|, B, Mep, hintagy, hintcm)

3.4.8. Verification

Algorithm 3.24 SQIsign.Verify(msg: Bytes, o: Signature, pk: PublicKey): Boolean

Input: A message msg, signature o and public key pk
Output: A boolean indicating whether the signature is valid

1: Parse pk as (Epk, hintpy)

2: Parse o as (chl, Eaux, Mcpy, hintaux, hintey))

3: Check that all the entries of My, are in [0 .. 2612 [, otherwise return false

4: Check that Mc == NormalizeMatrix(Mch, ersp + 2), otherwise return false

5: Bk < TorsionBasisFromHint(Epk, A + 2, hintpy)

6: achi < BytesTolnt(chl, A/8)

7: K +— BiscalarMul(Bpk, 1, ach|) /I Kcp < Pent + [(Icm}(v)cm for Bk = (Pehiy Qchi)
8: B/, ... < TwolsogenyChain(Kcni, Epk, A, i) I Ely < B/ ([4](Kem))
9: Paux, Qaux, . < TorsionBasisFromHint(E,ux, ersp + 2, hintay)

10: Bepi — TorsionBasisFromHint(EY,, esp + 2, hintep)

11: Py, Qchlyini ActOnBasis(ch,Mcm)
12: El ., E, "}, valid < DimTwoKanilsogeny(E.,, (Pehi, Qcht); Eauxs (Paux, Qaux); Ersps -y tTUE)

13: chl’ « HASHA(pk El,.., msg)

return valid and chl == chl’

—
»
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3.5. Modules

This specification document, as well as the SQIsiGn implementation, is organized in distinct modules. Each module
provides the functionalities necessary to work with one type of objects or to compute the algorithms that make up
SQIsiGN.

Integers. One of the key data types SQIsign manipulates is the integer type. This module provides the algorithms
to compute with integers: it offers basic functionality for integer arithmetic (e.g. addition, multiplication, square
root, etc.), as well as some more advanced methods, such as primality testing or (extended) GCD.

Finite fields. This module offers the functionality to work with the other primitive data type used in SQIsiGnN:
finite field elements, i.e. elements of IF;, and IF 2. The module provides algorithms to compute IF;, arithmetic (e.g.
addition, multiplication, squaring, etc.) and builds on top of that to extend the same algorithms to elements of IF,2.

Quaternions. Quaternions play a fundamental role in SQIsiGN’s key generation and signing procedures. This
module exposes algorithms related to quaternions, ideals, and maximal orders.

Elliptic curves. This module offers the algorithms to perform arithmetic on elliptic curves to support the higher-
level algorithms. In particular, this module works with x-only arithmetic for efficiency reasons. Building on
top of these elliptic curve arithmetic algorithms, this module also provides functionalities such as torsion basis
computation, pairings, and 2-isogeny computations.

Higher-dimensional isogenies. This module provides the algorithms to compute isogenies in dimension 2. More
precisely, the main functionality of this module is the Isogeny22Chain algorithm, which computes (2¢, 2¢)-isogenies
between products of elliptic curves.

Ideal-to-isogeny translation. This module introduces two main algorithms: IdealTolsogeny, which translates any
left Op-ideal into the corresponding isogeny, and KernelDecomposed Toldeal, which translates an isogeny £y — E
into its corresponding left Oy-ideal.

Other modules. The SQIsiGN specification document and implementation rely on other smaller modules to pro-
vide additional functionalities, such as providing precomputed data, implementing core cryptographic algorithms
(e.g. SHAKE?256), and packaging signature-level functionalities (key generation, signing, and verification).



CHAPTER 4

Supporting Algorithms

This chapter describes the lower-level algorithms used to realize the interfaces introduced in Chapter 2. We ex-
plain how the reference implementation carries out the main arithmetic, quaternion, elliptic-curve, pairing, isogeny
and ideal operations efficiently. Some of the design choices described here are required for compatibility, while
some others are implementation strategies that may be replaced by equivalent algorithms offering better perfor-
mance.

We also report implementation properties that are important beyond their functional correctness. These in-
clude the representation of intermediate values, constant-time behavior when secret data may be involved, and
clarification of the places where the current reference code is still variable time. Our main goal is to make the
algorithms in this chapter precise enough to faithfully reproduce the SQIsign implementation.

4.1. Integers

This section specifies the integer operations used throughout SQIsign. We first give the mathematical interfaces
for the basic arithmetic, modular, and number-theoretic operations. We then describe the fixed-capacity multi-
precision representation used by the reference implementation, followed by the algorithms for primality testing
and random sampling and the relevant constant-time considerations. The presentation separates the mathematical
interfaces from implementation choices wherever possible.

4.1.1. Arithmetic interface

4.1.1.1. Basic operations. We use the following operations throughout the specification.
Algorithm 4.1 Add(Int, Int): Int  (a,b) — a+b

Algorithm 4.2 Sub(Int, Int): Int  (a,b) —a—10

Algorithm 4.3 Neg(Int): Int a+— —a

Algorithm 4.4 Abs(Int): Int  a +— |a

Algorithm 4.5 Mul(Int, Int): Int  (a,b) — ab

Algorithm 4.6 Compare(Int, Int): {—1,0,1} (a,b) — sign(a —b)
Algorithm 4.7 BitLength(Int): Z>o a+— min{f € Z>¢ | |a| < 2¢}
Algorithm 4.8 ShiftLeft(Int,Z>¢): Int (a,e) — a-2°

Algorithm 4.9 ShiftRight(Int,Z>¢): Int  (a,e) — sign(a) ||a|/2¢]
Algorithm 4.10 Mod2Exp(Int,Z>¢): Int  (a,e) — a mod 2°

Algorithm 4.11 DyadicValuation(Int\{0}): Z>o a — v2(a)

Addition and subtraction use single-word add-with-carry and subtract-with-borrow primitives, choosing among
compiler-supported implementations at compile time. Multiplication uses plain schoolbook multiplication with
double-width accumulators. The code handles signed values by conditionally negating the operands and the result
when needed.

25
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4.1.1.2. Division and modular arithmetic.
Algorithm 4.12 Div(Int, Int): (Int, Int)

(a,b) = (¢,7) with a=qb+r, |r| < 19|

The implementation of Div uses variable-time Burnikel-Ziegler division [BZ98], with schoolbook division
for smaller cases.
Algorithm 4.13 Mod(Int, Int): Int  (a,m) — a mod |m|

The implementation of Mod uses the same Burnikel-Ziegler division with schoolbook fallback as Div, retain-
ing only the remainder and returning the canonical representative modulo |m)|.
Algorithm 4.14 Divides(Int, Int): Boolean (a,b) — (a = 0 mod b)

The implementation of Divides tests divisibility by computing the remainder and checking whether it is zero.
Algorithm 4.15 Modularlnverse(Int, Int): IntU {L} (a,m)+— a~! mod m

The implementation of Modularlnverse uses a Lehmer-based extended Euclidean algorithm to compute the
inverse when it exists.
Algorithm 4.16 PowMod(Int, Int, Int): Int  (a,e,m) — a® mod m

The exponentiation-based routines do not operate directly on the two’s-complement limbs. They instead con-
vert their operands to the separate modqx backend and use unsaturated Montgomery arithmetic. This backend uses
radix 2%! on 64-bit systems and radix 22® on 32-bit systems. Itis a distinct multi-precision layer optimized for Mont-
gomery multiplication and squaring and was inspired by Mike Scott’s modarith arithmetic generator [Sco24]. It
is used by ibz_pow_mod, modular square roots and primality testing.
4.1.1.3. Number-theoretic operations.
Algorithm 4.17 GCD(Int, Int): Int  (a, ) — gecd(a, b)

The implementation of GCD uses a variable-time, double-word variant of Lehmer’s algorithm [Leh38], which
accelerates the Euclidean algorithm by performing several quotient steps using the most significant limbs of the
inputs.

Algorithm 4.18 XGCD(Int, Int): (Int, Int, Int)

(a,b) = (g,u,v) with g = gecd(a,b), ua+vb=g
The implementation of XGCD uses the same Lehmer-based approach while tracking the Bézout coefficients u
and v such that ua + vb = ged(a, b).

Algorithm 4.19 CRT(Int, Int, Int, Int) : Int

(a1, m1,as,ms) — T, x=a; (modmy), z=ay (modms)

The implementation of CRT computes the inverse of m; modulo my to combine the two congruences and
reduces the result to the canonical representative 0 < z < myms.

Algorithm 4.20 ModularSQRT (Int, Int): IntU {L}

(a,p) == with z?=a (mod p)

For an odd prime p, the implementation of ModularSQRT selects the method according to p mod 4. If p = 3
(mod 4), it computes the square root by exponentiation to (p+1)/4;if p = 1 (mod 4), it uses the Tonelli-Shanks
algorithm.

Algorithm 4.21 SqrtFloor(Int): Int  a — |v/a]

The implementation of SqrtFloor uses a division-free Newton iteration for the reciprocal square root of a
2
normalized input. Starting from a low-precision approximation, it repeatedly applies y < % at increasing
precision. The resulting approximation is multiplied by the input and corrected exactly to obtain |/a .
. o a
Algorithm 4.22 Legendre(Int, Int): {-1,0,1} (a,p) — (p)
The implementation computes the Legendre symbol using quadratic reciprocity laws. This is done by eval-

uating the Jacobi symbol by repeatedly removing factors of 2, applying the corresponding sign rule modulo 8,
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and swapping the odd arguments using quadratic reciprocity. Since p is prime, the resulting Jacobi symbol is the
Legendre symbol.

4.1.2. Reference integer representation and bounds

Definition 4.1.1. The type Int is represented by an ibz_t. The type digit_t is a 32- or 64-bit word depending
on the target platform. An ibz_t contains a fixed array of IBZ_NLIMBS such words, together with a field bitlen.
The constant IBZ_NLIMBS is level-dependent and belongs to the reference implementation. This constant fixes the
available maximum size, but it does not change the integer interface. The limbs store a signed integer in two’s-
complement form. If b = bitlen, the stored value a satisfies |a| < 2071,

Every ibz_t reserves its own limb array, which does not grow or shrink during a computation. The field
bitlen gives a safe upper bound on the portion of the limb array that an operation may need to process, allowing
unused limbs to be skipped.

We use bitlen as an upper bound on the value’s length, not as its exact length. Recomputing the exact
size after every operation would require inspecting the value and would make the working length depend on the
data. Instead, we propagate size information through the arithmetic. Addition and subtraction use the larger input
bitlen plus one bit, while multiplication uses the sum of the two input values minus one. If the initial bitlen
values depend only on public parameters, the number of processed limbs does not depend on secret data. This does
not make the integer layer constant time, but gives the basic multi-word arithmetic a useful fixed-shape structure.

As a result, a bound can become looser than the actual value after several operations. For a variable n,
n->bitlen stores this safe bound, while ibz_bitsize(n) scans the integer and computes its actual bit length. An
explicit bound is normally needed only when initializing an ibz_t from a fixed value or when a tighter public bound
is known. The function ibz_set_bound performs this adjustment. Tightening a bound from secret-dependent in-
formation could make the number of active limbs depend on the secret.

This distinction also matters for primality testing, which is currently variable time. Montgomery arithmetic
chooses the number of working words from bitlen. The function ibz_probab_prime computes the actual size s
of a positive input with ibz_bitsize (n) and, when necessary, makes a local copy with upper bound s+ 1, where
the extra bit is the sign bit. The input is not modified. This costs one size scan and (if needed) one copy, allowing
the more expensive modular arithmetic to operate on fewer words.

4.1.3. Primality testing

Primality testing appears frequently in SQIsign. Key generation and signing generate many prime candidates, while
Qlapoti uses primality testing inside its norm-equation search. The current implementation is variable time and
tries to reject composite values as cheaply as possible before using modular exponentiation.

After handling n < 2, the primes 2 and 3, and even values, we apply two inexpensive sieve stages. In the
64-bit implementation, the first stage tests the primes from 3 to 53. We group them into two products smaller than
232 and reduce n modulo each product rather than separately modulo every prime. If the candidate survives, the
second sieve stage handles the remaining small primes by grouping them into fixed products smaller than 264, A
single multi-precision reduction modulo one such product tests divisibility by several primes at once.

Since the sieve moduli are fixed, we precompute reciprocal information for each of them. This allows the
reductions to replace generic division with multiplications, shifts, and a small correction, using the same basic idea
as Barrett reduction. Most of the precomputed table is shared by all parameter sets, while the sieve extends to 509
or 1021 as required by each level. On platforms where this optimized reduction is not available, we use the same
batching strategy but construct at run time the largest products of consecutive small primes that fit in one machine
word.

Candidates that survive the sieves enter the probable-prime test. We build one Montgomery context for the
candidate and reuse it throughout the test. We first perform a Miller—Rabin round with base 2 and then a strong
Lucas—Selfridge test. These two tests form the Baillie—PSW part of the routine. Any failure immediately rejects
the candidate.

The implementation also receives the parameter reps, which is level-dependent in its current state. After
the Baillie-PSW test it performs max(reps — 24, 0) additional Miller—Rabin rounds with random witnesses in
[2,n — 2]. The current code uses reps = 64, 96,128 at NIST levels I, III and V, giving at most 40, 72 and 104
additional rounds. We precompute 2 once before these rounds and use it to convert each witness to Montgomery
representation.
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Algorithm 4.23 IsPrime(n)

Input: 7 : Int and reps : Int

Output: true if n passes the probable-prime test, false otherwise
1: if n < 2 then

2: | return false

3: if n =2 or n = 3 then

4 | return true

5. if n is even then

6

7

8

9

: | return false

. if the first sieve stage rejects n then

: | return false

. if the second sieve stage rejects n then
10: | return false
11: if Miller—Rabin to base 2 rejects n then
12: | return false
13: if the strong Lucas—Selfridge test rejects n then
14: | return false
15: t < max(reps — 24,0)
16: Precompute R? for Montgomery conversion
17: for i from 1 up to ¢ do
18: Sample a random witness a € [2,n — 2]
19: L if Miller—Rabin to base a rejects n then
20: _ return false
21: return true

Before primality testing, ibz_probab_prime tightens the working bound of a local copy when necessary, as
described above, allowing the Montgomery arithmetic to operate on fewer words.

Qlapoti also exploits the special form of the candidates that survive the primality test. The subsequent sum-
of-two-squares computation needs only a square root of —1 modulo z, rather than the square root of an arbitrary
value. We exploit this special case instead of using the general modular square-root routine. We first find a small
prime a such that (%) = —1. For prime z, Euler’s criterion gives

2
(a(z—l)/4) =a® V2 =_1 (mod 2).

Hence a single modular exponentiation 7 = a(*~1/4 mod z gives the required square root of —1. Searching for a

is inexpensive because we try small primes, and we verify r> = —1 (mod z) before using the result. The verified
root is then passed directly to the sum-of-two-squares computation.

4.1.4. Random sampling

We also include a function for sampling a uniform pseudorandom integer in an interval [a, b], with b > a. Let
m=>b—a-+1and B = ibz_bitsize(m). The implementation samples B + 64 bits and reduces the sampled
value modulo m, giving at least 64 extra bits relative to the interval width.

Algorithm 4.24 SampleFromlInterval(a, b, prng )

Input: a,b: Int with b > 0and —b < a < b, and prngy.; : PRNG
Output: A pseudorandom integer in [a, b]

Lm<+<b—a+1

2: n « ibz_bitsize(m)

3: repeat
Sample [n/8] bytes from prngg.¢
Mask the unused high bits to obtain an n-bit positive integer x
cuntil z < m - [27/m)
: return a + (x mod m)
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The rejection sampling ensures that x is drawn from an interval of size a full multiple of m, so there is no
bias in the sampling, while the excess 64 bits make it overwhelmingly likely that the process succeeds on the first
iteration.

4.1.5. Constant-time considerations

The MP module is not constant time as a whole. The fixed-capacity representation and public bitlen bounds
are nevertheless useful steps towards that goal. They let the core multi-word routines execute over a publicly
determined number of words without first scanning the value. Addition, subtraction, multiplication, negation,
conditional negation and conditional swap already follow this pattern. The zero, one, sign and parity tests also use
only the active limbs or the relevant boundary word.

On the other hand, several important routines still have value-dependent control flow. ibz_cmp returns when
it finds the first differing limb and ibz_bitsize stops when it finds the highest non-sign limb. Division and
reduction, dyadic valuation, Lehmer GCD/XGCD and modular inverse, CRT, sliding-window exponentiation and
the modular square-root routines are also variable time. Primality testing is variable time as well.

The current representation therefore facilitates future constant-time improvements but is not constant-time at
present.

4.2. Finite fields

This section specifies the finite-field operations used throughout SQIsign. We work over [F), and its quadratic
extension IF 2, and require basic field arithmetic, quadratic residuosity and square roots, deterministic comparison,
batch inversion, and discrete logarithms in 2-power subgroups.

Several algorithms require a deterministic comparison of elements of IF,2, in particular when making canonical
normalization choices. We therefore define the following strict total order over IF )2, which depends on the chosen
representation of its elements.

Definition 4.2.1. Let z,y € F,2, written as * = o + iz1 and y = yo + iy;, with xo, 1, yo, y1 € F,, represented
by integers in {0,...,p — 1}. Then

r<y<=ux1 <y or (x; =y andzg<yp).

Algorithm 4.25 Fp2Compare(Fp2Elem, Fp2Elem): Boolean (z,y) — (z < y), where < is the order of Defini-
tion 4.2.1

4.2.1. Field arithmetic

Recall that

Fp,=Z/pZ, Fp2 :Fp[i]/(i2+1)a
where p = 3 (mod 4). We use the following elementary operations for x = x¢ + iz and y = yo + iy1.
Algorithm 4.26 Add , (Fp2Elem, Fp2Elem): Fp2Elem  (z,y) — (20 + yo) +i(z1 + y1)

Algorithm 4.27 Suby , (Fp2Elem, Fp2Elem): Fp2Elem  (,y) — (zo — yo) +i(z1 — y1)
Algorithm 4.28 Neng2 (Fp2Elem): Fp2Elem z+— —xq — iz

Algorithm 4.29 Mulg , (Fp2Elem, Fp2Elem): Fp2Elem  (z,y) — (zoyo — 21y1) + i(zoy1 + z10)
Algorithm 4.30 Sqr , (Fp2Elem): Fp2Elem z — (22 — 2%) +i(2wox1)

Algorithm 4.31 Inversep , (Fp2Elem): Fp2Elem @+ (2o — iz1) (2§ + 1)~

Algorithm 4.32 Halfg , (Fp2Elem): Fp2Elem  zo + izy = 20/2 + i(21/2)

Algorithm 4.33 Frobeniusg , (Fp2Elem): Fp2Elem ¢ + iz1 — 2o — iz



30 4. SUPPORTING ALGORITHMS

4.2.1.1. Reference implementation. Unless stated otherwise, the finite-field layer implements these operations in
constant time. The APIfollows the same rule. The explicit exception in the reference IF > code is fp2_pow_vartime,
which uses ordinary square-and-multiply and must only be used when the exponent may be treated as public.

The reference > multiplication uses three multiplications in [F;,, by computing (x¢ + x1)(yo + y1) together
with zoyo and x1y;. Squaring uses two multiplications in IF,. The Frobenius map is just conjugation because
p =3 (mod 4).

4.2.1.1. Arithmetic in IF,. The implementation uses Montgomery arithmetic and exploits the shape
p=c2/ -1,

where c is small. The portable 64-bit implementation uses an unsaturated radix representation, while optimized
assembly implementations may use a saturated full-word representation.
Since p = 3 (mod 4), inversion, quadratic residuosity and square roots reuse the fixed exponentiation

h(a) = aP=3)/4,

For a # 0,
a”! = ah(a),
alP—1)/2 ah(a)?,
Ja = ah(a)

when a is a quadratic residue. Each parameter set evaluates h(a) with a fixed addition chain.

4.2.1.2. Quadratic residuosity in [F 2. For x = g + iz, let
N(x)=azi+2icF,.
Then z is a square in 2 if and only if N () is a square in F),.
Algorithm 4.34 IsSquarey , (Fp2Elem): Boolean g + iz1 (23 + 2% is asquare in F,))

Algorithm 4.35 Fp2SQRT (z)

Input: = = xg + iz; € )2, a quadratic residue
Output: r € F,2 such that r* =z

. § < ModularSQRT (22 + 2%, p)

. if 1 = 0 then

L O — Zo

ro < Tg + 1)

t <+ 2rg

oy t(P=3)/4

To < ToT1

T T

. if (2r9)% = t then
: returnrg +iry
. else

;| returnr; —irg

R A A R i e

—_ = =
N = O

4.2.1.3. Square roots in F,>. The reference implementation uses fp_select, a constant-time conditional selec-
tion primitive, both to handle the x1 = 0 case and to select the returned square root, avoiding branches on value-
dependent conditions. A separate £p2_sqrt_verify function squares the returned value and checks it against the
input when verification is required.

4.2.1.4. Batch inversion. When several inversions are required at the same time, we use Montgomery’s batch-
inversion trick, as described in Fp2Batchlnverse. This algorithm uses one inversion and 3(n — 1) multiplications.

4.2.1.5. Comparison and conditional operations. The order in Definition 4.2.1 is implemented by fp2_less_than.
It first encodes both components canonically and then scans all bytes from most to least significant. Masked com-
parisons record the first difference without an early return. The functions £p2_select and fp2_cswap apply the
corresponding constant-time operations independently to the real and imaginary parts.
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Algorithm 4.36 Fp2Batchlnverse(zy, ..., z,)

Input: z1,...,2, €F;
Output: (z;°,...,z,;!)
1: ¢1 < 21
2: for j from 2 up to n do
3: L Cj < Cj—1T;
4: t Cgl
5: for j from n down to 2 do
6: Yj th,1
7: L t ta?j
8 yp <1
9: return (y1,...,Yn)

4.2.2. Discrete logarithms

Pairings reduce the change-of-basis computation to discrete logarithms in poe C IF;Z. We solve them with a
recursive Pohlig-Hellman decomposition specialized to powers of two, computing the integer a € [0, 2¢) such that

f=g"

Algorithm 4.37 Normalized DLog NormalizedDlog(f, g}, ¢)

Input: f, g € pae, g of order 2¢, and f € {(g)
Output: a € Z,0 < a < 2°, such that f = g¢
. if e = 0 then

L return0

if ¢ = 1 then

 return 0if f = 1, and 1 otherwise

r <+ |e/2]

L+—e—r

ao + NormalizedDlog( 2", (g
feflgmh)e

g (g7
aj <+ NormalizedDlog(f,g~1,¢)
: return ag + 2"a;

—1)2’5’74)

R A o e

—_ =
—_ O

The C routine receives g~ ! together with f. The implementation in fp2_dlog_2e_rec performs the same
updates one binary digit at a time. When it finds a digit equal to one, it multiplies the pending value by the current
inverse generator and squares that generator for the next digit. The two recursive halves are combined as ag +2"a; .

The routine ec_dlog_2_tate applies this field DLog to change bases on the 2-power torsion. It assumes a
full basis (P, Q) and a possibly smaller basis (R, S). It computes one reference Tate pairing and the four pairings
needed for the coordinates, reduces and normalizes them together, and calls £p2_dlog_2e four times. The outputs
must satisfy

R = [Tl]P+ [T’Q]Q, S = [81]P+ [SQ}Q.

4.2.3. Implementation notes

The F,> layer is on purpose thin and builds most operations from the prime-field layer. Inversion uses one inversion
in IF,, through the norm x3 + 23, quadratic residuosity tests the same norm, and the Frobenius map only negates
the imaginary component. As mentioned before, batch inversion reduces several IF,,> inversions at the price of one
inversion and 3(n — 1) multiplications.

The concrete [F), representation depends on the target architecture. The reference implementation uses Mont-
gomery arithmetic, and more optimized targets may replace the low-level field operations without changing this
interface.
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4.3. Quaternions

In this section, we describe the supporting algorithms required in SQIsiGN for manipulating quaternion elements
and ideals. The algorithms below assume a number of fixed and implicit parameters which are defined in Sec-
tion 2.2:

A prime number p equal to 3 mod 4
« The quaternion algebra B, .. = Q(1,1,j,k)

« The maximal order Oy = Z(1,i, 3, 1K) c B,

4.3.1. Quaternion elements

This section deals with quaternion elements in B, .. Below, we introduce several functions to handle either generic
elements in B, o or elements in Oy.

atib+jetkd
e

Definition 4.3.1. The type QuatElem consists of a tuple a, b, ¢, d, e of five Int values that represents €

By oo

4.3.1.1. Generic operations in 5, .
Algorithm 4.38 Conjugate(QuatElem): QuatElem

<a—|—ib—|—jc—|—kd> = a—ib — je —kd

(& e

Algorithm 4.39 Norm(QuatElem): Int

(a+ib+jc+kd> - a? +b? + p(c? + d?)
e e?

Algorithm 4.40 Trace(QuatElem): Int

e

<a+ib—|—jc—|—kd> 2a
e — ’_>
e

Algorithm 4.41 CoordinatesB(QuatElem): (Int, Int, Int, Int, Int)

ib + je + kd b d

(L) (22298) wing = 6D b
€ 9949439493

4.3.1.2. Special order Oy, generic operations.

Algorithm 4.43 CoordinatesOg(QuatElem): Int, Int, Int, Int

itj 1+k
2

a+bi+c+d2> — a,b,c,d

Algorithm 4.44 ModO(QuatElem, Int): QuatElem

i L
(a+bi+cl—;]+d—£,N) — (amod N) + (b mod N)i+(cmodN)?+(dmodN)

1+k

Algorithm 4.45 MakePrimitive(QuatElem): QuatElem

( A 1+k> a b, ci+j dl+4+k
a-+bi+c —

I S i ith g = D
5 5 g+gl+ + with g = GCD(a, b, ¢, d)
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Algorithm 4.42 Mul

Input: «: QuatElem
B: QuatElem

Output: of: QuatElem

. a,b,c,d, e < CoordinatesB(«)
A,B,C,D, E + CoordinatesB(0)
v1 < (a+b)(A+ B)
t <+ (a—0)(A— B)
Vg < (’Ul 715)/2
V1 — —('Ul +t)/2
s+ —(c+d)(C+ D)
t<+ —(c—d)(C—-D)
< (s+1)/2
s+ (s—1t)/2
v (a+b+c+d)(A+B+C+D)
122u+ (a—b+c—d)(A-B+C—-D)
13: t+ (u4v)/2+r+v, —2bD
14: w4 (v—u)/2+s—vs —2Bc
15: 1 < vy + 2aA + pr
16: s < vy + p(s + 2¢D)
17: v < eF
18: return (r + is + jt + ku) /v

R A A S ol S

—_—
—_ O

4.3.1.3. Special order O, resolution of norm equations. The Representinteger algorithm aims at solving equa-
tions of the form Norm(«) = M in Oy. It builds upon the Cornacchia algorithm introduced later in Section 4.3.2.
Representlnteger relies on Cornacchia returning its solution ordered as 0 < x < y, which fixes the pair (x,y)
uniquely.

Note that Representlnteger may fail, and the failure probability depends on the value M /p. For all instances
in SQIsIGN, the failure probability is negligible under the plausible heuristic that the values M — p(z2 +t2) behave
like random integers of the same size. We give more details on that in Section 9.3.

4.3.2. Gaussian integers
The canonical embedding of the ring of Gaussian integers through the natural inclusion Z[i] C B, « will be of
particular relevance, and we describe below several useful algorithms to handle some operations.

Definition 4.3.2. The type GaussElem represents elements in the subset Z[i] C B, , of Gaussian integers.

Gaussian Division and GCD.
Algorithm 4.47 GaussDiv(GaussElem, GaussElem): GaussElem

. . ac + bd .| bc—ad . . ac + bd .| bc—ad
(a+ib,c+id) — LM-‘—|—1LQ+d2-‘,(a+1b)—(0+1d)(LQ_FdQ-‘+1{62+d2-‘>

4.3.2.1. Cornacchia. Cornacchia’s algorithm [Cor08] allows us to efficiently solve norm equations in Z[i], or
equivalently to find integer solutions to equations of the form z? 4+ y2 = m with m positive integers, provided we
know the factorisation of m. For prime m, a pseudocode based on the algorithm SumOfSquares introduced in the
next section is given by Cornacchia.
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Algorithm 4.46 Representinteger( M, prng)

Input: M : Int, odd and such that M > p
prng: PRNG
Output: ~: QuatElem, v € Oy with nrd(y) = M

1: counter < 0

2: bound < [%—‘

3: repeat

4 counter < counter + 1

S: m <— { % —

6 z + SampleFromlinterval(1, m, prng)

==

P

8 t < SampleFromlnterval(1,m’, prng)

9: M’ « M — p(22 + t?)
10: if IsPrime()M’) then
11 res < Cornacchia(M’)
12: if res # 1 then
13: T,y < res /IO < 2 <y, as guaranteed by Cornacchia
14: g < GCD(z,y, 2,t)
15: if g == 1 then
16: L v x+yi+zf+tk
17: return -y
18: until counter > bound
19: raise Exception (“RepresentInteger failed: no suitable input to Cornacchia found”) // see Section 9.3

Algorithm 4.48 GaussGCD

Input: «: GaussElem,

B: GaussElem
Output: ;i: GaussElem, = GCDgzy; (v, B)
PRy p
. if nrd(x) < nrd(p) then
C R p PR
: if nrd(p) == 1 then
 return p
if p == 0 then
_ return
. K, p « GaussDiv(k, p)

. return GaussGCD(k, p)

Algorithm 4.49 Cornacchia(m)

Input: m: Int, prime
Output: L if no solutions to 22 + y? = m exists in Z,

x,y: Int, solution to 22 4+ y2 = m with 0 < z < y otherwise

: if —1 is not a square modulo m then

: | return L

: if m == 2 then

. returnl,1

r < ModularSQRT (-1 mod m, m)

x,y + SumOfSquares (r, m, BitLenCornacchialnput)
if > y then

C L omy ey

: return z, y

e N YR WS

/1 Order the solutionas 0 < z < y
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4.3.3. Lattice reduction

This section introduces several useful building blocks that we will apply to the reduction of various types of lattices,
based on [ESWvW26]. While our reference implementation aims to be constant-time (using input-independent
control flow and fixed-point arithmetic, among other techniques), the corresponding pseudo-code is written in a
simpler way for the sake of readability and clarity. Most of our lattice reduction algorithms produce output in a
canonical form (with high probability). This is primarily intended to make our algorithms deterministic and parts
of the scheme canonical up to, for example, ideal equivalence. We also often require a public bound () on the size
of the largest possible input, at a given security level. This is used to determine the algorithm parameters, the size
of the intermediate integers, and the fixed-precision parameters that have to be used. Which quantity it bounds,
and how large it is, depends on the algorithm: the rank-4 reduction of a Mulldeal bounds the doubled ideal norm
2N uniformly by BitLenCommitSkChall = 2log, p + 4 log, EIBox, whereas the Z[i] reduction of an inert ideal
bounds the entries of the ideal at hand and therefore differs between call sites. These bounds are required to be
large enough that they (heuristically) only fail with probability less than 2~*. Their concrete instantiations for the
protocol are gathered in Table 10.

In this document we use the convention that \;(L) is the squared i-th minimum of the lattice £. A basis
bi,...,by, of alattice £ is Minkowski-reduced if for all 1 < ¢ < n, b; is of minimal norm among all the lattice
vectors such that by, ..., b; can be extended to a basis of £. A basis reaching the successive minima of a lattice
is Minkowski-reduced. In dimension n < 4, a basis reaching the successive minima always exists. We say that a
basis of a lattice £ is e-Minkowski-reduced if its vectors b; satisfy ||b;]|> < (1 + €)\;(£) for all i. Heuristically, an
e-Minkowski-reduced basis in the context of this document is Minkowski-reduced, see Section 9.1 for more details.

TaBLE 7. List of global parameters for lattice reduction, with their values and appearances

Name Value Algorithms

PartialEEAZ
LehmerEEAZ
Z2_thresh 30 LehmerSizeReduction
LatReduction2DZ
SumOfSquares

LehmerEEAZ

Z2_window 63 = 2-Z2_thresh + 3 LehmerSizeReduction

GramPartialReduce2D
Z2_thresh_gram 29 GramLehmerReduce2D
DualLatReduction4DZ

GramPartialReduce2D

Z2_window_gram 61 =2-Z2_thresh_gram+ 3 GramLehmerReduce2D

InnerGLZi
Zi_thresh 27 LehmerGLZi
InertldealReduction

C - . InnerGLZi
Zi_window 59 =2 -Zi_thresh+5 LehmerGLZi
Up_Shift 3 InnerGLZi

4.3.3.1. Algorithms for Z-lattices of rank 2. We first target dimension 2 lattices over the integers. Our goal here
is to introduce two algorithms to reduce bases of Z-lattices of rank 2. We distinguish lattices given by a basis
in HNF shape, reduced with LatReduction2DZ from lattices given by an integral Gram matrix and reduced with
GramLehmerReduce2D. The former will be used much later in the ideal-to-isogeny translation, while the latter
arise in the reduction of Z-lattices of rank 4.
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PartialEEAZ can generally be used with different input types, although we do not guarantee its output then. In
a soon-to-be-published note [ESWvW26], we prove that for bits(a) = Z2_window and bits(b) > 64—Z2_thresh,
as long as the global threshold H does not stop the loop earlier, bits(a’) + bits(b’) < bits(a) + bits(b) —
(z2_thresh — 1) and the ¢;;’s all satisfy |¢;;| < 222-*hresh—1,

Algorithm 4.50 Partial EEAZ

Input: a,b: Intgy, positive, a > b.
H : Intgy, positive, global threshold.
eea: Boolean, toggle between EEA or long division
Output: o',V : Intgy, positive
too, to1, t10,t11: Intge, where T' = [(tij)]ogigl,ogjgl satisfies T(a, b)t = (a’, b/)
1: too,to1,t10,%11 < 1,0,0,1

2: 7 ¢ max(H,20422-thresh) // Usually H ~ +/a.
3: for ¢ from O up to Z2_thresh + 1 do

4: if a < b and eea then // Do not swap if long division
s:  Swap (a, b), swap (too, t10) and swap (to1,11)

6: if « > band b > 7 then /I stop if b is too small
7: k < |logy(a/b)]

8: a < a — ShiftLeft(b, k)

9: too, to1 < too — Shiftl_eft(tlo, k), to1 — Shiftl_eft(tll, k)
10: return a, b, tog, to1, t10, t11

Lehmer’s approach for the Euclidean algorithm is to progressively reduce A, B by using only the most sig-
nificant words a, b, and applying the resulting (small) transformation matrix on A, B. A caveat is that B may
be significantly smaller than A. In this case we instead do the long division of a by b and apply the transforma-
tion on A, B, with a suitable realignment to account for the large difference. In any case, we can prove that an
iteration reduces the (large) A, B by about Z2_thresh — 1 bits — the details will be available in a public note
soon [ESWvW26]. At steps 21,22, we are in the long division case. Since 7 > 2047%2-thresh the Jocal stopping
condition of PartialEEAZ keeps |t;;| < 2%2-*Bresh—1 and so we apply the shift on the large entries instead. We
also use LehmerEEAZ to compute sums of two squares for suitable prime inputs.

For two vectors u, v, we say v is size-reduced with respect to w if |(v, u)|/[|u[|? < &. A two-dimensional basis
(u,v) is size-reduced if v is size-reduced wrt. u. Lehmer’s approach also applies to size-reduction, as presented in
SizeReductionMSB and LehmerSizeReduction.

We are now ready to introduce the first of our two main lattice reduction algorithms LatReduction2DZ which
assumes that the input is given as a HNF basis. Recall that A\;(L) is the i-th successive squared minimum of L,
taken with respect to the underlying quadratic form. Our algorithm outputs an e-Minkowski-reduced basis, for an
€ essentially driven by the precision at which the computations are performed. Failures to be exactly Minkowski-
reduced are of two kinds: the first vector is exactly shortest unless the minima are almost equal and cannot be
distinguished because of limited precision, and the second reaches Ao exactly unless the ratio Ay/A; is too large,
in which case our approach fails to fully size-reduce the second vector. The latter situation is unlikely to happen
for the lattices' considered in this work, and “almost shortest vectors” are enough for the rest of the protocol.

ISee Heuristic 9.1.1, which for such lattices bounds the probability that A1 < 2% det by 27¢; the experimental support will be detailed
in a later note.
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Algorithm 4.51 LehmerEEAZ

Input: A, B, C': Int, positive, A > B, so that Z( A, 0) + Z(B, C) is a HNF-basis of a lattice L.
M : Int, positive, numbers of iterations
Output: A’ B’,C’,D’: Int, A’, B’ positive, Z(A’,C") + Z(B’, D’) is another basis with shorter vectors.

1: Too, To1,Th0,T11 <+ 1,0,0,1
22V AC
3: s < | (bitlen(V) — Z2_thresh)/2]
4: « « ShiftRight( L\/VJaSk) /o 2%k ~ +/det L
5: for ¢ from O up to M do
6: if A < B then
7:  Swap (A, B), swap (Too, T10) and swap (To1,T11)
8: ma, mp < bitlen(A), bitlen(B) /1 Start: select MSBs depending on numbers’ size difference
9: p<— Mg —mp
10: eea + (p < Z2_thresh) // long division if B is significantly smaller than A
11: s4 < max(my4 — Z2_window, 0)
12: if eea then /I adjust shift for long division
13: . sS4 sa
14: else
15: | sp <« mp— (Z2_window — Z2_thresh + 1)
16: s < max(sa — sp,0)
17: a, b + ShiftRight(A4, s 1), ShiftRight(B, sp) // Reduce MSBs
18: & La . QSk_sBJ /I make o and b on same scale
19: a,b,too, to1, t10,t11 PartiaIEEAZ(a, b, &, eea)
20: if eea then /I Apply transform globally
21: A, B+ togoA +to1 B, t10A +t11 B
22: To0,To1 < tooToo + to1T10, tooTo1 + to1 111
23: Tho,T11 < t10T00 + t11T10, t10T01 + t11711
24: else // Realign numbers in the long division case
25: A+ A + t01 . ShlftLeft(B, S)
26: L Too, To1 < Too + to1 - ShiftLeft(Tlo, 8), To1 + to1 - ShiftLeft(Tll, 8)
27: if A <0 then
28: . Negate A, Too and Tp;.
29: if B < 0 then
30: | L Negate B, Tho and T1;.

31: return A, B, C- To1, C- T

Algorithm 4.52 SumOfSquares

Input: m: Int, prime congruent to 1 mod 4.
r: Int, positive with 0 < r < m and r2 = —1 mod m.
Ba: Int, positive, a bound on bitlen(m), the determinant of the lattice Z(m, 0) + Z(r, 1).
Output: z,y: Int, positive, such that 22 + y> = m
1: M < |B\/(Z2_thresh—1)| +1
2: A, B,C, D « LehmerEEAZ(m,r, 1, M)
3: return |C|, |D|

Algorithm 4.53 SizeReductionMSB

Input: a,b,c,d: Intgy, a, b positive.

Output k: Intgo, such that (a,c) — k - (b, d) is size-reduced wrt. (b, d)
s <— 63 — max(bitlen(d), bitlen(|d|))

Vo, V1 <= (b,d),( a, )

wo — 2°vg

P, Q — <w0, U1>, <’U)0, U0>

return | 5]

A




38

4. SUPPORTING ALGORITHMS

Algorithm 4.54 LehmerSizeReduction

Input: A, B,C,D: Int, A, B positive

M : Int, positive, number of iterations

Output: A’,B’,C’,D’: Int, A’, B’ positive, such that ((A’, ch, (B, D’)) is a size-reduced basis of Z( A4, C) +

10:
11:
12:

1
2
3
4
S:
6
7
8
9

Z(B, D)

: for ¢ from O up to M do

Bo, 81 < bitlen(](A, C)|so), bitlen(|(B, D)|oo)

8 max(fo, 1)

ppB—p1+1

Sp < max(f — Z2_window, 0)

s ¢ max(p — Z2_thresh, 0)

if s > 0 then

51 ¢ 1 — (Z2_window — Z2_thresh + 1)

else

L S1 < So

a, b, ¢, d + ShiftRight(A, so), ShiftRight(B, s1), ShiftRight(C, s¢), ShiftRight(D, s1)
< SizeReductionMSB(a, b, ¢, d)

A,C + A — - ShiftLeft(B, s), C — p - ShiftLeft(D, s)
If A <0, negate A and C'

If B < 0, negate B and D

. return A, B,C,D

Algorithm 4.55 LatReduction2DZ

Input: A, B,C': Int, positive, with B < A, and Z(A, 0) + Z(B, C) is a HNF basis of a lattice

Ba: Int, positive, a bound on bitlen(AC'), the determinant of the lattice

Output: A’,B’,C’,D’':Int, A" > 0,B' > 0and ((A,C"),(B’,D')) is a 25~2#2-thresh_Minkowski-reduced

1
2
3
4
S:
6
7
8

basis of the same lattice

: M «+ |Bx/(Z2_thresh — 1)] + 1

: A,B,C,D <+ LehmerEEAZ(A, B,C, M)
: A, B,C, D < LehmerSizeReduction(A, B

: A, B,C, D + LehmerSizeReduction(B, D, A,
if A2+ C? > B? + D? then

7C7D’M)
C.1)

return B, A, D, C

. else
.| return A, B,C,D
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For the GramLehmerReduce2D algorithm (that takes the Gram matrix of the lattice as input), we continue

our usage of Lehmer’s variant, relying on a partial Gram reduction GramPartialReduce2D, very close in spirit to
PartialEEAZ.

Algorithm 4.56 GramPartialReduce2D

Input: a,b,c: Intey, a, ¢ positive, entries of a matrix G = [(a, b), (b, ¢)].

eea: Boolean, allowing swaps or not.

Output: o', b, c : Intgy, positive.

too, to1,t10,t11: Intge, with T = [(tij)]OSiSLOSjSl such that TGT! = [(CL/, b/), (b/, Cl)] and det T =
+1.

: 00, to1, t10, t11 < 1,0,0,1
: N < |Z2_thresh_gram/2]| + 2
T« 222_window_gram—Z2_thresh_gram

: for i from Oup to N do

if b < 0 then

L Negate b, too, t()l

if ¢ < a and eea then

 Swap (a, c), swap (oo, t10) and swap (to1,%11)

if 2b > a and a > 7 then // stop if the basis is reduced or a too small
k  max({log, (b/a)), 0)
b, c < b — ShiftLeft(a, k), c — ShiftLeft(b, k + 1) + ShiftLeft(a, 2k) // Update: G < TGT"

t10,%11 + t10 — Shiftl_eft(too, ]{7), t11 — ShiftLeft(tOl, k)

: return a, b, C, too, t01, tl()7 t11

Algorithm 4.57 GramLehmerReduce2D

Input: A, B,C': Int, A, C positive, entries of a postive definite matrix G = [(4, B), (B, C)]

M : Int, positive, number of iterations

Output: A’,B’,C’: Int, A’, C"' positive.

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:

1
2
3
4:
5:
6
7
8
9

Too, T()l, Tl(), T11 : Int, with T' = [(,__F”)] such that TGTt = [(A/, B/), (B/, C/)] and det T = +1.

: Too, To1, Tho, 11 + 1,0,0,1
: for ¢ from O up to M do

if C' < A then

L Swap (A, O), (Too, TlO) and (T()l, Tll)

Ba, Bc <+ bitlen(A), bitlen(C) // Select MSBs depending on numbers’ size difference
p < Bo —Ba

eea <+ (p < Z2_thresh_gram)

s¢ + max(Bc — Z2_window_gram,0)

s < max(|(p — Z2_thresh_gram+ 2)/2],0)

SA,SB ¢ Sc —28,85¢ — §

a,b, ¢ < ShiftRight(A, s ), ShiftRight(B, sg), ShiftRight(C, s¢) // Reduce the Gram defined by the MSBs
a, b, ¢, too, to1, t10, t11 < GramPartialReduce2D(a, b, ¢, eea)

if eea then /I Apply transform globally
U [tij]

G+ UGU!

A, B,C < Goo, Go1, G11

T+ UT T = [Ty]
else

B,C < B+ tyq - ShiftLeft(4, s), C + t1o - ShiftLeft(B, s + 1) + t3, - ShiftLeft(A4, 2s)

T107 T11 «— th . Shi'Ftl_ef:'C(TbO7 S) + t11T10, th . ShiftLeft(TOl, S) + tllTll

return A, B, C, Too, To1, Tho, Tha
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4.3.3.2. Algorithms for Z[i|-lattices (of rank 2). Due to the presence of i in the maximal order Oy, the left Op-
ideals can be interpreted as Z[i]-lattices of rank 2. Using that, we can derive more efficient reduction algorithms.
Our main algorithm for reducing these lattices is LehmerGLZi.

For u € C%, write |u|s for the £,-norm of u seen in R??. For u,v € Z[i]?, write (u,v) = Wv, + vy
for the Hermitian inner product. The next algorithm LehmerGLZi always makes sure such inputs are passed to
InnerGLZi. The output is then an e-Minkowski-reduced basis (for the minima as a Z[i]-lattice). Failures to be
exactly Minkowski-reduced are identical® to those in the previous section, with the second vector reaching Ao
exactly as soon as Ay /\; < 22(Zi-thresh—1)

Algorithm 4.58 InnerGLZi

Input: a,b,c,d: GaussElemg,.
eea: Boolean, allowing swaps or not.
Output: o', V', ¢, d": GaussElem
toos to1, t10, t11: GaussElem, where T = [(¢;;)]o<i<1,0<j<1 satisfies T'(a,b)" = (a’,b')'and T'(c,d)" =
()

1: v, vy < (a,c),(b,d)

2: too,to1,t10,t11 < 1,0,0,1

g1

4: 7 < 64 + Zi_thresh — Zi_window — Up_Shift

5: for ¢ from O up to Zi_thresh + 1 do

6: Sg + 64 — Up_Shift — bitlen(|(a, ¢)|s)

7: 81 < 64 — Up_Shift — bitlen(|(b, d)|c0)

8: if max(sp, s1) < 7and ¢ > 0 then // Do nothing if vectors are too short or we have finished reduction
9: wp, w1 — 2%, 210y

10: 0 < 89 — S1

11: if ||’LUUH > 20 le H and eea then // Maintain first vector as the shorter one
12: Swap (’Uo, ’Ul), (’wo, ’LU1), swap (too, t10> and swap (t()l, tll)

13: 0+ =0

14: P, Q < (wo,w1), |[[wol[?

Is: 1+ [logy (|Plec) —logy Q] — 1

16: k < max(d +n,0)

17: oc—0—k

18: g+ 27§ 112°L € [-2,2] +i[-2,2]
19: vy v1 — q - (2Fvp)
20: t10, t11 4 tio — q - (2%%00), t11 — ¢ - (25t01)

21: Parse (a, ¢) from vy, (b, d) from vy
22: return a, b, ¢, d, too, to1, t10, t11

2A distinction is the Z[i] tail bound of Heuristic 9.1.1, under which the probability that \; < 272* det is less than 2~4; the experimental
support will be detailed in a later note.
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Algorithm 4.59 LehmerGLZi

Input: A, B,C,D: GaussElem.
M : Int, positive, number of iterations.

Output: A’ B’,C’,D’: GaussElem, with RA’, A’ > 0 and RH,SH > 0 for H = ((A’,C"), (B, D’));
(A',C"), (B, D) is a 25— 22i-thresh_Minkowski-reduced basis of Z[i](4, C) + Z[i](B, D).

cfor 0 <i< Mdo

-1 Bo, 1 < Ditlen(|(A, C)\), bitlen(| (B, D))

1
2
3 If 5y > f1, swap (A7 C) and (B, D) // Maintain smaller vector as the first basis vector
4 pePi—Po+1
5: eea < (p < Zi_thresh)
6 s1 ¢ max(f; — Zi_window,0)
7 if eea then
8 ‘ So < S1

9: else

10: . 80 + max(s; — (Zi_window — Zi_thresh + 1),0)

11: § < p— Zi_thresh /I variable for extra shift in case of large difference in size
12: a, ¢ < ShiftRight(A, sp), ShiftRight(C, so)

13: b, d + ShiftRight(B, s1), ShiftRight(D, s1)

14: a, b, c,d, too, to1, t10,t11 < InnerGLZi(a, b, ¢, d, eea)

15: if eea then

16: A,B — t00A+t01B,t10A+tllB

17: C,D (*tooCﬁ*tOlD,tl()Cﬁ*tllD

18: else /I Realign numbers in the long division case

19: | B,D < B+t - ShiftLeft(A, s), D + to1 - ShiftLeft(C, s)

20: Find u € {+£1, £i} so that RuA, Sud >0, (A,C) + u- (A, C)

21: Find u € {£1, £i} so that RuH, SuH > 0 for H = ((4,C), (B, D)), (B,D) + u - (B, D)
22: return A, B,C, D

4.3.3.3. Algorithm for Z-lattices of rank 4. The reduction of four-dimensional generic Z-lattices is needed to
sample small elements in generic quaternion ideals, corresponding to objects of the Mulldeal type defined in the next
section. For that, our main reduction algorithm is DualLatReduction4DZ which we present next. This algorithm
builds upon several building blocks that are introduced afterward. DualLatReduction4DZ will be used in the next
section in MulldealDualReduction.

Efficiency is achieved by reducing the dual of the corresponding lattice and keeping the inverse transformation
T describing the reduction. As in [HKK+25], our reduction strategy in DualLatReduction4DZ uses a variant of
BKZ-2 on the Gram matrix with a fixed number of iterations, followed by a Minkowski reduction (on an already
well-reduced basis). Our approach uses the LDL decomposition: a Gram matrix G can be written uniquely as G =
LDL! with L lower triangular with 1 on the diagonal and D diagonal positive. We avoid the costly computation
of the dual Gram matrix G~! thanks to an implicit scaling (by the known det ) and the use of the Gram matrix
GV of the reversed dual basis instead. The LDL decomposition of GV can be obtained very efficiently from the
HNF-basis of a Mulldeal. The initial profile ((2N)?, (2N)?,p,p) is expressed in squared lengths, so its entries
span at most v = 203, — bitlen(p) bits, and this + plays for each block reduction the role that the determinant
bound plays in LatReduction2DZ: an iteration of GramLehmerReduce2D removes about Z2_thresh_gram bits
of the gap between the two diagonal entries of its block, whence the choice of M below. The number K of tours,
on the other hand, is heuristic; see Heuristic 9.1.2. The underlying lattice bases are size-reduced if and only if the
non-diagonal entries of L have magnitude at most %, and we also say that L is size-reduced in this case.

A lattice basis is BKZy-reduced if the ¢-th Gram-Schmidt vector b is the shortest vector of the local projection
of Z b;j+7Zb;41,for0 < ¢ < 2—this implies that the basis is LLL 3 -reduced. In dimension 4, one can then show that
the vectors of a Minkowski-reduced basis must have small coordinates in a BKZ,-reduced basis. BKZ2-EvenOdd
outputs (a representation of) a BKZo-reduced basis of the lattice spanned by its input, except with probability 2.
MinkowskiReduce exploits the above fact with a greedy exploration of candidates, similar to [NS09]; if its input is
BKZs-reduced, we can prove that its output is Minkowski-reduced, except in one extreme but identified case. Indeed,
if the input is a basis of a lattice similar® to the lattice D, MinkowskiReduce could output a transformation only

3A similarity is the composition of a scaling and an isometry.
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Algorithm 4.60 DualLatReduction4DZ

Input: N,A, B,C,E: Int,0< A, B,C,E < 2N and 2N Z+2NiZ+(A+ Bi+j)Z+(C+ Fi+j)Zisa
HNF-basis H of 21, where [ is a Mulldeal of B, o
Ba: Int, positive, a bound on bitlen(2N)
Output: i, A2, A3, A4 Int, positive, the squared successive minima of (4N?2p) - H", except with probability
2, where H" is the reversed dual basis of H
T e Z4X4, with det T = +1, such that T~ HV is, except with probability 2= a Minkowski-reduced
basis of the dual, canonical up to a global sign

1. £+ —ﬁ : g ﬁ

2. L, D [I; IO] ,diag((2N)?%, (2N)2,p,p) // LDL* = (2N)?p - G
2

3y <+ 20\ — bitlen(p) // Bound on the gap of the diagonal profile

4 K, M + |_10g2 'yJ + 4, |_’y/(22_thresh_gra.m - 1)J +1 // Tours, and iterations per block reduction

5. L,D,T < BKZ2-EvenOdd(L, D, K, M)

6: A1, A2, Az, Ag, T < MinkowskiReduce(L, D, T)

7: return ()\1, )\2, )\3, )\47 T)

Algorithm 4.61 BKZ2-EvenOdd

Input: L.D e Q***, L lower triangular with 1 on the diagonal, D diagonal positive
K : Int, positive, number of iterations
M : Int, positive, number of iterations per block
Output: L', D’ € Q***, L’ lower triangular with 1 on the diagonal, D’ diagonal positive, such that L'/D’ is a
BKZy-reduced basis of the lattice spanned by L+/D, except with probability 2~
T ez withT - (L'D'L')-T* = LDL! and det T = +1
1T+ 1,
2: for0 <i < K do
3 L,D,T + ReducelocalBlock(L, D, T, M
4: L,D,T <+ ReducelocalBlock(L, D, T, M
5 L,D,T,M
6

1)

0)
L,D,T « ReducelocalBlock(L, 2)
:return L, D, T

) ) )

Algorithm 4.62 ReducelocalBlock

Input: L, D e Q***, L lower triangular with 1 on the diagonal, D diagonal positive
T € 2", withdet T = +1
M : Int, positive, a number of iterations
i: Int, with 0 < 7 < 2, a block index

Output: L', D’ € Q***, L/ lower triangular with 1 on the diagonal and size-reduced, D’ diagonal positive
T € 2, with T’ - (L'D'L'*) - T"* = LDL! and det T = +1

: 147 B7 C «+ Di, Li+1,iDi7 L?JFLZ‘Di + Di+1

: A, B, C,too, to1, t10, t11 < GramLehmerReduce2D(A, B, C, M)

: L,D, T + UpdateLDL(L, D,T,i, tyo,to1,t10, tll)

: L, T + SizeReduction4DZ(L, T, 1)

:return L, D, T

to a sublattice. Such inputs cannot occur for the quaternion lattices that we are handling, thus MinkowskiReduce
ends up with an (implicit) Minkowski-reduced basis of its input lattice, except with probability 2~*. The sign rule
MinkowskiReduce applies makes the output canonical over the ideal class up to one global sign, which no such
rule can fix.
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Algorithm 4.63 UpdateLDL

Input: L,D € Q***, L lower triangular with 1 on the diagonal, D diagonal positive
T € 224, with det T = +1
7: Int, with 0 < ¢ < 2, a block index
t()o, t01, tlo, tll : Int, such that tOOtll — t10t01 =41
Output: L', D’ € Q***, L’ lower triangular with 1 on the diagonal, D’ diagonal positive
T € 2, with T’ - (L'D'L'*) - T"* = LDL! and det T" = +1
1D < Li+1,i // Recompute local Gram
2: ug, u1 < too + pto1,t1o + pt11
3: go < Diug + Di+1t(2)1
4: go1 < Djuoui + Diy1toitin
5
6

c Li1 gg% /I Recompute local LDL
D;D;
t Diys Dig1 <= go, =5
1 0 1 0
7 ‘€old7‘€new — |:_'u 1:| ) |:Li+17i 1:|
t —1 :
8: d,U < toot11 — tiotor, |, 10 11U = [ti;] "
—tlor  too
9: for0 < j <ido // Finish update of L

10: | Lij, Lit1,j < tooLij +torLiv1j,tioLli; +ti1Liv1j

11: fori +2 < j < 4do

12: L (LjisLjig1) <= d-(Lji, Ljiqx1) - bod - U - lnew

13: for 0 < j <4do /I Update inverse transform
4 (T Tyir) < d- (Tiati — Tjisatio), d - (Tyiratoo — Thitor)

15: return L, D, T

Algorithm 4.64 SizeReduction4DZ

Input: L € Q***, L lower triangular with 1 on the diagonal
T € 7", with det T = +1
7: Int, with 0 < 7 < 2, a block index
Output: L' € Q*** lower triangular with 1 on the diagonal, size-reduced
T € 2, with T'L’ = Land det T’ = +1
: fori <r<4do
for j from r — 1 down to 0 do
q <« [Lr;]
for0 <k < jdo
Ly« Ly —qLjy
Lyj 4 Lrj—q
for 0 <k <4do /I Update the inverse transform
B  Try 4 Tiy+ Tk
return L, T

R e A A A
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Algorithm 4.65 MinkowskiReduce

Inmput: L. D e Q**4, L lower triangular with 1 on the diagonal, D diagonal positive such that L+/D is BKZo-

reduced
T e 72, withdet T = +1

Output: \;, Ay, A3, \4: Int, positive, the squared successive minima of the lattice spanned by L+/D.
T € 74%*, such that (T’)_lL\/T) is Minkowski-reduced, and det 77 = +1. Its rows by, . . ., by satisfy

—_ = = = =
E T S R

15:

R A AN A o T

bl > 0for2 <i<4.

. G,U + LDI' I,

N0

for (c1,co,c3) € Sdo
S < Z?:l CiLi()
for ¢y € {|—s|,[—s]} do

L ¢+ (coy.-.,C3)
N +— N U{(c,cGct)}

: N A N U {((17 0, 07 O)a GOO)}

: Sort N by increasing second component
. Set the first row Uy of U as uq.

k2

: for ¢ from 2 up to 3 do

repeat
U < Uk
k—k+1
M « [Uy,...,U;_1,u] (row matrix)

Set the i-th row U; of U as u.

: repeat

U < Uk
k+—k+1
M [Ul,UQ,Uzg,U]

: until det M = £1

: Set the last row of U as u.

. For 2 < i < 4, negate U, if U;GU} < 0
T« T-U!

: )\1,/\2,/\3,)\4 — UlGUf, ceey U4GU£
: return ()\1,)\2,/\3,/\4,T).

until some ¢ x ¢ minor of M is non-zero.

. 8 < the 13 non-zero triples of {41, 0} whose first non-zero entry is positive

// Build a list of candidate short vectors.

// Two minimal choices for candidate norm.

// Greedily explore N until U leads to a basis.

/I U1, ..., U;—1,u independent

/I Canonical signs
/' U has small entries and det U = =1, inversion is ok.
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4.3.4. Quaternion ideals

This section introduces the supporting algorithms for handling quaternion ideals in SQIsioN. We are going to
use several specific representations for quaternion ideals and use tailored algorithms for each of them. First, we
introduce a data type which is going to be common to all the representations.

Definition 4.3.3. LatticeBasis consists of four QuatElem values defining a basis of a quaternion ideal in B, .

4.3.4.1. Inert ideals. Following [Ler26] and [LS26], we will make good use of the inert ideal representation,
which is compact, suitable for most Oy-ideals and comes with a canonical LatticeBasis representation which is
easily computable.

Definition 4.3.4. Inertldeal consists of a triple of integers I = (N, (x, y)) with the constraint that 0 < z,y < N,
and ldealNorm(I) = N.

Algorithm 4.66 InertldealBasis(Inertldeal): LatticeBasis

. . k—_1

Most importantly, we require a way to compute the inert ideal representation from a generator of the ideal I (an
element such that I = (7, N) for some v € B}, o and N € N). Below, we detail several algorithms for doing so
for various values of N. An intersection algorithm for inert ideals will also be extremely useful. More explanations
and analysis on these algorithms can be found in [L.S26].

Algorithm 4.67 InertGenToldealOdd

Input: N : Int, positive, odd, and coprime to p
~: QuatElem, with nrd(y) =0 mod N and vy € Oy

Output: L, if Og(y, N) is not inert of norm N

I: Inertldeal, with I = O (7, N) otherwise
a, b, c,d, e < CoordinatesB(ModOyq (v, N))
s+ (¢)?+ (d)? mod N
if GCD(s, N) # 1 then
Ny < N/GCD(s, N)
while GCD(s, N2) # 1 do
L Ny NQ/GCD(S, Ng) /I at the end of the loop N2 will be the greatest divisor of N coprime to s
7 Mul (N + j, )
a,b,c,d, e < CoordinatesB(7) // e must be 1 here
a,b,ce,d < a,b,c,d mod N
L s 4 d?
if GCD(s, N) # 1 then
12: | return L
13: ¢t < Modularlnverse(2s, N)
14: x < (ac+ bd)t mod N
15: y + ((bc — ad) — s)t mod N
16: return (N, (z,y))

R e R AN A S ol S

._
4

—
—_

4.3.4.2. Inert ideals reduction. Another useful algorithm will be reduction of inert ideals. The algorithm intro-
duced below for that task is inspired by [ESWvW26], and crucially considers Oy-ideals as Z[i]-ideals of dimension
2 through the isomorphism between B, o, and the two-dimensional Q[i] space generated by (1, j).

Let I be an inert ideal described by (N, (x,y)), and let X = 2z,Y = 2y + 1. From the description above,
one checks that I = Z[i]N + 3 Z[i](X + Yi + j). In coordinates 1, of B, » as a Q(i)-space, this means
(N,0), £(X 4 Y1,1) is a HNF-shaped Z[i]-basis of I which allows us to use LehmerGLZi.
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Algorithm 4.68 InertGenToldealPowTwo

Input: e: Int, positive
~: QuatElem, with nrd(y) =0 mod 2¢ and vy € Oy
Output: L, if Oy (v, 2¢) is not inert of norm 2¢
I: Inertldeal, with I = Oq (7, 2°) otherwise
: t,x,y,z < CoordinatesOy(ModQg(v, 2¢))
. if y, 2 mod 2 & {(0,1),(1,0)} then
if y,z mod 2 == (1,1) and z # ¢ mod 2 then
v+ Mul (%,7)
t,x,y, z + CoordinatesOg(ModOy(, 2¢))
else
_ return L
. 5+ 32 4+ 22 mod 2°¢
: s + Modularlnverse(s, 2¢)
10: X + t(ys + zy + yz) mod 2¢
11: Y + s(yx — 2t — 2?) mod 2°
12: return (2¢, (X,Y))

1
2
3
4
5:
6
7
8
9

Algorithm 4.69 InertIntersect

Input: I; = (N1, (z1,41)): Inertldeal
Iy = (No, (x2,y2)): Inertldeal
Output: I: Inertldeal, with I; N[> = I, if gcd(Nq, No) =1
1, otherwise
1. if GCD(Nl, Ng) 75 1 then
2. | return L
3 X CRT(JZl, Ny, x9, Ng)
4:Y CRT(yl,Nl,yQ,NQ)
5: return (N1 No, (X,Y))

Algorithm 4.70 InertGenToldeal

Input: N: Int, positive
~: QuatElem, with nrd(y) =0 mod N and v € Oy
Output: L, if Oy(vy, N) is not inert of norm N
I: Inertldeal, with I = Oy (7, N) otherwise

1: e + DyadicValuation(NV)

2: I} < InertGenToldealOdd(N/2¢,~)

3: Iy < InertGenToldealPowTwo(e, v)

4: if I; == 1 or I, == 1 then

5: | return L

6: return Inertintersect(11, I2)
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Algorithm 4.71 PrimeNormldeallnertSampling

Input: N: Int, positive odd prime

prng: PRNG

Output: 7: Inertldeal, a non-principal Op-ideal of norm N sampled with small bias

10:
11:

1
2
3
4:
5:
6
7
8
9

: while true do

x < SampleFromInterval(0, N — 1, prng)
if —42% — pis a square mod4 N then

t + —42? — pmod 4N

r < ModularSQRT (¢ mod N, N)

rgq < t mod 2

Y «+ CRT(ry,4,7,N)

b < SampleFromInterval(0, 1, prng)
Y + (=1)’Y mod 2N

ye (Y —1)/2

return (N, (z,y))

Algorithm 4.72 InertldealReduction

Input: [: Inertldeal, so a triple (N, (z,y)) as above

B Int, positive, a bound on max(bitlen(2N), bitlen(q))

Output: B’: LatticeBasis, a Minkowski-reduced basis of T

q < [v/p]
XY «2x,2y+1

0L LD

BANE -

p + | (max(By — bitlen(q),0) +1)/2| + 1
M + [p/(Zi_thresh — 1)] + 4
A, B,C,D <+ LehmerGLZi(2N, X +Y1i,0,q, M)

)

/I Bits to drop to reach the standard form

/I No need for denominators, scale by ~ /p to use the standard form

a,ceAJr%j,BJr%j
b,d, + ia,ic

B+ [a/2,b/2,¢/2,d/2]
return B’
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4.3.4.3. Multiplication of inert ideals. As shown in [LS26], the product of inert ideals of coprime degree always
has a basis with a very specific shape which can be computed efficiently.

Definition 4.3.5. Mulldeal consists of five integers I = (N, (X1, X2, Y1,Y2)) with IdealNorm(I) = N.

Algorithm 4.73 MulldealBasis(Mulldeal) : LatticeBasis

. Yi—-Ys, i+j Yi+Y; . 1+k
(N, (X1, X2,Y1,Y2)) — <N7N1,X1 + Xy + 5 i+ 2']7* - 5 2+ (X2 X1)1+2>
Algorithm 4.74 IdealMultiplication
Input: Iy = (Ny, (z1,y1)): Inertldeal,
IQ = (NQ, (Qj‘g,yg))l Inertldeal,
Output: L, if N1, Ny are not coprime
K : Mulldeal, with K = I; - I, otherwise

s d,ur,ug — XGCD(Nl,NQ) /I ur N1 +us Ny = d

: if d # 1 then

: | return L

X1 «— NQ(—UQ$1 mod (Nl))

X2 — Nl(U1£E2 mod (NQ))

Y] NQ(—U2(2y1 + ].) mod (2N1))
0 Yo = Ni(u1(2y2 + 1) mod (2Ns))

: return ]\71]\727 (le )(27 Yi, Yé)

Algorithm 4.75 MulldealDualReduction

Input: 7: Mulldeal
Output: A1, Ao, A3, A\4: Int, positive, the squared successive minima of the dual lattice IV of I, scaled by N 2p.
T € Z*** such that T—1 (BY) is a Minkowski-reduced basis of IV, where B" is the reversed dual basis
of B.
1N, (X1, X, Y1,Y5) « 1
2: A,B,C,E — 2(X1 +X2),Y1 -Y5+1,1-Y1; —}/272(X2 —X1>
3: A1, A2, Az, Ag, T < DuallatReductiondDZ(N, A, B, C, E, BitLenCommitSkChall) // 3, is the bound of Sec-
tion 4.3.3
4: return (A1, A2, A3, A\q, T')

4.3.4.4. Generic Op-ideals. Not all Oy-ideals that we encounter in SQIsiGN are going to be inert. Thus, we
introduce a new type to handle generic Ogy-ideals. The approach taken below is again inspired by [L.S26].

Definition 4.3.6. GenericOgldeal consists of a pair («, I) where o € Z[i] and I € Inertldeal. If J = (a, I), then
the ideal J corresponds to [ - a.
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Algorithm 4.76 GenToldealOdd

Input: N: Int, positive, odd, and coprime to p
~: QuatElem, with nrd(y) =0 mod N and v € Oy
Output I: GenericOgldeal, the ideal equal to Og{~y, N)
a,b, c,d, e < CoordinatesB(ModOyq (7, N))
u + iv < GaussGCD(a + ib, ¢ — id)
u + iv ¢ GaussGCD(u + iv, N)
if v + iv == + then
Cutive1
Ny — u? +v?
N1 — N/N2
~v < ModOgq <|\/Iu| (’y, “&;”) ,Nl)
(N1, (z,y)) + InertGenToldealOdd(Ny, v)
return u + iv, (N1, (z,y))

R AN U e

_.
e

Algorithm 4.77 Intersect

Input: I, = (u+ iv), (N1, (x1,91)): GenericOgldeal
IQ = (NQ, (xg, yg))l Inertldeal
Output: 1, if Ni(u? + v?) and N, are not coprime,
I: Inertldeal, with (I; - (u +iv)) N Iz = I - (u + iv) otherwise
I Xo 4+ 1Y «+ Mul(u — v, u — iv)
2: X5 +1iY5 < ModQOg (MU'(QQ?Q + 1(2y2 + 1),X2 + ZYQ) NQ)

I Xo +1Ye = (222 4+ i(2y2 + 1)) (u — iv)?

t + Modularlnverse(u? + v2, N»)

X5 + Xot mod Ny

Y5 < Yot mod N,

J2 — (N27 (X275/2))
return Inertintersect(I, Js)

D T AN

mod N2Og

Xo + X3/2 /I X is an integer
Yo+ (Yo — u? — ’Uz)/Q /l'Y> is an integer

4.3.4.5. Equivalent ideals. We first specify an algorithm SampleRandomFromBasis to sample an element from
an ideal given a basis of this ideal. This function is used as a subroutine to find equivalent ideals with specific

properties.

Algorithm 4.78 SampleRandomFromBasis

Input: [ = (a1, a9, a3, y): LatticeBasis,
b: Int, positive
prng: PRNG

Output: 3: QuatElem, g €1

1: ¢ < SampleFromInterval(—b, b, prng)
2: ¢o < SampleFromlinterval(—b, b, prng)
3: ¢3 < SampleFromlinterval(—b, b, prng)
4: ¢4 < SampleFromlnterval(—b, b, prng)
5: 6 — Z;l=1 C; 0

6: return (3

The algorithms EquivalentCoprimeldeal and SmallestEquivalentldeal below use the global parameter EIBox
defined in Table 9. The algorithm EquivalentCoprimeldeal additionally uses EIBoundlteration, defined in the same

table. Moreover, we introduce the convention:

GCD(0,N) =1 < IsPrime(N) = true.
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Algorithm 4.79 EquivalentCoprimeldeal

Input: I: Inertldeal,

M: Int, M € 2N,
B, : Int, positive, a bound
prng: PRNG

Output: J: Inertldeal, J ~ I of norm coprime to M if M # 0 and prime norm otherwise
B: QuatElem, 8 € I such that J = x;(5)
I: ay,as,as, ay < InertldealRed uCtiOn(I, B)\) /I ' The output basis needs to satisfy some specific conditions, the con-
crete conditions are detailed in the output of LehmerGLZi.
counter + 0
while counter < ElBoundlteration do
counter < counter + 1
B < SampleRandomFromBasis((a1, as, as, ag), EIBox, prng)
B < MakePrimitive(53)
N’ < Norm(3)/ldealNorm([I)
if GCD(N', M) == 1 then
J « InertGenToldeal (3, N)
if J # 1 then
B | return J, 3
. raise Exception (“EquivalentCoprimeldeal failed: no norm satisfying the constraints was found”) // see Sec-
tion 9.3

R A O S

_
e
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Algorithm 4.80 SmallestEquivalentldeal

Input: [: Inertldeal,
prngg.s: PRNG
Output: J: Inertldeal, J is the ideal of smallest norm in the equivalence class of 1
a1 : QuatElem, ay € I such that J = x(aq)

aq, g, s, ay < InertldealReduction ()
N <« IdealNorm(I)
N’ + Norm(ay)/N
while true do
B < SampleRandomFromBasis((a, g, as, ag), EIBox, prngges)
M < Norm(8)/N
if GCD(N', M) == 1 then

B < MakePrimitive(3)

3 = ModOg (+Mul(8,a1), N')

J <« InertGenToldeal(3, N')

return J, oy

R AN A R i e
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4.3.4.6. Sampling algorithms. Finally, we conclude this section with a few functions to sample random ideals,
or random elements in ideals.

The algorithm UniformOgClassSampling implicitly uses a parameter D, described more precisely in Sec-
tion 4.7.

Algorithm 4.81 UniformQO(ClassSampling

Input: M : Int
prng: PRNG
Output: 7: Inertldeal, where the class of I is sampled with small bias among the Og-ideal classes different from
the class of Oy, and IdealNorm(T) is coprime to M if M # 0 and prime otherwise
1: I + PrimeNormldeallnertSampling(Dyix, prng)
2: I, i+ EquivalentCoprimeldeal(I, M, BitLenDegMix, prng)
3: return /
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The algorithm RandomldealGivenNorm implicitly uses a parameter RICofactor described more precisely in
Section 4.7.

Algorithm 4.82 RandomldealGivenNorm

Input: N: Int, positive, odd, and coprime to p
«: QuatElem, with v € Oy and Norm(«) coprime to N
prng: PRNG
Output: : GenericOgldeal, an Op-ideal of norm N sampled with small bias
: 7y + Representinteger(RICofactor - N, prng)
repeat
x < SampleFromlnterval(1, NV, prng)
y < SampleFromlnterval(1, N, prng)
z + SampleFromlnterval(1, N, prng)
w < SampleFrominterval(1, N, prng)
B+ x+yi+ zj+wk
M + nrd(8) mod N
until GCD(M, N) == 1
~" <= ModOq (Mul (v, 5) , N)
v < ModOg (Mul (v, @), N)
(0,I) + GenToldealOdd(N,~")
: return (0,7)

R A A ol > s

—_ = e =
w2

The algorithm RandomBoundedElement implicitly uses the security parameter A\ to bound the number of
iterations in the sampling loop. According to Section 9.5, we should always be able to find an element of odd norm
in the ideal, so the exception from Line 14 should be raised only with negligible probability.

Algorithm 4.83 RandomBoundedElement

Input: 7: Mulldeal,
B Int, positive, a bound.
prng: PRNG
Output: M : Int, odd and smaller than B
a: QuatElem, an element in I sampled with small bias, of norm IdealNorm(I) M
1: bl, bg, b37 by + MulldeaIBasis(I)
2: A1, A2, Az, Ag, T < MulldealDualReduction(I) // The output matrix 7 needs to satisfy some specific conditions, the
concrete conditions are detailed in the output of MinkowskiReduce.

3: N <« IdealNorm(I)

4: for i from 1 up to BoundlterationRBE do

5: for i from 1 up to 4 do

6: L By { B)\i/(Np)J I B; = /BNX,(IV)

7: x; < SampleFromlnterval(—p;, 8;, prng)

8y T(x1,x2,23,14)" 1y = (Y1, y2, Y5, y4)"

9: Y (yfl7 yé, yé, yll) /I Account the reverse dual basis

10: o < y1by + y2bo + y3bsz, +ysby

11: M + Norm(a)/N // Equivalently M = yGy*, for G the Gram matrix of (b1, ..., by) for nrd, divided by N

12: if M < B and M mod 2 == 1 then

13 | return M, o

14: raise Exception (“RandomBoundedElement failed: no odd norm element found of norm < B”) // See Sec-
tion 9.5

4.4. Elliptic curves

In this section, we describe supporting algorithms required in SQIsiGN, related to the group law, torsion basis
computations, pairings, elliptic-curve discrete logarithms, and one-dimensional isogenies.
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4.4.1. x-only arithmetic

Given P = (Xp : Zp),Q = (Xq,Zg)and D = (Xp : Zp)withD = P—Q # (1:0), (0 : 1), we can compute
P+Q:S:(X3:ZS)EIS

Xs = Zp-((Xp—2p)(Xq+ Zq) + (Xp + Zp)(Xq — Zg))*, ©
Zs = Xp-((Xp—Zp)(Xq+ Zq) — (Xp + Zp)(Xq — Zq))*.

To double P, e.g., when P = () and therefore D = P — () = (1 : 0), we have
Xpp = (Xp+Zp)*(Xp—Zp)?, o
Zgp = (4XpZp) ((Xp—Zp)* + ((A+2)/4(4XpZp))) .

When representing A as a projective coordinate (A : C), we define (Aay : Cay) by Aoy = A+ 2C and Coy = 4C,
which represents the value (A + 2)/4 used in pseudo-doubling. The function CurveToMontgomeryA computes
the A coefficient of a Montgomery curve.

CurveToMontgomeryA(A : C) —

Ql

We define three algorithms for the arithmetic on Montgomery curves:

o xDBL takes as input an ECPoint (Xp : Zp) representing P and a ECCurve (Aay : Cay) representing
E 4, and outputs a ECPoint (X[9p : Z[2)p) representing [2] P.

+ xADD takes as input three ECPoint values (Xp, Zp), (Xq, Zg), and (Xp_q, Zp_q) representing P,
Q. and P — (), and outputs the ECPoint (Xpyg, Zp4) representing P + Q).

« xDBLADD efficiently combines xDBL and xADD, taking as input three ECPoint values (Xp, Zp),
(Xq,Zq), and (Xp_q, Zp_q) representing P, @, and P — @, and an ECCurve (A4 : Cay) repre-
senting £4, and outputs the ECPoint values (Xp g, Zp1q) and (X9)p, Z2) p) representing the points
P + @ and [2] P, respectively.

Algorithm 4.84 XDBL(P, (A24 : 024)) Cost: 2S + 4M + 4a

Input: P = (Xp : Zp): ECPoint
(Agq : Coy): ECCurve
Output: [2]P = (Xap : Zop): ECPoint

1 tg+— Xp+Zp 5: tg 1o — 11 9: tg 1o+ 11
2: Tg t% 6: t1 < t1-Coy 10: Zop + tg - to
3t Xp—2p 7: Xop + tg- 11 11: return (X2P:Z2P)
4: 1 t% 8: tg < tg - Aoy
Algorithm 4.85 xADD (P, Q, P — Q) Cost: 2S + 4M + 6a

Input: P = (Xp : Zp): ECPoint,

Q= (XQ : ZQ)Z ECPoint,

P—-Q= (XP_Q : ZP_Q): ECPoint
Output: P+ Q = (XP+Q : ZP+Q): ECPoint

1 tg+— Xp+Zp 6: L1 1112 11: Xpyrg <+ Zp_q-t2
2t Xp—2p 7: to 1o+t 12: Zpig < Xp_qg-t3

3: 1o <—XQ +ZQ 8: tg ¢ tg—1t1 13: return (XP+Q : Zp_;,.Q)
4 t3+ Xg—Zg 9: ty + t3

5: tg < to - t3 10: t3<—t§
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Algorithm 4.86 xDBLADD(P, Q, P — Q, (A24 : Cas)) Cost: 4S + 8M + 8a

Input: P = (Xp : Zp): ECPoint,
Q= (XQ : ZQ): ECPoint,
P— Q = (XP,Q : Zp,Q): ECPoint,
(A24 : 024)2 ECCurve
Olltpllt: [Q}P = (Xgp : ng): ECPoint,
P+Q= (XP+Q : ZP+Q): ECPoint

1: to+— Xp+ Zp 8: t1 < t1-Xpig 15: Xpyg < to+ 11

2:t1 < Xp—2p 9: to < Xop — Zop 16: Zop < Zop - 1o

3: X2p<—t(2) 10: Zop < Zop - Coy 17: Zp_,_Q(—ZI%_,’_Q

4 ty — Xg — Zg 11: Xop < Xop - Zop 18: Xpig < X%+Q

50 Xpyg < Xo+ Zqg 122 Xpiq < Asa- 12 19: Zpig < Zp+q - Xp—0
6: to < to 12 13: Zpig < to—t 20: Xpig + Xpig - Zp—q
7. Zop < 13 14: Zop < Zop + Xpyq 21: return ([2]P, P + Q)

4.4.1.1. Montgomery ladder. Using the basic operations xDBL, xADD, xDBLADD, we can describe the follow-
ing x-only variants of scalar multiplications:

o Ladder takes as input the point P: ECPoint, the curve (Aay : Cay): ECCurve, and a positive scalar m,
and outputs the point [m]P: ECPoint.

o Ladder3pt takes as input points P, @), P — Q: ECPoint, the curve (Aa4 : C24): ECCurve, and a positive
scalar m, and outputs the point P + [m]Q: ECPoint.

o LadderBiscalar takes as input points P, @, P — @Q: ECPoint, the curve (Asy : Ca4): ECCurve, and
positive scalars m and n, and outputs the point [m]P + [n]Q: ECPoint. It implements BiscalarMul.

o GluingLadder takes as input points P, Q, P—@Q: ECPoint, the normalized curve (A24/Coy : 1): ECCurve,
and a positive integer e < f, and outputs the points [2¢ — 1] P, [2°] P: ECPoint. This ladder is a specific
variant used in the HD module.

Algorithm 4.87 Ladder(P, E, m)

Input: P = (Xp : Zp): ECPoint,
E= (A24 : 024)2 ECCUI’VG,
a positive scalar m with binary representation m = (mg_1,...,mMg)2
Qutput: [m]P = (X[m]p : Z[m]p): ECPoint
(X0 :20),(X1:21)«((1:0),(Xp: Zp))
: for i from k£ — 1 down to 0 do
if m; == 1 then
‘ ((Xl : Zl)» (X() : Zo>) — XDBLADD((Xl : Zl); (XO : ZQ)7 (Xp : Zp), (A24 : 024))
else
L ((XO . Zo), (Xl . Zl)) — XDBLADD((XQ : Zo), (Xl : Zl)7 (XP : Zp), (A24 : 024))
: (X[m]P : Z[m]P) — (XO : ZO)
return (X[m]P : Z[m]P)

A R ol e
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Algorithm 4.88 Ladder3pt(P,Q, P — Q, E, m)

Input: P = (Xp : Zp): ECPoint,
Q= (XQ : ZQ): ECPoint,
P - Q = (XP,Q : ZP,Q): ECPoint,
E= (A24 : 024)2 ECCurve,
a positive scalar m with binary representation m = (mg_1,...,mMg)2
Olltpllt: P+ [m]Q = (XP+[m]Q : ZP+[m]Q): ECPoint
(X0t 20), (X1 : Z1), (X2 Z2)) « (Xp : Zp), (Xq : Zq), (Xp—q : ZP-q))
: for i fromOup tok — 1 do
if m; == 1 then
‘ ((X1 : Zl)7 (XO : Zo)) — XDBLADD((Xl : Zl), (XQ : Zo), (X2 : ZQ), <A24 : 024))
else
L ((X1 : Zl), (X2 : ZQ)) «— XDBLADD((X1 : Zl), (X2 : ZQ), (XO : Zo), (A24 : 024))
C (Xpimiq ¢ Zryimi) < (Xo: Zo)
return (XP+[m]Q : ZP+[m]Q)

A A o
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Algorithm 4.89 LadderBiscalar(P,Q, P — Q, E, m,n)

Input: P = (Xp : Zp): ECPoint,

Q= (XQ : ZQ): ECPoint,

P— Q = (XP,Q : ZP,Q): ECPoint,
E = (A24 : 024)2 ECCUI’VG,

a positive scalar m with binary representation m = (mg_1, . ..
a positive scalar n with binary representation n = (ng_1, .

7m0)2,
.. ,no)g

Output: [m]P + [n|Q = (X[7,L]p+[n]Q : Z[m]p_;,_[n]Q): ECPoint

R A A R ol e

—_—
_= o

12:

Recoding stage:

if m is even and n is odd then
‘ (00701) — (170)

else

L (0’0,0’1) — (0, 1)

m «—m,n < n

if m is even then

L m«m -1

if n is even then

| nen -1

2 by (O,m%fl,...,m’o)
by (0,n},_4,...,n)
R (bo,bl)

for i from Oup to £k — 1 do
72 = boy,i @ bogit1
7241 ¢ boy s © boy 41
if T2i+1 == 1 then
t < o0g
L 09 < 01

o1 <t

21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:
49:
50:

51

52:

Evaluation stage:
Ro — (1 : 0)
(To, T1) « (P, Q)
Ry + TUO
Ry < T5041 (mod 2)
D1 — R1
D2 < R2
Ry + XADD(.Rl7 RQ, P - Q)
Fy < Ro
Fy + P — Q
for i from k& — 1 down to O do
h <= 1T + 2541
Ty < Bh (mod 2)
(TO;Tl) — (TO; RQ)
TO “— XDBL(TLh/2J7 (A24 : 024))
T «+ RT2i+1
T RT21+1+1
if T2i+1 == 1 then
TMP + D,
L Dy < Do
Dy + TMP
T, XADD(Tl, TQ, Dl)
T2 — XADD(R(), Rg, Fl)
if ~ (mod 2) == 1 then
TMP + F
L Fi «— Iy
Fy « TMP
Ry < Tp
R1 — T1
L Ry 1T
f (X P4)Q * Ziml P11nlQ) 4
R(m (mod 2))+(n (mod 2))
return (Xiy|p-njQ * Zjm)P+n)Q)
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Algorithm 4.90 GluinglLadder(P,Q, P — Q, E,e)

Input: P = (Xp : Zp): ECPoint,
Q= (XQ : ZQ): ECPoint,
P - Q = (XP,Q : ZP,Q): ECPoint,
E = (Ag4/Cs4 : 1): ECCurve, normalized,
a positive integer e < f
Output: [2° — 1]P: ECPoint,
[2¢]P: ECPoint
1: (R(),Rl) — ((XQ : ZQ), (Xp : Zp))
2: for ¢ from 1 up to e do
33 (Ry,Ro) < xDBLADD(Ry, Ry, P — Q, E)
4: return (Ry, Ry)

4.4.1.2. Point difference. To deterministically compute either one of P + @ or P — @) given only P and @, we
use [RS17, Prop. 3] to compute the set {x P—Q,T p+Q}. These values can be described in terms of the classical
biquadratics:

Bxz ++/B%, — BzzBxx

8
B,y ®)

TptQ =
where
Bxx = (zpzg — 1),
Bxz = (zprg + 1)(zp + 2g) + 2Axpzg,
Bzz = (xp — zg)%

These values are computed using Biquadratics.

Algorithm 4.91 Biquadratics(E, Py, P»)

Input: A curve E = (A : C): ECCurve,
Py = (Xp, : Zp,): ECPoint,
P, = ()(p2 : sz)l ECPoint
Output: Bxx, Bxyz, Bzz: Fp2Elem, as defined in Equation (8)
: BXX «~— C- (XplXp2 — Zplzp2)2
: Bxz + C- (XP1XP2 + Zplzpz)(Xplzp2 + Zplsz) + QAXPIXP2ZP12P2
: Bzz + C- (XP1ZP2 - ZPIXP2)2
returnBXX,BXZ,BZZ

AW N =

For SQIsiGN, it is important to always obtain the same deterministic result, which requires a deterministic
choice of square root and solution to Eq. (8), independent of projective representation of P and (). We describe
the algorithm to achieve this in ProjectiveDifference.

Algorithm 4.92 ProjectiveDifference(P, Q, E)

Input: P = (Xp : Zp): ECPoint,
Q= (XQ : ZQ)t ECPoint,
E = (A:C): ECCurve
Output: A deterministic (Xpg : Zpg): ECPoint, either zp_g or xp1g
: Bxx +C- (XPXQ — ZPZQ)2
: Bxz «+ C- (XPXQ + ZPZQ)(XPZQ + ZPXQ) + QAXPXQZPZQ
: BZZ «~—C- (XPZQ — Z]:-AXQ)2
'y<—C- (E-XPZQ —ZPXQ)2
Bxx < v Bxx, Bxz < v Bxz, Bzz < v Bzz,
D0 — Fp2SQRT(B§(Z — BX)(Bzz)
: XPQ (*szf(s, ZPQ < Bz
: return (XPQ : ZPQ)
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Beyond ProjectiveDifference, which only recovers a deterministic choice out of {zp_g, zp+¢ }, we require a
function that returns the specific difference = p, _ p, for a given pair of points. We compute it in SharedDifference
from the two points P, P, together with their translates P; + ) and P> + @ by a common auxiliary point Q). Given
such inputs, we do not require an additional square root: the value xp, _ p, is a root for the quadratics from Eq. (8)
associated to (Py, P,) as well as (P; + @, P> + @), and so we may simply compute this single shared root. The
other root of each quadratic is xp, + p, and x p, _ p, 120 respectively, which differ. Writing (Bx x, Bxz, Bzz) and
(B x, B 4, B’ ) for the biquadratic coefficients of these two pairs, the common root is

2(BY ;Bxx — Bxz B x)
BY;Bxx — BzzByyx

Tp—pP, =

Algorithm 4.93 SharedDifference(E, Py, Py, P; + Q, P> + Q)

Input: A curve E = (A : C): ECCurve,

P = ()(p1 : Zpl)i ECPoint,

Py = (Xp, : Zp,): ECPoint,

P+Q= (XP1+Q : ZP1+Q): ECPoint,

P+Q= (Xp2+Q : Zp2+Q): ECPoint
Output: (Xp,_p, : Zp,_p,): ECPoint, the z-coordinate of P; — P
. Bxx,Bxz,Bzz + Biquadratics(E, Py, P»)
B, B ,, B, < Biquadratics(E, P, + Q, P> + Q)
Xp—p, < 2(Bk 7 - Bxx — Bxz - Byx)
Zp,—p, < By, - Bxx —Bzz - By x
return ()(pl_p2 : ZPl—Pz)

BANE -

4.4.2. Torsion bases

SQIsioN represents a torsion basis (R, S) for E4 /¢[N| = Zy x Zy, for N coprime to p, using z-only coordinates.
This requires three ECPoint values, namely z g, xg, and the z-coordinate of their difference, xz_g. This defines
the basis (R, S) up to a sign, e.g., (—R, —5) has the same representation.

Definition 4.4.1. The type ECBasis, represents a torsion basis (R, S) for £4,¢[2°] by the triple of points
e R= (XR : ZR)S ECPoint,
e S=(Xg:Zs): ECPoint, and
e RS=(Xg_5:Zg-g): ECPoint.

SQIsiGN requires torsion bases for 2¢ with e < f. Such torsion bases need to be constructed deterministically,
as they encode the kernels of crucial isogenies, such as (. We describe the deterministic generation of a basis
(R, S) for E[2¢] for any curve other than Ej in TorsionBasisToHint, using a modified version of [ZSP+18, Alg.
3.1]. This algorithm requires a normalized ECCurve (A : 1) and computes the quadratic residuosity of A to ensure
that g < —A/(1 + i - h) is a non-square in [F,2, for a square h. Then, if g € E(F,2), this ensures that
xg = —xp — Ais also a non-square, and that together (R, S) is a basis of F[2¢], when multiplied by the cofactor
(p+1)/2°. We adjust this algorithm by using that h € I}, is always a square in 2, hence when A is non-square,
any Fp,-multiple h - A is of the right form for z 5.

Sampling such a torsion basis for E[2¢] can be sped up for the verifier: the algorithm requires knowledge of
the quadratic residuosity of A and the correct index used to find = z. Both of these can be provided in the signature
as hints: the signer uses TorsionBasisToHint, which generates not only a basis, but also the corresponding hints,
and includes the hints in the signature. The verifier uses TorsionBasisFromHint, which takes the hints as input and
returns the basis (¢g, Ts, Trs).

It can happen that TorsionBasisFromHint needs a basis of order 2¢» with e, < e. If (xg,xg5,TRs) is the
basis of E[2¢] returned by TorsionBasisToHint(A4, e, 0), then TorsionBasisFromHint(A, e;,) makes a deterministic
choice of [2°7°*]( R+ .5) by calling ProjectiveDifference with input [2¢~¢*| R, [2° "] S and E. This choice might
not equal [2¢~°»]RS. To account for this, TorsionBasisToHint takes an extra parameter ej,, which, when nonzero,
is used to adapt the returned basis of order 2¢ from TorsionBasisToHint(A, e, e;,) to be compatible with a call of
TorsionBasisFromHint(A, ey,);
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Algorithm 4.94 TorsionBasisToHint(A, e, ey)

Input: (A :1): ECCurve (normalized),
two integers e, < e < f.
Output: (R, S, RS): ECBasis,,

:\ R+ (-A:1+1i-h)
. else
:L R(—(h-A:l)

hint: Hint._,
1. if A is a square then 17: S« (—(Xr+ AZR) : Zr)
2 hy <1 18: R« Ladder(R, (A +2:4),2)
3 h+0 19: S < Ladder(S, (A +2:4),21)
4 repeat 20: RS < ProjectiveDifference(R, S, (A : 1))
5: repeat 21: if e, > 0 then
6 . h+h+1 22 RSy < xADD(R, S, RS)
7 until (1 + h?) is not a square in F,, 23: T) < Ladder(RS, ((A+2)/4,1),2¢7¢")
8 R (-A:1+4i-h) 24: Ty < Ladder(RSy, ((A+2)/4,1),2¢7¢n)
9: until R € EA(F;DQ) 25: 7 + ()(T1 ZT2 - ZT1 XTg) : ZT1 ZT2 . ZT17T1 .
10: else Zr, Z1,
1: | ha <0 2. if Fp2SQRT(Z2) = Z then RS + RS,
122 h+<0 27: if h > 128 then
13 repeat 2% | hint« 0
14: h<+ h + 1, 20: else
15: R+ (h-A:1) 30: | hint < 2h + hy
16: until R € EA(]sz) 31 5’7 RS « RS,S
32: return (R, S, RS) and hint
Algorithm 4.95 TorsionBasisFromHint(E, e, hint)
Input: £ = (A:1): ECCurve (normalized),
an integer e < f,
hint: Hint,
Output: (R, S, RS): ECBasis,
1: if hint == 0 then 10: S+ (—(Xp+ AZg) : Zg)
2: L B, hint «+ TorsionBasisToHint(A, e, 0) 11: R« Ladder(R, (A+2:4),5)
3: | returnB 12: S < Ladder(S, (A +2:4), &)
4: ha < hint mod 2 13: RS < ProjectiveDifference(R, S, (A : 1))
5: h < hint =2 14: SRS < RS, S
6: if hy == 1 then 15: return (R, S, RS)
7
8
9

One can show that for a basis (R, S) constructed using TorsionBasisToHint, we have that [2°7'](R + S) =
(0,0), which is a property we assume in later algorithms when computing isogenies. To explicitly have a basis
point with this property, we therefore use (R, R+ S) as our basis, which we obtain from permuting (2 g, zs, Trs)

to (R, Trs, Ts).

Note that the computation of xpg given x and xg must be done deterministically, and any implementation
must make the same deterministic choice as the reference implementation, which uses ProjectiveDifference. Fur-
thermore, a basis returned using TorsionBasisFromHint is guaranteed to have two values zr and xg on the same
twist, even when these values are not verified as points on E. This causes no problems, as long as the order of these
points is verified whenever they are used, which implicitly ensures they lie on E. The reference implementation

does this in TwolsogenyChain and Section 4.5.

4.4.3. One-dimensional isogenies

SQIsiGN only requires one-dimensional isogenies of degree 2¢, which we compute through chains of 4-isogenies.

We use the kernel representation to represent such isogenies.
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Definition 4.4.2. The type EClsog represents an isogeny of degree 2¢ by

o its domain curve (A : C'): ECCurve,
« akernel generator K : ECPoint, and
 an even integer e, double the length of the chain of isogenies of degree 4.

Anisogeny o of degree 2€ is computed as a chain of isogenies of degree 4, which relies on FourlsogenyCodomain.
We also require evaluation of points P — ¢(P), which relies on FourlsogenyEval. Algorithmically, we get the
following.

o FourlsogenyCodomain takes as input a kernel generator P: ECPoint of order 4 with [2]P # (0 : 1), and
outputs the codomain (A%, : C%,): ECCurve of the 4-isogeny ¢: E — E/(P), and constants consts
needed for FourlsogenyEval.

« FourlsogenyEval takes as input a point () : ECPoint, and the constants consts returned by FourlsogenyCodomain,

and outputs the image point ¢(Q): ECPoint.

« TwolsogenyChain takes as input a kernel generator P: ECPoint of order 2672, the curve (Aj, : C5,): ECCurve,

the positive even integer e, and a list of points pts = [@Q: ECPoint] to be evaluated, and outputs the
codomain curve (A%,: C%,): ECCurve of the 2¢-isogeny ¢: E — FE/([4]P) together with the list of
evaluated points pts’ = [p(Q): Q € pts].

When computing 2¢-isogenies from a given point P € E of order 2°*2, we must verify the correctness
of the order of P within the computation of the chain of isogenies. We do so by verifying we have a point of
order 4 in the first isogeny step of the computation of this chain. Furthermore, for honestly generated inputs, our
implementation choices guarantee that [2]P = (0 : 1) does not occur for P an input to FourlsogenyCodomain.
Therefore, TwolsogenyChain raises an error on such inputs and verification rejects signatures that lead to these
cases.

To ensure a canonical choice between the six possible Montgomery coeflicients for an elliptic curve, we choose
the largest A out of these six. This algorithm, denoted NormalizeMontgomery, takes a 4-torsion point @ = (X :
Z): ECPoint, on a Montgomery curve E, computes the six possible Montgomery coefficients Ao, ..., A5, and
returns (max A; : 1): ECCurve.

Algorithm 4.96 NormalizeMontgomery

Input: P = (Xp: Zp): ECPoint of order 4 on a Montgomery curve, with P # (£1: 1)
Output: (Ap.x : 1): ECCurve, a normalized canonical Montgomery coefficient of the curve.
ca,b— Xp+Zp,Xp—Zp /la,b+#0
a <+ ia
b <+ ib
ai < a+b
b1 —a-—>
as <—a+b /las = a+ib
by <—a—V /I'bs = a —1ib
(Ao, Cp) + ComputeMontCoeff(a, b)
(A1, C1) + ComputeMontCoeff(ay, by)
(Az, C3) < ComputeMontCoeff(ag, b2)
Co, Cy, Cy < Fp2Batchlnverse([Co, C1, Cs))
for ¢ from O up to 2 do
: L A, +— A;-C;
Aiyz  —4;
15: Apax — Ao
16: for ¢ from 1 up to 5 do
17: L if Fp2Compare (Amax,A4;) then
L Amax — Az
19: return (Apax 1)

R A A ol S

_ = e =
w2 e
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Algorithm 4.97 FourlsogenyCodomain(P)

Input: P = (Xp: Zp): ECPoint of order 4 such that [2]P # (0 : 1)
Output: (A%, : C%,): ECCurve,
and constants consts

1: Co<—2123 5: tg <—co + to 9: co < Co + Co

2+ Xp—2p 6: ty < co — to 10: ¢cg ¢ ¢co + ¢o

3o Xp+2Zp 7. ALy 514 11: consts < (co,c1,C2)

4 tg+— X3 8: Chy + c? 12: return (A%,: C),), consts

Algorithm 4.98 FourlsogenyEval(Q, consts)

Input: Q = (Xqg: Zg): ECPoint,
and constants consts returned by FourlsogenyCodomain
Output: Q/ = (XQ/: ZQ/): ECPoint

1: ¢p,C1,Co < consts 7: tg < to - co 13: tg <ty — Zgy

2: b X+ Zg 8: t1 « Xg + Zg 14: Xgr +— Xgr - 11

3: 11 XQ — ZQ 9: ZQ/ — XQ/ — ZQ/ 15: ZQ/ — ZQ/ - to

4: XQ/ —tp-c1 10: 11 t% 16: return (XQ/: ZQ/)
5: Zgr <t - c2 1 Zor < Z3,

6: tg < to-t1 12: XQI —to+t1
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Algorithm 4.99 TwolsogenyChain(P, E, e, pts)

Input: P = (Xp: Zp): ECPoint of order 2¢*2,
E= (A24 : 024)2 ECCUI’VG,
a positive even integer e < f,
and a list of points pts = [@Q: ECPoint]
Output: (A%, : C%,): ECCurve,
and a list of evaluated points pts’ = [¢(Q): @ € pts]

1: (A/24 : 054) — (A24 : 024)

2: Initialize a list strat_pts < [P]

3: Initialize a list orders + [e + 2]

4 k<« 0

5: for j from O up to |e/2| — 1 do // Chain of 4-isogenies
6: while orders[k] # 2 do

7: k+—k+1

8: n < |orders[k — 1]/4] - 2 + (orders[k — 1] (mod 2))
9: orders|k] < orders[k — 1] — n

10: strat_pts[k] + strat_pts[k — 1]

11: for : from Oup ton — 1 do

12: . strat_pts[k] < xDBL(strat_pts[k], (A5, : C5,))

13: K <+ strat_pts.pop()

14: «+ orders.pop( )

15: if j == 0 then // Tnput point validation
16: if 2] K == 0g or [4]K # O then

17:  raise: (“TwolsogenyChain failed: wrong point order”)

18: if 2] K == (0: 1) then

19:  raise: (“TwolsogenyChain failed: unexpected singular 4-isogeny”)

20: ((A%y: C4,), consts) < FourlsogenyCodomain(K)

21: strat_pts <« [FourlsogenyEval(Q, consts) | Q € strat_pts]

22: orders < [m — 2 | m € orders]

23: k+—k-1

24:  pts < [FourlsogenyEval(Q, consts) | Q € pts]
25: () + strat_pts.pop()

26: (Ah,: Ch,) < NormalizeMontgomery(Q)

27: return (AL, : Ch,),pts

4.4.4. Pairings

The reduced Tate-Lichtenbaum pairing of level n, hereafter referred to as the Tate pairing, is a bilinear pairing
tn: E(Fq)[n] x E(Fq)/nE(Fq) — fin.

We only use Tate pairings of degree n = 2¢ with e < f. As 27 | p + 1, such pairings are non-degenerate. We first
describe how we compute the pairing f2 using z-only coordinates, before we specify how we use such pairings
th .

4.4.4.1. Pairing computation. We compute Tate pairings of degree 2¢ for e < f in the algorithm Tate, which
relies on cubical arithmetic [PRR+25; Rob24]. For points represented as the type ECPoint, this requires cubical
addition CubicalDiffAdd and cubical doubling CubicalDbl very similar to xADD and xDBL, resulting in a cubical
ladder CubicalLadder very similar to Ladder. However, because we use z-only arithmetic and compute pairings of
even degree, we additionally require CubicalTranslate.
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Algorithm 4.100 CubicalDiffAdd(P, @, inv(zp_g))
Input: P = (Xp: Zp): ECPoint,

Q= (XQ : ZQ): ECPoint,

and the inverse inv(zp_g): Fp2Elem of zp_¢
Output: (XP+Q : ZP+Q)I ECPoint

. a+— Xp+Zp 5: Xp+Q<—(a-d+b~c)2
2b+ Xp—2Z2p 6: Zp+Q<*(CL‘d*b~C)2
3c+ Xo+ Zg 7. Xpig < Xpig - inv(acp,Q)
4 d<+— Xg—Zg 8: return (Xpi g : Zpiq)
Algorithm 4.101 CubicalDbl(E, P)
Input: E = (Aag: Coyq): ECCurve,
P = (Xp : Zp): ECPoint
Output: [2]P = (X2 : Z2)Z ECPoint
1:a<—(Xp+Zp)2 4: Xo<+a-b
2: b(—(Xp—Zp)2 5: ZQ(—C'(b+A24/OQ4~C)
3 ca—b 6: return (Xo : Z)

Algorithm 4.102 CubicalLadder(E, e, PQ, P, z¢)

Il’lpllt: E = (A24 : 024)2 ECCUfVG,
an integer e < f,
PQ = (XP+Q : ZP+Q)I ECPoint,
P = (Xp:Zp): ECPoint,
and zg: Fp2Elem
Output: A pair ([2¢]P: ECPoint, [2°]PQ: ECPoint)
: nPQ <« PQ
nP < P
Cinv(zg) + xél
: for k from 1 up to ¢ do
L nPQ < CubicalDiffAdd(nPQ, nP,inv(zq))
nP < CubicalDbl(E, nP)
: return (nP,nPQ)

S

Algorithm 4.103 CubicalTranslate(P, T')

Input: P = (Xp: Zp): ECPoint,
T = (Xp : Zr): ECPoint of order 2
Output: PT = (X(P+T),Z(P+T)): ECPoint
1. X« X0 Xp—Z7pZp
2 2+ ZrXp—XpZp
3: if Zp == 0 then

4: L 7 +— -7
5. if X7 == 0 then
6: | X+ —-X

7: return (X, 7)

Note that CubicalDiffAdd as described is off by a factor 4 from the correct cubical arithmetic described
in [Rob24]: the algorithm should return (Xp1g/4, Zp4+q/4). However, this does not impact the final result
thanks to the final exponentiation for the Tate pairing 2 (P, Q) over 2. However, one should be careful that the
current version will not give the correct Tate pairing over F,,. Furthermore, one may call Tate with (Xp_g : 1)
instead of (Xpig : 1) as the third ECPoint. This inverts the final result, and is used in some calls to Tate in
SQIsIGN.
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Algorithm 4.104 Tate(E, e, P, Q, PQ)

Input: E = (Agy : Cog): ECCurve,
an integer ¢ < f,
P = (Xp :1): ECPoint, normalized, with [2°]P = O,
@ = (Xg : 1): ECPoint, normalized,
PQ = (Xp+q : 1): ECPoint, normalized
Output: The reduced Tate pairing toe (P, Q) € fige
1: nP,nPQ < CubicalLadder(E,e — 1, PQ, P, X()
2. (Xnpg : Znpq) < CubicalTranslate(nPQ, n.P)
3: (Xnp : Znp) < CubicalTranslate(nP, nP)
4 X ZnPQ/XnP
5: return \(?°—1/2°

4.4.4.2. Uses of pairings. In SQIsiGN, we use the Tate pairing to solve elliptic curve discrete logarithms faster,
which is used to compute the matrix M that changes one torsion basis into another: If (P, () is a basis for E[2f],
so that ¢ = t,s (P, Q) is a primitive 27 -th root of unity, and (R, S) is a basis for £[2°], then the Tate pairing allows
us to compute the change of basis matrix such that

P (I ) =n.s)

T4

as defined in Eq. (2). The algorithmic description is given in ChangeOfBasis, which requires several z-coordinates
of difference points in order to apply Tate using cubical arithmetic, collected in the list diffs. To compute
these efficiently, we use DiffPoints, which combines (a variant of) ProjectiveDifference to compute R — P =
(Xgr_p: Zp—_p) together with three calls to SharedDifference to derive R — @, S — P, and S — Q.

Algorithm 4.105 DiffPoints(E, (P,Q, P — Q),(R,S,R — S))

Input: A curve E = (A: C): ECCurve,
abasis B; = (P,Q, P — Q): ECBasisy, normalized, for E[2/],
abasis By = (R, S, R — S): ECBasis,., normalized, for E[2¢]
Output: The differences R— P,S — P,R— Q,S — @Q: ECPoint
: Bxx,Bxz,Bzz + quuadratlcs(E R, P)
Xp—p ¢ Bxz+/B%, — BxxBzz
Zp-p < Bzz
R— P+ (XR,p : ZR,p)
S — P « SharedDifference(F, S, P,R— P,R— S)
R — @ < SharedDifference(E, R,Q,R — P, P — Q)
S — @ + SharedDifference(E, S,Q,S — P,P — Q)
return R— P.S— P R—Q,5 —Q

A A R o e

Note that if we want to compute a matrix that changes a basis (R, S) of F[2¢] into the basis ([2/ ~¢] P, [2/~¢]Q),
we apply ChangeOfBasis on (P, Q) and (R, .S) and invert the resulting matrix.

4.4.5. Barycentric coordinates

Definition 4.4.3. The type BaryCoords represents barycentric coordinates (u : v : w) of elliptic curve points P, Q)
suchthat P— Q = (u+v:w)and P+ Q = (u — v : w).
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Algorithm 4.106 ChangeOfBasis(E, e, (P,Q,P — Q),(R,S,R - 95))

Input: A curve E = (Agy : Cay): ECCurve,

an integer e < f,

abasis By = (P,Q, P — Q): ECBasis¢, normalized, for E[27],
abasis By = (R, S, R — S): ECBasis,, normalized, for E'[2°]

Output: A matrix M = (z;), with 1 <4 < 4, so that By
R—P,S—P,R—Q,S — Q < DiffPoints(E, By, Bs)
: Normalize(P,Q,P — Q,R,S,R—S,R— P,S—P,R—Q,5—Q,E)

1:
2
3 ¢« Tate(E, f,P,Q,P —Q)* °
4: ¢ + Tate(E,e,R,Q,R— Q)
5: Cg + Tate(E,e,5,Q,5 — Q)
6: (3 < Tate(E,e,R,P,R— P)
7: (4 < Tate(E,e,S,P,S — P)
8 (3 1/C3
9: C4 «— 1/44
10: for i from 1 up to 4 do
11: | x; + NormalizedDlog({;, 1/¢, €)
12: return (xl T2
Tr3 T4

:Bl'

2/ =M

Algorithm 4.107 BARY Components

Cost: 6M + 2S + 9a

Input: P: ECPoint,

Q: ECPoint,
P — @Q: ECPoint
Output: (u: v: w): BaryCoords such that P — Q =
L Tp,Zp < P
TXQ,RQ Q

rp_Q,2p-@ < P—Q
to<—zp+zp
t1 < xp — 2p
st 29+ 20
Dtz g — 29

I

8:

to < to - t3
t1 < t1-to
to <11+ to

ity 1t — 1o

to < to - ZP—Q

Ctg <+ t2

th < t3-rp_q

(u+v:w)and P+ Q =
15:
16:
17:
18:
19:
20:
21:

(u—v:w)

to < t3 - Zp—-Q

ty < t2

u 13+ 1o

v <4tz — 1o

w4ty - 1o

W W+ w

return BaryCoords(u : v : w)

4.5. Higher dimensional isogenies (HD)

In the following, we detail the main algorithm Isogeny22Chain of the HD module to compute a (2, 2¢)-isogeny

between products of elliptic curves.

The goal of this module is to compute isogenies in dimension 2. More precisely, the main function of this
module Isogeny22Chain computes (2¢, 2¢)-isogenies between products of elliptic curves (with e < f — 2), as

defined below.

Definition 4.5.1. Let ®: F; x E5 — FE3 x E, be an isogeny between elliptic products. It can be written as a

matrix of elliptic curve isogenies

acting on points by matrix-vector multiplication on the left:

Q(P,Q) = (011(P) + 012(Q), 21 (P) + ¢22(Q))-

o — ( P11
P21

P12
P22

The contravariant ®: Es x By — E; x E5 of ® is given by:

If N € Z~g, we say that  is an (N, N)-isogeny if it satisfies ® o & =

in E1 X EQ.

b (2
P12

P21
P22

).

).

[N], where [V] is the multiplication by N
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If®: By x By — E5 x Ey is a (2¢,2°)-isogeny (with e < f — 2), Isogeny22Chain takes as input some
representation of ker(®) (up to additional data specified in Section 4.5) and a set S of points to evaluate and
returns its codomain E3 X E, along with ®(S) forall S € S.

4.5.1. Theta structures

On a product of elliptic curves E; x FEs, points can be described as pairs (P, Q) of ECPoint. However, for in-
termediate computations in Isogeny22Chain (that will be presented in Section 4.5.4), we may need to represent
points on 2-dimensional objects generalising these products, called principally polarised abelian surfaces (PPAS).
The reader only needs to know that PPAS are projective (i.e. admit projective systems of coordinates), have a
commutative group law (like elliptic curves), and that the notion of (N, N)-isogeny introduced in Definition 4.5.1
generalises to PPAS.

Pairs of ECPoint are no longer suitable to represent points on general PPAS; we need a different coordinate
system. We use (level-2) theta coordinates, introduced by Mumford [Mumo66], as a system of coordinates on our
PPAS. Concretely, given a PPAS A defined over IF),2, a level-2 theta structure (or system of theta coordinates) is an
injective map 6 : A(F,2) — P3(F,2), P — 6“(P). This allows us to view A as a subvariety of projective space
P3(F,2), and work with points P on A as projective points 4 (P) := (zp : yp : 2p : tp).

Our choice to use the theta model as our coordinate system is motivated by the incredibly efficient and compact
formulae it yields for performing arithmetic on A. This arises from a list of properties satisfied by the map 6.
The key properties necessary for the reader to follow this section are the following (see [DMPR24, Section 2] for
more details).

Proposition 4.5.2. Let A be a PPAS.

(1) If A is not a product* and 64 : A(F,2) — P3(F,2) is a theta structure, then for all P,Q € A(F,2),

64(P) = 04(Q) if and only if P = Q. In other words, theta coordinates represent points up to sign.
(2) A non-product PPAS A with its theta structure (A, 02) can be represented by its theta null point 84 (0 4).
(3) A PPAS A admits multiple theta structures. There is a surjective map:

{Symplectic basis of A[4]} — {Theta structures on A}
This means theta structures are determined by a symplectic basis of A[4], as defined below.

Definition 4.5.3. Let A be a PPAS and n € Z~. Then it admits a n-th Weil pairing w,,: A[n] x A[n] — F,.
If A= E; x By, then w2 ((P1, P), (Q1,Q2)) = wE (P, Q1)wP?(P,, Q2), where the superscripts indicate the
curves on which the Weil pairings are defined.
(1) We say that P, Q € A[n] form an isotropic subgroup if w,(P,Q) = 1.
(2) A (¢-)symplectic basis (S1,S2,T1,T>) of A[n] is a basis of A[n] such that:
o 51,85 and Ty, T» and S1, T3 and S, T3 form isotropic subgroups of A[n|;
o wy(S1,T1) = wn(S2,1T2) = (;
where ¢ € IF, is a primitive n-th root of unity.

4.5.1.1. Data types. To work with theta structures and theta coordinates, we define the following types.

Definition 4.5.4. The type Dim2Structure represents a theta null point 4(04) = (a : b : ¢ : d) € P3(F2)
defining a PPAS A in the theta model. For simplicity, we will often denote this by 04 unless it is necessary to
remove ambiguity.

Definition 4.5.5. The type Dim2Point represents a point 0 (P) = ( : y : z : t) € P3(F,2) on a PPAS A in theta
coordinates. For simplicity, we will often denote this simply by P unless it is necessary to remove ambiguity. The
function Dim2Coordinates takes a point P and returns its coordinates x, y, z, t as a list.

To represent points on product PPAS, we define the following type.
Definition 4.5.6. The type ECPointPair represents a couple (P, Q) of ECPoint on a product of Montgomery

curves.

4Which means that A is not isomorphic (as a PPAS) to a product of elliptic curves.
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4.5.2. Operations on points

4.5.2.1. Coordinate-wise operations. Let #* be a theta structure on a PPAS A and P,Q € A. There are three
key coordinate-wise operations we perform on four points:
« 04(P)® 04Q) = (vp -0 : yp - Yo : 2P - 2q : tp - tg) the coordinate-wise product, that can be
computed with PointwiseMult.
o 04(P)®2% := A (P) ® #4(P) the squaring, that can be computed via Squaring.
o 0A(P)O71 = (2! 1 yp' : zp' 1 ) the projective inverse, that can be computed via Inverse without
inversion.
« H(64(P)) the Hadamard transform of §“(P), that can be computed with Hadamard. Note that H acts
on Dim2Point by multiplication on the left by the matrix:

1 1 1
-1 1 -1
1 -1 -1
-1 -1 1

— =

Algorithm 4.108 PointwiseMult Cost: 4M

Input: P: Dim2Point
@ : Dim2Point
Output: R: Dim2Point
. xp,yp,zp,tp + Dim2Coordinates(P)
L 2Q,YQ, 2Q, tg < Dim2Coordinates(Q)
X Ip - ZQ
Y —yp-yq
Z < 2p-2qQ
T+ 1tp-tg
: return Dim2Point (X : Y : Z: T))

NN R

Algorithm 4.109 Squaring Cost: 4S
Input: P: Dim2Point

Output: @: Dim2Point I1Q = P®?
1. x,y,2,t < Dim2Coordinates(P)
2 X<+—x-x

32 Y<+—y-y

4 L+ z-2
5
6

T +—t-t
: return Dim2Point (X : Y : Z: T))

Algorithm 4.110 Inverse Cost: 6M
Input: P: Dim2Point
Output: Q: Dim2Point I Q = PO!
1. 2,9, z,t < Dim2Coordinates(P)
2ty
3: tg 2zt
4: X <ty - Yy
5:Y <ty
6: L <+ 1t1-t
7T+t -2
8: return Dim2Point (X : Y : Z: T))
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Algorithm 4.111 Hadamard Cost: 8a
Input: P: Dim2Point

Qutput: @: Dim2Point

. 2,9, z,t + Dim2Coordinates(P)

tl — T+ Y

to <—x—y

t3¢—2z+1

ty < z—1

X+t +13

Y to + 14

74—t — ts3

T<+to—1ty

return Dim2Point (X : Y : Z: T))

R A A R ol

4

4.5.2.2. Doubling. Let P be a Dim2Point on a PPAS A. A key operation in the computation of (2, 2)-isogenies
is point doubling, i.e. computing [2] P. The doubling procedure is summarised in the following diagram.

Squaring 0a
ilnverse
Hadamard

Elrrras 2] /
. Squaring Hadamard Squaring PointwiseMult Hadamard PointwiseMult 2

The constants U = 64(04)® 1 and V = H(04(04)9?)®~! depend only on the PPAS A and thus can be precom-
puted from 64 (0 4) with ComputeConstants. With these constants and P as input, Dim2DBL uses the procedure
above to return [2] P, a Dim2Point on A. For optimisation purposes in isogeny computations, we may not be given
the theta null-point #4(04) to represent a theta structure but its inverse §4(0,4)®~! instead along with auxiliary
data. ComputeConstantsFromlsoData computes the necessary constants U and V' in that case.

Algorithm 4.112 ComputeConstants Cost: 12M + 4S + 8a

Input: A: Dim2Structure
Output: U: Dim2Point HU = 64(04)°"

V: Dim2Point IV = H(6(04)0%)0 !
OA — A
U < Inverse(04)
V' <= Squaring(04)
V < Hadamard(V)
V « Inverse(V)

return U,V

AN A

4.5.3. The dual structure

We note that H has order 2 as a linear map: for P € P3(F,2) we have H(H (P)) = P. The Hadamard therefore
allows us to define a dual theta structure on a PPAS A from a theta structure 64 on A:

Definition 4.5.7. If 64 is a theta structure on a PPAS A, then 64 = H o #* defines a theta structure on A called
the dual theta structure of 04,
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Algorithm 4.113 ComputeConstantsFromlsoData Cost: 9M + 4S + 8a
Input: U: Dim2Point U =64(04)°7"
Z1,T2,Y1,y2: Fp2Elem /I Auxiliary constants outputed by GenericCodomain
Output: A: Dim2Structure // Theta structure of theta null-point 6 (0.4)
V': Dim2Point IV = H(64(04)0%)@!
1: a=t, b7, ¢, d! < Dim2Coordinates(U) 7: 04 + Dim2Point((a’ : ' : ¢’ : d'))
20 U4 To Yo 8: A < Dim2Structure(04)
34 —u-m 9: V < Squaring(04)
4V —u-y 10: 'V <— Hadamard(V)
5: ¢« d! 11: V < Inverse(V)
6: d ¢! 12: return A,V
Algorithm 4.114 Dim2DBL Cost: 8M + 8S + 16a
Input: P: Dim2Point
U: Dim2Point // Output of ComputeConstants {/ = 6 (0.4)% !
V' : Dim2Point // Output of ComputeConstants IV = U(()"((M) 92)0-1

Output: R: Dim2Point

: R + Squaring(P)

: R < Hadamard(R)

: R < Squaring(R)

R <+ PointwiseMult(R, V)
R + Hadamard(R)

: R + PointwiseMult(R,U)
: return R

From the discussion above, we see that #4 = H o 6. Certain computations will be more efficient on the dual
theta structure, and the Hadamard map allows us to switch between the two efficiently.

4.5.4. Algorithmic overview

Let ®: Fy x E5 — FE3 x E4 be a (2¢,2%)-isogeny (with e < f — 2) to compute with Isogeny22Chain. In
our applications, ® will always be derived from an application of Kani’s lemma [Kan97] (see also [MMP+23,
Theorem 1]), i.e., it will have a matrix expression of the form:

_ [ P @
¢ = ( g ¥y >

so that it acts on points by matrix-vector multiplication on the left as follows:

P(P,Q) = (p1(P) + P2(Q), —1h2(P) +721(Q)),
where 1, 2,11, 19 fit into the commutative diagram:

V1
Ey — Ey

P2 O o))

¥
L — Es
with deg(¢1) = deg(1) = N1, deg(pz2) = deg(¢)2) == Na, ged(N1, N2) = 1 and Ny + Np = 2°.

4.5.4.1. Kernel inputs. The isogeny ® can always be computed from its kernel:

ker(®) = {([N1]P, 2 0 p1(P)) | P € E1[2]} C (En x E)[2°],
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but this computation involves square roots [DMPR?24, Section 4.2]. To remove the need for square roots, we instead
use 2¢*2-torsion points to construct our kernel. Note that the constraint e < f — 2 allows us to have access to Fpe-
rational 2°T2-torsion points. Isogeny22Chain is given as input two points 77,7y € (E; x E3)[2¢"2] such that
ker(®) = ([4]T1, [4]T%) and that form an isotropic subgroup, i.e., with trivial Weil pairing woe+2 (T, T2) = 1.

4.5.4.2. Computational steps. As its name indicates, Isogeny22Chain divides the computation of ® into a chain
of length e of (2, 2)-isogenies between PPAS:

(o b, b, o,
E1XE2 >A1 >A2 Ae—2—>Ae—1—>Ae:E3><E4
N N
Gluing Generic Splitting

sothat ® = &, o --- o ®;. It uses level-2 theta coordinates to compute each (2, 2)-isogeny of the chain, following

the algorithmic approach of [DMPR24]. We assume that for all : € {1,--- ,e — 1}, A; is a PPAS which is not

a product of elliptic curves. Indeed, heuristically, the probability that A; is a product is expected to be negligible

O(p~'). Therefore, ®1: E1 x Ey — Aj is a gluing isogeny and ®.: A._; — E3 x Ey is a splitting isogeny.
The computation of & is then naturally divided into three phases:

(1) Computing the codomain theta null point 04, of the gluing isogeny from the 8-torsion points [2¢~1]T}
and [2¢71]T, lying above its kernel. This is the most technical step of the isogeny chain, and special
evaluation functions need to be used; these specialised algorithms are detailed in Section 4.5.6.

(2) Foralli € {2,---,e}, compute the theta null point 04, of the codomain of ®;: A;_; — A; from the
8-torsion points [2¢7®; 1 o -+ o &1 (1) and [2¢7¢|®;_1 o - - - o B (T3) lying above its kernel. The
computation also holds for the splitting isogeny (¢ = e) and is detailed in Section 4.5.5.

(3) From the last codomain theta null point 0 4,, we split A, into an elliptic product E5 x Ej, to extract the
equations of F3 and F4, and coordinates of image points. This is detailed in Section 4.5.7.

4.5.5. Generic (2, 2)-isogenies

We first explain the computation of a generic (2, 2)-isogeny ®;: A;_1 — A; (i > 2), the most common operation
in a (2, 2)-isogeny chain computation. As there are multiple choices of theta structures that can be put on A; 1
and A;, we need to fix these choices to ensure they are compatible for the efficient isogeny computation to work.
We ensure that these conditions are satisfied throughout the generic isogeny computation phase of the chain.
Assume that we want to compute a (2, 2)-isogeny ¢: A — B between non-product PPAS, and that we are
given theta coordinates of 8-torsion points K1, Ko € A[8] such that ker(y) = ([4] K1, [4] K2). We further assume
that 04 is a theta structure on A that is adapted to ¢ in the sense of the following definition (Definition 4.5.8).

Definition 4.5.8. A theta structure #4 on A is adapted to ¢ with respect to a symplectic basis & =
(Jl, JQ, Kl,KQ) of A[8] if:

(1) ker(®) = ([4] K1, [4] K2); and

(2) [2]% induces 64 via Proposition 4.5.2.(3).

With these inputs, GenericCodomain computes the inverse of the codomain dual theta null-point 68 (0p)°1
on B. To ensure that the input is valid, namely that the input kernel is valid (in the sense above), we use VerifyKernel.
This procedure is only necessary in the verification of the signature, thus we use a boolean verify_kernel to
indicate if it is run. We then use the codomain dual theta null-point to evaluate points, as shown in GenericEval.
Correctness of both algorithms follows from [DMPR24]; more details can also be found in Appendix A.1.1.

Remark 4.5.9. For optimisation purposes, GenericCodomain and GenericEval can take as inputs points expressed
with the theta structure 64 or its dual 8. The input variable hadamard should specify this choice for both functions,
where a true boolean value means that we use dual coordinates.

Remark 4.5.10. To avoid redundant computations, constant precomputations for point doublings are not per-
formed on every intermediate PPAS, but only on PPAS where point doublings are computed. On these PPAS,
ComputeConstantsFromlsoData uses the outputs x1, 41, Z2, y2 from GenericCodomain to compute points U =
08(05)° L and V = H(B(05)®2)®~1, which are then used to perform point doublings on B with Dim2DBL.
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Algorithm 4.115 VerifyKernel Cost: 2M
Input: P: Dim2Point /I P = H(0"(K1)%?%)
U : Dim2Point U =6%05)°"

Output: bool : boolean

. xp,yp, zp,tp < Dim2Coordinates(P)
: xy,yu, 2u, ty < Dim2Coordinates(U)
14— z2pzu

to —tp -ty

if not t{ == t5 then

: | return false

: return true

Algorithm 4.116 GenericCodomain Cost: 6M + 8S + 16a + 2M - verify_kernel + 16a - hadamard
Input: A: Dim2Structure
K7 : Dim2Point /I An 8-torsion point
K5 : Dim2Point // An 8-torsion point

verify_kernel : boolean
hadamard : boolean

Output: U: Dim2Point U =68 (05)°!
1, %2, Y1, Yy2: Fp2Elem // ComputeConstantsFromlsoData inputs (z; : y; : -+ ) = H (0" ();)"?%)
1: if hadamard then 15: uy < y1 - to
2: Py + Hadamard(K;) 16: Uy < T1 - 22
3: Py« Hadamard(Kg) 17: A7« Uy - 29
4: else 18: B™1 «— uy -ty
5: L P+ K,y 19: 0_1%1“'332
6: Py +— Ko 20 D71« Uz - Y2
7. Py + Squaring(P}) 21: U + Dim2Point(A~! : B~ : C~1: D7)
8: Py < Squaring(Pz) 22: if verify_kernel then
9: P; + Hadamard(Py) 23: if not VerifyKernel(Py, U) then
10: P5 < Hadamard(Ps) 24: raise Exception (“GenericCodomain failed:
11: x1,y1,21,t1 < Dim2Coordinates(P; ) The kernel generated by K, K, is not
12: T, Y2, 22, ta < Dim2Coordinates(Ps) valid”)
13: if 0 € {xg,yg,ZQ,tQ,xl,yl}then 25: return U,$1,$27y1,y2
14

: raise Exception (“GenericCodomain failed: un-
expected splitting occurred”)

4.5.6. The gluing (2, 2)-isogeny

The gluing ®;1: E7 x Fy — Aj is the first step of the isogeny chain computation. The following algorithms are
due to [Dup25]. To proceed, we need to find a theta structure #“° on the domain Ay := E; x E that we do not
know a priori because we are only given ECPoint data in (X : Z)-coordinates. This theta structure #“¢ should be
adapted to ®; in the sense of Definition 4.5.8.

Actually, by choosing a symplectic basis Z = (S1, Sa, T, Tz) of Ap[2¢12] adapted to ®, we can not only
ensure that #° is adapted to ®; but also that §i~1 is adapted to ®; and compatible with 84 forall 1 < i < e, as
required to apply GenericCodomain at every generic step i > 2 (see Proposition A.1.1).

The gluing procedure proceeds as follows.

(1) Let 73 and T5 be the input kernel points. We can assume that they are given in a specific form, which
allows us to choose S; and Sy completing a symplectic basis % = (51, S2, Ty, T») of Ag[2°72].

(2) Using this data, from the (X : Z)-coordinates of E; and E5, we can then compute the theta structure
640 This is explained in Section 4.5.6.1.

(3) We then use GluingCodomain to determine the theta structure #1. This is explained in Section 4.5.6.2.



4.5. HIGHER DIMENSIONAL ISOGENIES (HD) 71

Algorithm 4.117 GenericEval Cost: 4M + 4S + 8a + 8a - hadamard
Input: pts : array of Dim2Point
U : Dim2Point // Precomputed point output by codomain functions U = 67 (05) ™
hadamard : boolean // Should match that used in codomain function

Output: image_pts : array of Dim2Point
1: Initialise empty array image_pts
2: for each R in pts do
3: if hadamard then

P+ Hadamard(R)

else

. P+ R

P <+ Squaring(P)

P + Hadamard(P)

P «+ PointwiseMult(P,U)

10: | Append P to image_pts

11: return image_pts

R A A

To proceed with the generic isogeny computations, we first need to evaluate ¢, given some data that repre-
sents 441 as the dual codomain theta null-point has a zero last coordinate, we must also use the images under ®;
of the 8-torsion points [2¢~1] T}, [2¢~1]T5. This information is therefore also output by GluingCodomain. We can
then evaluate ®; using GluingEval, which is explained in Section 4.5.6.3.

4.5.6.1. Computing a theta structure adapted to a gluing (2, 2)-isogeny. To simplify the notation in the fol-
lowing, let ¢: A := E; X E5 — B denote a gluing (2, 2)-isogeny that we want to compute. Assume that B is a
non-product PPAS and that we are given 8-torsion points K1 = (K3 1, K1 2), Ko = (K31, Ka2) € A[8] such
that ker(p) = ([4] K1, [4] K2). Since ¢ is a gluing isogeny, J; = (0, K2 2) and Jo := (K7 1, 0) have order 8 and
By = (J1, J2, K1, K) is a symplectic basis of A[8] by [Dar25, Lemma 6.5.3].

Given the elements of [2] %, as inputs, ThetaChangeOfCoordinates outputs the change of coordinates matrix
M € My(IF,2) such that, given (z1 : z1) € E; and (22 : 22) € E», we compute the corresponding point P € A
as

QA(P) =(r:y:z: t)T =M(z129 : ®122 : 2122 : zle)T.

In this way, we compute the theta structure # induced by [2]%, (adapted to ). This ensures that 64~ is adapted
to @, for all ¢ > 2 in subsequent applications of GenericCodomain (and thus VerifyKernel).

As shown by [Dup235, Section 3.2], to compute M, for some P € E[4], we need to compute the (2 X 2) matrix
gp giving addition by [2]P on E in Montgomery coordinates. This is done by CoSymElem.’

4.5.6.2. Computing the codomain of a gluing (2, 2)-isogeny. The dual codomain theta null-point has a zero last
coordinate 08 (05) = (a: B : 7 : 0) by [Dar25, Lemma 6.5.14]. So, its inverse is not defined and may not be used
to evaluate any point with Equation (22). As a consequence, GluingCodomain not only computes the constants
o, 3,~ and their projective inverse, but also the projective inverse of 82 (¢(K71)) and 65 (p(K>)), which are not
expected to vanish.

4.5.6.3. Evaluating a gluing (2, 2)-isogeny. Instead of using (the simpler) Equation (22) as in the generic case,
we generally use the following equation to evaluate a point P € A = Fy X Ejy:

08 (o(P)) = H (H(aA(P — W)@ AP+ W) @ §B(W)®—1) : )

where W € A is a point of known and invertible image gB(Lp(W)) (e.g., K or K3). Using [Dup25, Lemma 2],
one can compute the values of #4(P — W) and 64 (P + W) simultaneously and efficiently from the barycentric
coordinates (BaryCoords) of the P; and W; (i € {1,2}), as defined in Definition 4.4.3. These BaryCoords elements
should be given as input of GluingEval, and may be computed from the P;, W; and P,—W; with BARY Components.

SWe follow the terminology of [Dup25] and call the elements gp symmetric elements, giving rise to the algorithm CoSymElem.
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Algorithm 4.118 CoSymElem

Cost: 3M + 2S + 7a + 8n + 3i

Input: P: ECPoint
Q@: ECPoint
Output: gp: 2 x 2 matrix of Fp2Elem
0@ : 2 x 2 matrix of Fp2Elem
gp+@: 2 x 2 matrix of Fp2Elem

/I (P, Q) is a basis of the 4-torsion
/I Associated to P

/I Associated to @)

/I Associated to P + @)

A: Fp2Elem // Projective factor
I: zp,zp — P; 2g,29 + Q
2: sSp<xpt+zp; S Tgtzgy tp<Tp—zp; Q< rg—2Q
3tp<tp-sg; tg < tg-sp; tQ<—i'tQ
4: if xp == zp then
5: x2<—x2Q; @(—zé; A T9 — 2o
6: Sg &= X+ 22y Mo < TQ - 2ZQ; M2 Mo +Mao; o< 1-835 ng1i-my
7. - 0 A . . So —ma X <; tz —MNg
ar N0 ) 9Q me —sg ) grP+Q ng —to
8: else if 1p == —zp then
9: x2<—x?Q; zg(—zé; R
10: Sg &= X+ 22y Mo < TQ - 2ZQ; M2 Mo +Mao; o< 1-835 ngi-my
11: o 0 A, — %2 T2 ). o oM
gp — 0 > 8Q Mo — 89 5 9P+Q —ng g
12: elseif xg == 2 then
13: x2<—x§3; 22<—zl23; A X9 — 2o
14: Sog < Xo+ 29, Mo Tp-2p;, Mo Mo+ Mo, lo<1-S9; Mg 1-moy
15: gp < 52 T2 ;o 9Q — 0 A ) grP+qQ < —l M2
meo —89 ’ A0 ’ —MNo t2
16: else if 1o == —z¢ then
17: zgex%; zzez?g; A\ Tg — 2o
18: Sg < Xog+ 29, Mo Tp-2p, Mo Mo+ Mo, lo<1-S9; Mg 1-moy
19: gpe | 02 T ). go —A ) gpiQ ( ta =12 )
meo —S82 ’ —A 0 ’ %) _tQ
20: else if tg == —tp then
21: a:2<—1:%,; z2<—2123; A\ Tg — 2o
22: Sg < Xog+ 29, Mo Tp-2p, Mo Mo +Mo;, lo<1-S9; Ng<1-moy
23: gp < 52 T2 ) QQ%( —t2 ) 9P+Q<—< 0 _A)
mo —S89 ’ ) t2 ’ —A 0
24: elseif g == tp then
25: m(—x?,; ZQ<—Z%:;; A To — 29
26: Sg < Xo+ 29, Mo Tp-z2p, Mo Ma+Mo;, lo<1-89; Ng<1-my
27: gp < 2 T2, go < =2 ), 9P+Q<_< " /\>
meo —S9 ’ No —tg ’ A0
28: else
29: raise Exception (“CoSymElem failed: input points do not form a basis of the 4-torsion of a Montgomery
_ curve”)
30: return gp, gQ, 9p+Q, A

Remark 4.5.11. In Isogeny22Chain, the points P we shall need to evaluate will be multiples of input points 7} or
Ty € (BE1 x E5)[2¢72], where K7 = [2¢7 YT} and Ky = [2¢71]T. To obtain the P; — W; easily from either T}
or T, we shall then set W = T} or T5, depending on the value of P in order to use a Montgomery ladder. This is
the reason why we make the effort of computing both 2 (o(K;))®~1 and 02 (¢(K3))®~! in GluingCodomain.

There is a special case when Equation (22) may still be applied to evaluate a point, which makes use of the
inverse dual theta null point 63(05)®~* = (o= : B~ : 471 : 0). Namely, when P is of the form P = (Py, 0) or
(0, P,). The algorithm GluingEvalSpecial treats this special case at much lower cost than GluingCodomain. Note
that all points of S to evaluate provided as input to Isogeny22Chain are expected to be of that special form, so
GluingEvalSpecial is indeed useful. For a proof of this, we refer to Appendix A.1.2.2.
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Algorithm 4.119 ThetaChangeOfCoordinates Cost: 55M + 4S + 35a + 16n + 6i
Input: K7 : ECPointPair
K/ : ECPointPair I ker(p) = ([2] K1, [2]K%)
Output: M : 4 x 4 matrix of Fp2Elem /I Change of coordinates matrix
1KY, Kl + Kj 14: My < Moo - Gi o+ Moo G3
2 K, Ky, K 150 My < Mo - G§ o+ Mos- G5
3 G', G2, G?, \;  CoSymElem(K7 |, K5 ;) 16: My y < Moy - G§, — Moz -Gj
4 H',H? H? )y + CoSymElem(K7 5, K} ,) 17: My 3 < Mo - G§, — Mos-Gj
50 A2 ¢ A1 e 18: M3« Myo-Gio+ Mo -Gi
6: Moo < Mo+ Gho-Hyo+Gho-Hiog—Gio- Hi 19: Mgy < My -Gi o+ Mis-G3
70 Moy < G- Hyy +Ggo-Hiy — G- Hi 20 Mz Myo-Gg, —Mis-Gi,
8: Moo+ Goy-Hgo+G3,y-Hgo—Go - Hi 21: Mg+ My1-Gg, —Mis-Gi,
9: Mo G(lJ,l : H&,l + G(%,l : Hg,l - Gg,l : HS’,l 22: for j from O up to 3 do
10: My < Moo - Hi g+ Mo - HY 23: My j < A2 - My,
11 My Moo - Hiy — Mo - H§ 24: My« MMy
122 Myg + Moo - Hi o+ Mos - Hf 250 Mo+ Ay Mo
13: My Moo H3 — Mos - H3 26: M < (M, j)o<i,j<3

27: return M

Algorithm 4.120 ApplyMatrix Cost: 12M + 8a + (4M + 4a)
Input: M: 4 x 4 matrix of Fp2Elem

P=(zp:yp:zp:tp): Dim2Point
Output: Q: Dim2Point such that Q = M(zp, yp, zp, tp)T

I: zp,yp, zp,tp < Dim2Coordinates(P) 6: if tp # 0 then
2: I‘Q(—M070~.’L‘p+M0)1'yp+M0)2'Zp 7: $Q<—$Q+M073~tp
3: yQ<—M1,0'xp+M171~yp—|—M172~Zp 8: yQ(—yQ+M173'tP
4: 29 Moo -xp+ My -yp+ Mo -2p 9: 29 29+ M3 -tp
5:tQ« Mzo-a2p+ M3y -yp+ Msa-2p 10: tg < tog+Msz-tp
11: return Dim2Point(zq : yg : 20 : tQ)
Algorithm 4.121 ProductToTheta Cost: 15M + 8a + (5M + 4a)

Input: M: 4 x 4 matrix of Fp2Elem
P: ECPointPair

Output: @ : Dim2Point /I Conversion of P into theta coordinates via M
I: P,P,« P 7: if z; # 0 and 25 # 0 then
2: 11,21 < P 8: tQ<—Zl~2’2
3 X9,29 — Po 9: Q — Dim2Point(a:Q 1YQ 1 RQ tQ)
4 TQ < T T2 10: else
51 Yg < T1 - 22 11: L @ < Dim2Point(zq : yg : 2¢ : 0)
6: ZQ < 21 - T2 12: @ < ApplyMatrix(M, Q)
13: return Q)

4.5.7. Splitting the codomain

Consider a splitting (2, 2)-isogeny ¢: A — B with B = FE3 x F4. Unlike for gluings, there is no specific
difficulty in computing and evaluating ¢ with GenericCodomain and GenericEval. GenericCodomain should return
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Algorithm 4.122 GluingCodomain Cost: 118M + 20S + 99a + 16n + 6i
Input: E;: ECCurve Il p: E1 x B3 — B
FE5: ECCurve /I Coefficient (Az4 : Ca4) for Ey and Fs
K : ECPointPair
K5 : ECPointPair Il ker(p) = ([4] K1, [4] K2)
Output: B: Dim2Structure
I, : Dim2Point I =65 (p(K1))O!
I, : Dim2Point 11T = 68 (p(K2))®!
U : Dim2Point U = él’)((,)/;)' L=(at:pt:qy7tr0)
M: 4 x 4 matrix of Fp2Elem // Change of coordinates matrix
1: for i from 1 up to 2 do 150 A7V —yp - 20
2: Kiyl,Ki’g +— K; 16: B~ + C
3: Kz{,l — XDBL(KZ‘71,E1) 17: C~' « B
4: K7€12 — XDBL(KZ'727E2) 18: 71« Z1 - c-1!
5. K| < ECPointPair(K] |, K| ,) 19: y ez A7E
6: M < ThetaChangeOfCoordinates(K7, K}) 200 27 = yp- BT
7: for i from 1 up to 2 do 21t 4w - AT
8: P; + ProductToTheta(M, K) 22: 0p + Dim2Point(A: B: C : 0)
9: P; < Squaring(F;) 23: Op < Hadamard(0p
10: P; < Hadamard(P) 24: B < Dim2Structure(0p)
11: Xy Yiy i, t; < Dim2Coordinates(F;) 25: U « Dim2Point(A~!: B=1 . C~1:0)
12: A+ 2129 26: I < Dim2Point(z =t : 2=ty iyt
13: B yp - a9 27: Iy < Dim2Point(z = : t71: 271 1 ¢71)
14: C < 21 29 28: return B, I, 1,,U M

6B (05)®~1, from which one can obtain the theta null-point §Z (0 ) easily. The question, instead, is: how can we,
from this data, derive a system of (X : Z)-coordinates and an associated Montgomery equation for E5 and E,?

The splitting procedure to do this is summarised as follows, where each step will be detailed in the indicated
section.

Dimension 2 Dimension 2 . . . .
ensio Dimension 1 Dimension 1

(non-product) Section 4.5.7.3 (product) Section 4.5.7.2 Theta coordinates Section 4.5.7.1 Montgomery coordinates

0Fs QFa (X:2)

Theta coordinates Theta coordinates

65 6Fs x gFa

4.5.7.1. Theta structures on elliptic curves. Let £ be a Montgomery curve with coefficient A = —QZifZi

Let 0 be a theta structure on E, defined analogously to the dimension 2 case. In particular, a theta structure on E
is a map

0F: P e BE(F,2) — (05(P) : 0F (P)) € P*(F2),

satisfying certain nice properties.
The conversion formula between the Montgomery model and theta model is given by:

OF - 0F) — (a(x — 2) : b(z + 2)) (10)
(z:2) < (bOF + abF : —bOF + ab?). (an
This conversion formula is canonical, in the sense that it is the one induced by the basis of E[4] formed by P =
(a+b:a—>b)and Q = (—1: 1) in Montgomery (X : Z)-coordinates.
Given any theta structure on E represented by its theta null-point (a’ : b’), we fix 8 to be among the 6
canonical theta structures with theta null-point in

{(a V), :d),(a" +b :a" =V),(a =0 :ad +V),(d +i :a —ib'),(a/ —ib' :a' + 1)}

so that the corresponding Montgomery coefficient Ag is maximal for the order given by Definition 4.2.1. This
process is summarised in ThetaToMontgomery. More details are provided in Appendix A.1.3.1.
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Algorithm 4.123 GluingEval

Cost: 40M + 8S + 36a + 8a - hadamard

Input: P; + W : BaryCoords, (u; : v1 : wq) suchthat Py — W7 = (u1+v1 : wy) and P+ Wy = (ug —v1 : wq)
P, +W5: BaryCoords, (ug : vg : we) such that P, — Wy = (ug +v9 : wo) and Po+Wa = (ug —va : wa)

I: Dim2Point

M: 4 x 4 matrix of Fp2Elem

hadamard : boolean
Qutput: @: Dim2Point

1T =68(W)2~ " with W «+ (W1, Wa)

/1 05 (p(P1, Py)) if hadamard = false and 67 (¢( P, P2)) otherwise

1w, v, wy — P W,y 17: U + ApplyMatrix(M, U)

2: U, Vg, Wo < Po = Wo 18: V <+ ApplyMatrix(M, V)

3 Ty UL - Us 19: U « Squaring(U)

4 ty vy - vy 20: V' < Squaring(V)

5.y — xy +ty Il zy = wius +vive 21 Ty, Yu, 2u,tu < Dim2Coordinates(U)

6: Yy < Up - Wa 22: xy,yYv, 2v,ty < Dim2Coordinates(V')

7. Zy < W1 - U2 23: T Ty — Ty

8: ty — wy - wo 24: Y <— Yu — Yv

9: Ty < up + U1 25: Z 42y — Rv

10: Yy < ug + v2 26: t 1ty —ty

1: xy < xy - Yy Ilay = (ur +v1)(us +v2) 27 Q  Dim2Point(z 1y : 2 : 1)

12: Ty < 2Ty — 2y Il zy = vius +uive 28 Q < Hadamard(Q)

13: yy < v1 - wo 29: @ + PointwiseMult(Q, I)

14: zy < wy - Vs 30: if hadamard then

15: U + Dim2Point(zy : yu : 2u : tv) 31:  return Q

16: V <= Dim2Point(zy : yv : 2y : 0) 32: else

33:  return Hadamard(Q)
Algorithm 4.124 GluingEvalSpecial Cost: 18M + 4S + 28a
Input: P: ECPointPair of the form (P, 0) or (0, P2)
U: Dim2Point // Codomain inverse dual theta null-point U = (o™ : 7 : 471 : 0)
M: 4 x 4 matrix of Fp2Elem // Change of coordinates matrix

Output: 6Z(o(P)): Dim2Point

1: Q < ProductToTheta(M, P) 7. a1, 371,471 0 < Dim2Coordinates(U)

2: @ + Squaring(Q) 8 2o Tg

3: @ < Hadamard(Q) 9 yo + yo B!

4 2Q,Yg, 20, tg < Dim2Coordinates(Q) 10: 2 < 2 -y

5: if tQ 75 0 then 11: Q — Dim2Point(xQ YQ 1 RQ 0)

6: raise Exception (“GluingEvalSpecial failed: 12: return Hadamard(Q)

L

last coordinate should be zero”)

4.5.7.2. Product theta structures. From two theta structures %3 and 6%+ on E3 and E, respectively, we define
the product theta structure 073 x ¥+ on B = E3 x E, as follows:

05 x 051(P,Q) = (0" (P)0g™*(Q) 01 (P)05"* (Q) : 05" (P)Or™*(Q) - 07" ()01 (Q)).

for all (P,Q) € E3 x E4. Conversely, if we denote 07 x 0%4(P,Q) = (x : y : 2 : t), then we have

075 (P) :{ ((f”
G

I\

Lz

ry) ifx#£0ory #0
t) otherwise a2

) ifx#Qorz#0
t) otherwise (13)
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Algorithm 4.125 ComputeMontCoeff Cost: 4S + 3a

Input: (a,b): couple of Fp2Elem forming a one-dimensional theta null-point
Output: (A, C): : couple of Fp2Elem which projectively define the Montgomery coefficient

I: a4 < a? 7. C by —ay I1C = —(a* —bY)
2 a4 < aj 8: if C' == ( then
3: by < b2 9: L raise Exception (“ComputeMontCoeff failed:
4 by b2 Montgomery C coefficient is zero”)
50 A< ay+ by 10: return A, C
6: A« A+ A 1A =2(a*+0bY)

Algorithm 4.126 ThetaToMontgomery Cost: I +9M + 12S + 16a + 7n + 2i

Input: (a,b): couple of Fp2Elem forming a one-dimensional theta null-point
Output: E: ECCurve with maximal Montgomery coefficient Ag
N: 2 x 2 matrix of Fp2Elem to convert theta coordinates into Montgomery (z : z) coordinates

1: o +ia 20: if i == 0 then
NV
2: b« 1b 21: N «— b a
3 a1 +—a+b —b
4: by +—a—"b 22: else if i,,,x == 1 then
5. a9 —a+ b laz =a+1ib  ,3. N /(¢ _b>
6: by <——a—b //bo =a —1ib L b —a
7. (Ao, Cp) + ComputeMontCoeff(a, b) 24: elseif iya == 2 then
8: (A1, Cy) « ComputeMontCoeff(ay, by) s Ne oo )
9: (Ag, Cy) + ComputeMontCoeff(as, ba) . else if i _b_ ?:télll
10: Cy, Cy, Cy + Fp2Batchlinverse([Cy, Cy, C)) 26: €lse Il tmax == o then
. b a
11: for i from O up to 2 do 27: N« >
12: | A A - C b —a
) ¢ v 28: else if i,,,, == 4 then
13: Ajpg — —A; a —b
14: iay < 0 29 N<_( -b a >
15: Amax = Ao 30: else
16: for i from 1 up to 5 do N a b
17: if Fp2Compare (Amax,A4;) then 3L < v d
18: L Tmax < % 32: return ECCurve(Aax, 1), N
19: Apmax < 4;

In particular, if (a : b : ¢ : d) is the theta null-point associated to ¥ x 4, then (a : b) and (a : c) are the theta
null-points associated to #72 and #F+ respectively. Then it suffices to check that ad = bc to ensure that this theta
null-point represents a product theta structure.

4.5.7.3. Splitting change of theta coordinates. Now that we have discussed how to convert a product theta struc-
ture into two theta structures on elliptic curves, we need to discuss how to use this to split B into F5 x E4. Not
all theta structures on B are product theta structures, so we need to first convert it into a product theta structure. In
our setting, doing this is particularly easy.

Indeed, assume that p: A — B = E3 x Ej is the splitting (2, 2)-isogeny of the chain ®: Ey x Es — E3x Ey4
computed with Isogeny22Chain with kernel inputs given by Equation (28). Let

0B(P) = (z:y:2:1).
Then,
08 x 9F4(P) = (z4+y:x—y:z2—1t:2+1).
Equivalently, if in dual coordinates we have 65 (P):=(Z:7:%:1t),then

07 x 0P (P) = (T +Z:94+t:7—t:7T —2).
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Using the change of theta coordinates from Lemma A.1.4 and then Equations (12) and (13), we are able to extract
from the theta null-point #Z(03) the theta null-points 62 (0) and #%4(0) with their corresponding Montgomery
coefficients Ag, and Ag, and conversion matrices from theta to Montgomery coordinates on E3 and Ej, re-
spectively. This is implemented in Dim2Struct ToOECCurves. Then, using this data, any Dim2Point 62 (P) (e.g.
obtained by isogeny evaluation) can be converted into its corresponding ECPointPair (P;, P). This can be done
with DimTwoPointToECPoints, or SplittingEval to convert an array of points. Note that points given as input
to Dim2Struct ToECCurves, DimTwoPoint ToECPoints and SplittingEval may be expressed with the dual theta
structure 62, which can be indicated by setting the boolean hadamard = true.

Algorithm 4.127 NonProdToProd Cost: 4a

Input: P: Dim2Point

hadamard : boolean
Output: @ : Dim2Point in product theta coordinates
1. x,y,z,t < Dim2Coordinates(P)
2: if hadamard then
3 ' —x+2
4: Yy —y+t
5: 2 —y—t
6
7
8
9

: t'«—xz—2

: else

' —x+y

: Yy —xz—y

10: 24—z —1t

1n: |t z+t

2: return Dim2Point(z’ : y' : 2/ : ')

—

Algorithm 4.128 Dim2Struct ToECCurves Cost: 21 + 20M + 24S + 36a + 14n + 4i

Input: A: Dim2Structure
hadamard : boolean
Output: F;: ECCurve
E5: ECCurve /I A= Ey x Es
Nj: 2 x 2 matrix of Fp2Elem to convert theta coordinates into Montgomery coordinates on F
Ny : 2 x 2 matrix of Fp2Elem to convert theta coordinates into Montgomery coordinates on F

1: 04— A 6: if a’ ==0o0r b ==0orc == 0ort; # ty then
2: 0’y <~ NonProdToProd(04,hadamard=hadamard) 7: raise Exception (“Dim2Struct ToECCurves

3. a',b,c,d < Dim2Coordinates(0,) failed: input not isomorphic to a product of
4ty < a - d Montgomery curves”)

5: tg b - ¢ 8: E1,N; + ThetaToMontgomery(a', ')

9: E9, Ny + ThetaToMontgomery(a', ¢)
10: return F¢, F5, N1, Ny

4.5.8. The (2,2)-isogeny chain computation

We have now introduced all the necessary subroutines to construct the Isogeny22Chain algorithm. Similarly to
TwolsogenyChain, Isogeny22Chain uses a divide-and-conquer strategy to reduce the number of point doublings
and isogeny evaluations to O(elog(e)) and keeps track of the points and their orders with the arrays strat_pts
and orders. Computing the gluing isogeny ®;: E; X E5 — A; and evaluating the necessary points through it is
the most technical part, so we summarize it in a separate auxiliary algorithm called Firstlsogeny.

Remark 4.5.12. Note that instead of K; = [2¢7!]T} and Ky = [2°7!]T5, the images of T} and T are used as
auxiliary points in GluingEval to evaluate the points [2¢~"|T} and [2°~"]T5 in the list strat_pts (forr € orders).
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Algorithm 4.129 DimTwoPoint ToECPoints Cost: 10M + 8a
Input: P: Dim2Point

Ny : 2 x 2 matrix of Fp2Elem to convert theta coordinates into Montgomery coordinates on F

Ns: 2 x 2 matrix of Fp2Elem to convert theta coordinates into Montgomery coordinates on F

hadamard : boolean
Output: @) : ECPointPair

1: @ < NonProdToProd(P, hadamard = hadamard)
2: x,y, z,t + Dim2Coordinates(Q)

3: if z # 0 then

4: 91,0 —x

5: 91’1 —y

6: 92,0 — T

7: 9271 — z

8: else if y # O then

9: 91_]0 —x
10: 011y

11: 020y

12: 021+t

13: else if z # 0 then

14: 91_]0 — z

15: 011+t

16: 92’0 — T

17: 021 2

18: else

19: | raise Exception (“Dim2Struct ToECCurves failed: zero input”)
20: t1 ¢—x-t

21: o~y -2

22: if t1 # t5 then

23: | raise Exception (“Dim2Struct ToECCurves failed: input is not a product Dim2Structure™)
24: (Nl,ij)()gi,jgl +~— N,

25: (NZ,ij)OSi,jgl +— Ny

26: 21 <= N1 - 01,0+ Nio1-611
27: 21 <= Nijg0- 010+ Ny -011
28: T9 < Nogo - 02,0 + Noo1 - 021
29: 23 < Nojo - 20+ No11- 021
30: @1 < ECPoint(xq, 21)

31: QQ — ECPoint(x2722)

32: return ECPointPair(Q1, Q2)

Algorithm 4.130 SplittingEval Cost: (10M + 8a) - #pts

Input: pts : array of Dim2Point
N : 2 x 2 matrix of Fp2Elem to convert theta coordinates into Montgomery coordinates on £
N3 : 2 x 2 matrix of Fp2Elem to convert theta coordinates into Montgomery coordinates on F
hadamard : boolean
Output: image_pts : array of ECPointPair
1: Initialise empty array image_pts
2: for each R in pts do
3: L P < DimTwoPointToECPoints(R, N1, N3, hadamard=hadamard)
4: Append P to image_pts
5. return image_pts

Indeed, using GluingLadder and BARY Components, we can obtain the barycentric coordinates [2°~" + 1]T3 and
[2¢7" £ 1]T5 that we can use as inputs of GluingEval together with T} and 75 in order to evaluate [2°~"]7T} and
[2°77 5.
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Algorithm 4.131 Firstlsogeny

Input: F;: ECCurve

Output: B: Dim2Structure

_ = =
» 22

13:

34:
350 |
36:
37:
38:

R e A A R ol S

FE5: ECCurve

T; : ECPointPair

T5: ECPointPair /[ (T, T%) are given by Equation (28)
e: Int /I Length of the chain

pts : array of ECPointPair of the form (P, 0) or (0, P»)

orders : array of Int

// Codomain of ®1: F4 x Fs — B

strat_pts : array of couple of Dim2Point 1 ®1([2°77|TY), @1 ([2°7 "] T%) for r € orders

image_pts : array of Dim2Point
k : length of strat_pts
Initialize a list orders « [e]
T, Tho < Ty
To1, T < Th
fori,j € {1,2} do
Initialize a list kerij_even « [T} ;]
Initialize a list kerij_odd « [0, ]
k<0
while orders[k] # 1 do
if orders[k] > 16 then
. n <+ |orders[k]/2]
else
. n < orders[k] — 1
fori,j € {1,2} do

orders[k + 1] + orders[k] — n

L k+—k+1

K, + ECPointPair(ker11_even[k],ker12_evenlk])
K5 < ECPointPair(ker21_even[k],ker22_evenlk])
B, I,15,U,M < GluingCodomain(E1, Eq, K1, K3)
K1, K12+ K;

Ky, Koo+ Ko
: fori e {1,2} do

for j € {1,2} do
. T,; + K; ; + BARYComponents(T; j, K; j, kerij_odd[k])
I; < GluingEval(T; 1 + K; 1, T; 2 + K, 2, I;, M, hadamard=true)
Initialize a list strat_pts < [(Hadamard([), Hadamard(1l5))]
I < Inverse(I)

: I « Inverse(15)
: for m from 1 up to k£ do

fori e {1,2} do
for j € {1,2} do
. K,;; +T,; + BARYComponents(kerij_even[m],T; ;,kerij_odd[m])
K; + GIuingEvaI(Km + Ti71, Ki,Q + Ti72, Ii, 1\4:7 hadamard=false) IIK; =
9A ((IM([T 7orders,m,“~1))

strat_pts[m] < (K1, K»)

orders|k] «+ orders[k] — 1

image_pts < [GluingEvalSpecial(P,U, M) | P € pts]

k+—Fk-1

return B, orders, strat_pts, image_pts, k

I/ 1 (P) for P € pts

kerij_even[k+1],kerij_odd[k+1] < GluingLadder(kerij_even(k], kerij_odd[k], T; ;, E;,n)
/l kerij_even[k] = [2° 7orders:kj“v{‘/ and kerij_odd[k] = [Qw—orders[l\] —1T;;

I I; = 041 (94(Ty))

4.5.8.1. Computing a (2, 2)-isogeny chain constructed from Kani’s Lemma. We recall from Section 4.5.4 that

Kani’s Lemma allows us, given as input one-dimensional isogenies ¢ : E; — E3 and o :

E3 — E5 between
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Algorithm 4.132 Isogeny22Chain

Input: E;: ECCurve

E5: ECCurve
T, : ECPointPair
Ty : ECPointPair /I (T1,T%) are given by Equation (28)
e: Int /l Length of the chain
pts : array of ECPointPair of the form (P;,0) or (0, P,)
verify : boolean // true if we use VerifyKernel at every step
Output: E3: ECCurve
E,: ECCurve // Codomain of ®: E; x Es — E5 x Ey of kernel {[4]T}, [4]T%)
image_pts : array of ECPointPair /| ®(P) for P € pts

: B,orders,strat_pts, image_pts, k < Firstlsogeny(E1, Eo, T1,Ts, e, pts)
: for m from Lup toe — 1 do

if orders[k] # 1 then
if m == 1 then
- U,V « ComputeConstants(B)
else
.| B,V « ComputeConstantsFromlsoData(U, 1, 2, Y1, Y2)
K1, Ky « strat_ptslk]
while orders[k] # 1 do
n « |orderslk|/2|
for i from 1 up to n do
K, + Dim2DBL(K,,U, V)
L K  Dim2DBL(K,, U, V)
strat_pts[k + 1] «+ (K3, K3)
orders[k + 1] < orders[k] — n
k< k+1
if m < e — 1 then
U, z1,72,y1,y2 < GenericCodomain(B, K1, Ko, verify_kernel=verify, hadamard=(m # 1))
else
U, x1,22,y1,y2 + GenericCodomain(B, K1, Ky, verify_kernel=false, hadamard=(m # 1))
strat_pts < GenericEval(strat_pts, U, hadamard=(m # 1))
image_pts < GenericEval(image_pts, U, hadamard=(m # 1))
orders < [r — 1 | r € orders]
k+—k-1

: B, i+ ComputeConstantsFromlsoData(U, x1, x2, Y1, y2)

: B3, By, N3, Ny + Dim2StructToECCurves(B, hadamard=true)

: image_pts « SplittingEval(image_pts, N3, N4, hadamard=true)
: return Fs, Fy, image_pts

elliptic curves Eq, F, E3 such that deg(¢1) + deg(p2) = 2°, to construct a (2¢,2¢)-isogeny ¢ : E; X Fy —
E3 x E4. DimTwoKanilsogeny implements this construction, using Isogeny22Chain as the main subroutine to
compute an HD isogeny as a chain of (2, 2)-isogenies.
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Algorithm 4.133 DimTwoKanilsogeny

Input: F;: ECCurve,
Pl, Q1 : (ECPOiI’]t)2 in E1 [26+2],

FE5: ECCurve,

PQ, QQ : (ECPoint)2 in EQ [26+2],

e: Int,

pts: array of (ECPoint)? of the form (Py,0) or (0, P,), /I empty if verification
verify: Boolean /l true if run during verification

Output: E3, F,: ECCurve
image_pts : array of (ECPoint)?,
valid : Boolean, false if evaluation failed,
: Ty « ECPointPair( Py, Py)
: Ty + ECPointPair(Q1, Q2)
o try
. Es, E4, image_pts < Isogeny22Chain(E1, E2, Ty, T, e, pts, verify)
except
. return L, 1, |1, false
return 3, F,, image_pts, true

I N

4.6. Ideal-to-isogeny translation

The goal of this module is to translate ideals into isogenies and conversely via the Deuring correspondence. We
recall the notations from Section 2.2.1. This section treats the isogenies starting from the curve

Ey:y* = 2%+ 2/Fpe,
whose endomorphism ring is isomorphic to
14§ 11k

OO:<17ivTa 2

This module introduces two main algorithms:

« ldealTolsogeny translates any left Op-ideal into the isogeny ¢;: Fy — E7 associated to I;
+ KernelDecomposedToldeal translates a 2/-isogeny® Ey — F into its corresponding left Op-ideal.

Note that these algorithms deeply rely on the fact that we use Ej as a starting curve, and will use some precomputed
data related to this curve.

4.6.0.1. Precomputation on . Henceforth, we assume that the following elements have been precomputed and
are given as implicit parameters to the algorithms introduced in the rest of this section.

(1) By = (Py, Qo) : ECBasisy, a basis of Ep[2/].
2) M;j,Mi;, M e M (Z /27 Z), three matrices describing the action of i, ?, and % on By as in
2
Eq. (2), so that, for example, (i(Py),1(Qo)) = Bo - M.

EndomorphismToMatrix computes the matrix Mg for a given endomorphism 3 € O.

Algorithm 4.134 EndomorphismToMatrix

Input: 5: QuatElem, g € Oq

Output: Mg: M(Z /27 Z), the matrix defining the action of the endomorphism 3 on (P, Qo)
I: x,y,z,t < CoordinatesOq ()
2: Mg < (8 g) + yM; + ZM(i+j)/2 + tM(H_k)/Q
3: return Mg

6given by its kernel
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4.6.1. Translating any left Oy-ideal via |dealTolsogeny

Ideal Tolsogeny takes as input a left Oy-ideal I and returns the isogeny p;: Ey — E} associated to I. The isogeny
7 is returned as an efficient representation in the sense of [Wes24, Definition 1.3], which is convenient for our
algorithmic purposes. In practice, IdealTolsogeny returns its codomain E; and the image (p;(FPp), v1(Qo)) of a
basis (Py, Qo) of Eo[21].

IdealTolsogeny proceeds with the Qlapoti method introduced in [BCE+25; PR23] and recently improved in
[DLS26]. It first calls a sub-algorithm that we call Ideal TolsogenyNormEquation to find two left Og-ideals I1, I ~
I of odd norm and such that

IdealNorm(I;) + ldealNorm(I2) = 2¢, (14)

with e < f. For technical reasons related to 2-dimensional isogeny computations, we set e := f — 2.

The second step of IdealTolsogeny is to compute a (2¢,2¢)-isogeny EZ — E; x E’ obtained by applying
Kani’s lemma [Kan97] (see also [MMP+23, Theorem 1]) as follows. Let ¢1: Fy — Ej and po: Fy — Ej be the
isogenies associated to 17 and I5 respectively and consider a commutative diagram:

1
B ——— Ey
(> O P2
¥1
Ey —— E;
where 11 and v have degrees Ny = ldealNorm(I;) and N5 := IdealNorm(I5) respectively (these isogenies are

meant to make the diagram commute but are never computed). Then Eq. (14) (N7 + No = 2¢) and Kani’s lemma
ensure the existence of a (2¢, 2¢)-isogeny:

<1>::< w1 QQ);E§—>E,><E’7

—Y2
written as a matrix because it acts on points by matrix-vector multiplication on the left as follows:
(P, Q) = (p1(P) + 92(Q), —92(P) + ¥1(Q))- (15)

The 2-dimensional isogeny ® can be computed from its kernel, given by:
ker(®) = {([N1]P, @2 0 1 (P)) | P € Ep[2°]}.

Knowing I; and I, it is easy to evaluate P2 o ¢; as follows. Indeed, since I;,Io ~ I, one can find
B1,B2 € Isuchthat [} = IB;/N and Iy = Ij33/N with N = IdealNorm(I) (in practice 31, B2 are outputs
of IdealTolsogenyNormEquation). By the Deuring correspondence (see [Dar25, Lemma 1.2.24]), we then have
D2 001 = 19(f), where 6 == 3281 /N € Oy and 1 is the standard isomorphism Oy — End(E). We then have
ker(®) = ([4] Ky, [4] K2), where Ky = ([N1] Py, 10(0)(Pp)) and K := ([—N2]Qo, t0(0)(Qo)) form an isotropic
subgroup of £2[2f]. The points K; and K are easy to evaluate with EndomorphismToMatrix. Then ® can be
computed from the inputs Ey, K7 and K5 with Isogeny22Chain.

We now explain how to obtain the desired representation of ¢; from ®. One can easily extract E; from the
codomain of ® output by Isogeny22Chain. It remains to explain how to obtain (¢;(Fp), ¢1(Qo)). Using the fact
that I; = I3, /N and [Dar25, Lemma 1.2.24], we get that [N1]¢r = 1 0 19(31), so we obtain

or(Po) = [vi]p1 0 wo(B1)(FPo) and  ¢r(Qo) = [v1]e1 0 to(B1)(Qo),

where v = N1_1 mod 2/ and ¢1(Py), v1(Qq) can be obtained from Equation (15) with P = Py or P = Qo,
and @ = 0.

4.6.2. The norm equations and prerequisites
This section deals with the norm equation part of our IdealTolsogeny algorithm. The final goal of this section is

to describe the Ideal TolsogenyNormEquation algorithm which is exactly the Qlapoty improvement to the original
Qlapoti algorithm introduced in [DLS26].
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4.6.2.1. Two-dimensional lattices. This section deals with two-dimensional lattices, which are identified with
2 x 2 integer matrices. First, we define a type for Z>.

Definition 4.6.1. The type VecTwo consists of a pair (a, b) of Int.

The natural operations on Int naturally extend coordinate-wise to the elements of VecTwo. Moreover, we
define the additional operations:

Algorithm 4.135 Norm(VecTwo): Int

(a,b) — a® +b?

Algorithm 4.136 InnerProduct(VecTwo, VecTwo): Int
(a,b),(c,d) — ac+bd
Definition 4.6.2. The type LatTwo consists of the tuple a, b, ¢, d of Int representing the matrix <Z Z)

The usual vector-matrix multiplication of v: VecTwo and M : LatTwo is written v - M. We also define the
following operations:

Algorithm 4.137 Determinant(LatTwo): Int

Algorithm 4.138 Comatrix(LatTwo): LatTwo

a b .
c d
Algorithm 4.139 LatToBasis(LatTwo): VecTwo, VecTwo

(“ Z)r—) (a,b), (¢ d)

c

Algorithm 4.140 BasisTolLat(VecTwo, VecTwo) : LatTwo

(a,b), (c,d) (Z Z)

4.6.2.2. Main loops. Following the presentation made in [DLS26], the Ideal TolsogenyNormEquation algorithm
can be divided in two main loops that we present below as the LoopOne and LoopTwo algorithms. There is also
a DivideMinima algorithm that will be required in some special case to ensure that the LoopOne algorithm can be
run smoothly.

4.6.2.3. The norm equation algorithm. We now have all the necessary building blocks to introduce the
IdealTolsogenyNormEquation algorithm. It essentially consists of running the LoopTwo sub-algorithm on the
output of the LoopOne step. If no solution is found, we simply run LoopOne again to rerandomize the input to
LoopTwo.
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Algorithm 4.141 Compute2DLattice

Input: N: Int positive
a: QuatElem with GCD(Trace(«), Trace(ia),2N) =1
Output: A: LatTwo, kernel lattice of (s, t) — Trace((s + it) - ) mod 4N
(s1,t1): VecTwo with Trace((s1 4+ it1) - ) =1 mod 4N

1: a + Trace(a)
2: b+ —Trace(ia)
3: gq < GCD(a,4N)
4 a +—afg,
5: ¢« (a’~' mod (4N/g,))
6: ¢+ —b-c mod 4N/g,
c Ya
7 A~ IN/ga 0

8: k,u,v < XGCD(a,b)
9: q,w,:. i+ XGCD(k,4N)
10: return A, (wu mod 4N, wv mod 4N)

Algorithm 4.142 ComputelatticeAndReduce

Input: N: Int positive
a: QuatElem with GCD(Trace(«), Trace(iar),2N) = 1
Output: A: LatTwo, reduced basis of the kernel lattice of (s,t) — Trace((s + it) - ) mod 4N
(s1,t1): VecTwo with Trace((s1 + it1) - ) =1 mod 4N
a < Trace(a)
b« —Trace(ie)
ga < GCD(a,4N)
a +— a/ga
¢+ (a~! mod (4N/g.))
¢4 —b-¢c mod 4N/g,
A, B,C, D <+ LatReduction2DZ(4N/g,, ¢, ga, BitLenNormEqInput2DLat)
A C
B D
9: k,u,v < XGCD(a,b)
10: q,w,: |+ XGCD(k,4N)
11: return A, (wu mod 4N, wv mod 4N)

A T

8 A«

Algorithm 4.143 ComputeSmallSolutions

Input: N: Int, positive
A: LatTwo, kernel lattice of (s,t) — as + bt mod 4N
A: Int with GCD(A,2N) =1
(s1,t1): VecTwo with as; + bt; =1 mod 4N
d: Int
Output: (s,t): VecTwo smallest (s, t) such that A(as + bt) = d mod 4N
. p < Modularlnverse(\, 4N)
c v (—p-d-sy mod AN, —p-d-t; mod 4N)

vy-Comatrix(A) | A
Determinant(A)

s (s,t) v — vy
: return s, t

1

2

3 Ve { // Babai’s rounding algorithm
4

5
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Algorithm 4.144 OneStepReduction

Input: vg,v;: VecTwo with Norm(vg) < Norm(vy)
Output: v} : VecTwo with Norm(v}) < Norm(vy) and (vg,v1) = {vg,v])
1: ng < Norm(vg)
2: m « InnerProduct(vg, v1)
3. q < [%—‘
4

. return v, — qug

Algorithm 4.145 ReduceGivenMinima

Input: A: LatTwo
w: VecTwo, with w € A of smallest norm
Output A’: LatTwo representing the reduced basis of the lattice A

1,a4, —as « XGCD(CLl, CLQ)

Vg (CL3,CL4) -A

vy < OneStepReduction(w, vy)
return BasisTolLat(w, va)

A

: (a1,a2) < w - Comatrix(A)/Determinant(A) I ay

, a2 should be coprime integers

/l aras — asasz =1

/] w, v2 is another basis of A
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Algorithm 4.146 LoopOne
Input: N: Int, positive
B1: QuatElem with 81 € O,
a,b: Intwith0<a<b
(50,t0): VecTwo smallest nonzero element in the kernel lattice of Trace((s + it)3?) mod 4N
prngg.s: PRNG
Output: ag: QuatElem with ag € Og (3, N)
A LatTwo reduced kernel lattice of Trace((s + it)ag) mod 4N, with its first minimum at least /N /2
(s1,t1): VecTwo with Trace((s1 + it1)ap) =1 mod 4N
1 4« GCD(So,to)
2: w <+ 8o + ity

3: while true do /I Loop 1
4: if b < 5 then

S: ‘ c3,cq4 1,0

6: else

7: cg < SampleFrominterval (fM], | Vb, prngdef)

8: if [\/max(0,a — c2)] > | /b — c2| then

o: _ continue

10: c4 < SampleFrominterval (f\/max(o7 a—c3)], Vb -3, prngdef)

11 if c3 == ¢4 mod 2 or GCD(c3,¢4) # 1 then

122 continue

13: | if Vb — y/a > log(N)? then

14: if ged(c3 + 3, N) # 1 then
15: | continue

16: else

17: L if ged(c3 + c3,¢) # 1 then
18: | continue

19: Ze < C3 +icy

20: while GaussGCD(z;,w) ¢ {1, +i} do
21: L v + GaussGCD(z,,w)

22: 2o + Z - y? /Norm(7y) Hn(y) =~y
23: g — 2o - BT

24: a,b,c,d, e +— CoordinatesB(ao) /I e must be equal to 2
25: a < a mod 4N

26: b<+ b mod 4N

27: ag < (a+1ib+jec+kd)/2

28: A, v1 + Compute2DLattice(N, ayp) /I A unreduced at this point
29: (80 + ito) — 20 (80 + ito) I (s0,to) should be the smallest nonzero element of A
30: A + ReduceGivenMinima(A, (so, o))

31: return o, A, vy
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Algorithm 4.147 DivideMinima

Input: N: Int, positive
B1: QuatElem with 5! € O,
a,b: Intwith0 < a <b
(s0,t0): VecTwo smallest element in the kernel lattice of Trace((s + it)3?) mod 4N
Output: ~': QuatElem with v/ € Oy(p!, N)
a b Intwith0 < a’ < b
(sh,th): VecTwo smallest element in the kernel lattice of Trace((s + it)y!) mod 4N
o GCD(So,to)
Let g be the smallest integer such that 59 > log* N
5" < GCD(59, ¢1)
86, t6 — S()/E)h7 t0/5h
if 2s) — t;;, # 0 mod 5 then // 2 — i does not divide s{, + it
C(shith) (240 (sh ity (240)- BT
else
Cosp ity (2D (s +ith), T — (2 - BT
a 5" -a, b 5" b
return v/ o/ b, (s}, )

R A A ol S

_
=4
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Algorithm 4.148 LoopTwo

Input: e: Int, positive
N : Int, positive
ag: QuatElem, with ap € Op\ Z[i, j] and Norm(cg) = 0 mod N
A: LatTwo, kernel lattice of (s, t) — Trace((s + it)ap) mod 4N
(s1,t1): VecTwo with Trace((s1 + it1)ap) =1 mod 4N
Output: [1, 52 QuatElem, with 81, B2 € Og(ag, N) and Norm(31) + Norm(B2) = N2¢
: 19 + Norm(ag)/N
0+1
. if rg == 0 mod 2 then
L0+ 3
p——1 // test odd solution only
: while p < /272 /rg do /' Loop 2
W= p+2
if gcd(2N, 1) # 1 then
_ continue
d <+ 2¢ —2u’rg — pN
(s,t) < ComputeSmallSolutions(N, A, i, (s1,t1),d) // (s,t) such that Trace((s + it)ao) = 2°—2u rg — 6N
(mod 4N)
12: if s =1t (mod 2) then

B AN o e

—_ =
—_ o

13: | continue // Ensure z =1 mod 4
14: a + Trace(ag), b < —Trace(iag)

15: k < (2¢ — 2u%rg — pas — ubt) /N

16: 2 2k — % — 2

17: if 2z < 0 then

18: | continue

19: sol « Cornacchia(z)

20: if sol == 1 then

21: | continue

22: (Se, te) < sol

23 if s. £ s (mod 2) then swap s, t.
24: a1+ (sc+8)/2, b+ (t.+1)/2

25: as < s —aq, by <t —b;
26: [31 — N(a1 + ibl) + uog, ,82 — N(az + ibg) + pog
27 return S, B

28: return L
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Algorithm 4.149 |deal TolsogenyNormEquation

Input: J: Inertldeal /1 left Op-ideal
e: Int
prngges: PRNG
Output: 3 : QuatElem, contained in J // Suitable solution of nrd (1) + nrd(f2) = 2¢ - IdealNorm(J)
dy: Int // dy = nrd(B1)/ldealNorm(.J)
6: QuatElem /10 = B2 /IdealNorm(.J)

(N, (x,y)),~ < SmallestEquivalentldeal (J, prngg.¢)

B?(N) <+ N/2, B3,(N)+<+ 5N/2, B2(N)+<+ N(2°"3 —16N)/p

Bl ez +iy+ 3

A, < ComputeLatticeAndReduce(N, 57)

v, < LatToBasis(A)

A« Norm(wvp)

if \l <2B2%(N)/B2(N) then

L raise Exception (“ldeal TolsogenyNormEquation failed: the input ideal is among the bad inputs™) // see
Section 9.4

9: a + B2(N)/M

10: b < min(B2(N)/2, B3,(N)/\])

11: if vb — /a < log®(N) then

12 B%,a,b,vy < DivideMinima(N, 31, a, b, v)

13: while true do

SR AN S

14: g, A, v1 < LoopOne(N, B, a, b, vo, prngyes)
15: sol « LoopTwo(e, N, ag, A, v1)

16: if sol # L then

17: 61, [32 <+ sol

18: dy + Norm(Bl)/N

19: 0 < Mul(Bs, Conjugate(f1))/N

20: b1 Mul(B1,v)/N

21 | return 3y, d;, 0




90 4. SUPPORTING ALGORITHMS

4.6.2.4. The ideal-to-isogeny algorithm. Now that the IdealTolsogenyNormEquation sub-algorithm has been
specified, we are ready to detail the full ideal-to-isogeny translation.

Algorithm 4.150 Ideal Tolsogeny

Input: 7: Inertldeal /1 eft Op-ideal
prngyes: PRNG
Output: E;: ECCurve /I Codomain of p;: Ey — E7 corresponding to /

Br = (¢1(P), v1(Qo), v1(Po — Qo)) : ECBasisy // Tmage of the basis By of Eo[2f] via pr: Eo — Ej
. P1,d1, 6 < ldealTolsogenyNormEquation(I, f — 2, prng.s)
D dy 2f=2 _ dq
. v1 + Modularlnverse(d;, 2/)
Vo < Modularlnverse(dy, 27)
ey 1 - (1 — vy -2/72) mod 2/
My < EndomorphismToMatrix(0)
(T1,2,Ts.2,)  ActOnBasis(By, My - (g 2))
: Mg, < EndomorphismToMatrix(/1)
: (P1,Q1,R1) < ActOnBasis(By, v1 - Mg, )
: Uy < ECPointPair(Py,0)
: V1 < ECPointPair(Q1, 0)
12: W7 < ECPointPair(R1,0)
13: Ey, ,(U[,V],W[), — DimTwoKaniIsogeny(Em(PQ,QO),EO,(TLQ,TQ’Q),f—27(U1,V1,W1),:Ealse)
14: Pr,i i« U;g
15 Qr,i i<V
16: R],. «— Wy
17: return Ey, (Pr,Qr, Ry)

I A Al

—_ =
—_ O

4.6.2.5. Kernel-to-ideal translation. For the challenge computation, we are going to go the other way around,
and compute an ideal from the kernel of the corresponding isogeny. This gives the KernelDecomposedToldeal
algorithm below.

Algorithm 4.151 KernelDecomposedToldeal(e, ¢y, ¢2)

Input: e: Int, positive
¢1, ¢2: Int, defining a point [¢1] Py + [c2]@o on Ey of order 2¢ generating the kernel of an isogeny ¢

Output: [, : GenericOgldeal, the left Oy-ideal of norm 2¢ corresponding to ¢

I: Mg <+ M; + M#

2: [dl, dQ}T +~— M, [Cl, CQ]T
C1 d1
c2 dp
4: [a, 0] M "Mj[cy, eo)T
s o a+b(j+ k) —i
6: ' + Mul(a, 1 +1)
7
8
9

3 M+

. t,x,y,z + CoordinatesOg(a)
sy 1
el e
10: ift =0 mod 2and x =0 mod 2andy =0 mod 2and z =0 mod 2 then
11: Y (1 — i)
L a+—a' /2
e e -1
14: I + InertGenToldealPowTwo(e’, a)
15: return (v, I)
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4.7. Precomputed values

General Scheme Parameters. The following table gives the constants used as general scheme parameters.

TaBLE 8. Global parameters

Constant NIST Level Formula

I 111 \Y%
A 128 192 256
P See Chapter 5
f 324 500 664 DyadicValuation(p + 1)
Dmix See formula next_prime(p - 22*)
Ersp 196 302 400 1+ [F(A+2-logy(p))]
Drep 9195 9301 9399  gesp—1

Quaternion Computations. Table 9 gives the constants wused in quaternion computations:
RandomldealGivenNorm, EquivalentCoprimeldeal, UniformOgClassSampling. Precise requirements on
RICofactor and EIBox can be found in Section 9.3 while a precise requirement on D, can be found in Sec-
tion 8.1. Table 10 gives the constants used in lattice reduction. Most of them are as defined Table 7. We also provide
the three matrices M;, M e M ik My (Z /2/ 7), discussed in Section 4.6, describing the action of i, %, and

13k on the basis By = (Py, Qo) of Eo[27] provided in Section 4.7. Given an endomorphism a € {i, 5, 11k}
and a point R € {Py, Qo }, we provide a,(R) and b, (R) such that a(R) = an(R)Po + bo(R)Qo.

TaBLE 9. Global constants for quaternions

NIST Level

Constant Formula
I I \'
Drix See formula next_prime(p - 22})
ElBox 15 19 22 See Section 9.3 and Algorithm B.2
ElBoundIteration See formula (EIBox + 1)*
BoundlterationRBE 1490 2235 2979 [11.636\], see Section 9.5
RICofactor 2146 1 85 2220 4 217 2286 1 43  See Section 9.3 and Algorithm B.3

The following table gives the constants used in lattice reduction. Most of them are as defined in Table 7.
NIST-I:
a;(Pp) = 0xaa13b93638dd194£d68b1539d6abf5d9b354d65dc452cb133526024d24£509054322

bebb5e60469e6d
bi(Py) = 0x6f28bcabec2b4a7959ccb5bab7dfe600d895b73a5d9601a7872106a16d914e980822
b261335eac3c7
a;(Qp) = 0x72880b5ef20ea83fdeabca9028ef5£98c46323737adbfaaee70ab3f7¢c91113c33ech
9680df262c1ba
bi(Qo) = 0x55ec46c9c722e6b02974eac629540a264cab29a23bad34eccad9fdb2dblaf6fabedd
414a19fb96193
aE?(fb)::0x6a13b93638dd194fd68b1539d6abf5d9b354d65dc452cb133526024d24f5090543
22bebb5e60469e6d
b%?(fb)::0x2f28bcabe02b4a7959ccb5ba67dfe600d895b73a5d9601a7872106a16d91499808
22b261335eac3c7

ai+; (Qp) = 0x6b2c1612e9a155d2354a0c298fbdas84a8ac3bc3e79£353710cb265402e5932993e
2
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ef75c3f1776cfbl

bi;j (Qo) = 0x95ec46c9c722e6b02974eac629540a264cab29a23bad34eccad9fdb2dbOat6fabe
dd414a19fb96193

a1tk (Py) = 0x400000000000000000000000000000000000000000000000000000000000000000
000000000000000

b% (Py) = 0x800000000000000000000000000000000000000000000000000000000000000000
000000000000000

a%(QO) = 0x956eabfde7e1992ee8479e670e9e64c686286686f98320cf2dd0fa934fa70b3118
32ad4399bb2642b

b%(QO) = 0xc00000000000000000000000000000000000000000000000000000000000000000
000000000000001

NIST-III:
a;(Py) = 0x19d£28£2d7c316d855ea0387774de81d709d04122bb6b5af370731324d939a71e8de
3d5c3£3dcd5435decdb5b34£d7df75c4974c8e9£38892£96a886b93337
bi(Py) = 0x7b5cb2bffd3cdad392e812fddb0ad3069068975a3bbad3a9d2d541657a4135bb87a7
d28fb0a4bfbe40058ee7e771e81ba39cb86cd2£81d85637b2429e45b1
a;(Qo) = 0x89c9cf0b50897b57bf5123c0373656bc39bab67872b0b2aa634d9f fe5b079a8fe17d
e4982bb45ebb9c041d980d025716c40df3b18e4122061e1c20c£d028e
bi(Qp) = 0xe620d70d283ce927aal5fc7888b217e28f62fbedd4494a50c8f8cecdb26c658e1721
c2a3c0c232abca2132a4cb028208a3b68b37160c776d069577946cccO
Qi (Py) = 0xb95bb56bf47896dab06ed42f9eedbdb788229e897£4106826462b3d1a3bed13df9
0bb1a7d8b6265177e3a0cbadff6c32cd8a625fba936bal3fb0277f4caalb
bi%j (Po) = 0x1c8f9bc081cb2a250d69b37c95£c3a287009b6cd26ad413a4e4d12£392b9d7a326
8c209525d172e395e€1243d637ec4e5d46125b14570911b920al13ce3bid
Qi (Qo) = 0x30c2adafbf1ael7fb29940d7fecac87357£40e25fc488b8e1475£960571ec63£97
£c25dc7bb8599bc9eb8a849033ed12¢c936595£41b30a8042771£896¢893
(Qo) = 0x462442940b876925af912bd0611b4b4877dd617680bef97d9b9d4c2e5c412ec206
£44e582749d9ae881c5£345b0093cd32759da0456c945c04£d880b355eb
CRESS (Py) = 0xbedcfe02£20371879999c9e4d43a981f0ccd3bfd9aee73c672a79b3553061e04be
4c531caaad446896a8f£8£1735773d14be2465£086ebaf8e828446df9da
b# (Py) = 0xe42b9a2f410164c0d99f2d25fff06e2a95efe7eale8d77fcd187a45b43496df668
6cd3fe04d3b572f54d5faca3f8145d9cf9¢cd3d7736d£50149cef1b7£72a
a%(Qo) = 0xbea8£8c70930891e933d02de870£c99402c6830b487aa2c756e74a3c4d5dfb9869
7451a39b37c2440fe791ecc666cdebc258d2c5446976573bde00df9deef
b%(Qo) = 0x41b301£d0dfc8e786666361b2bc567e0£332c40265118c398d5864caacf9elfbdl
b3ace35552bb9769570070e8ca88c2eb41db9a0£791450717d7bb920627

bi

T

J

)

NIST-V:

ai(Po) = 0x5769e03941e3989403b9d6ad109a35c31a5a335d3957ad7bc3ca79ef308fcb6eb7efa
724a347ad3a37fb4a028cf17188c7a9b180£19d0db447cd0ab61bb6007ad70e3931281d



bi(Py) = 0x2667£5883cc14096fbb5adfd2581e2709f1£2b0c28e3758884e3d634c8fc74e1bb30
3a7ada0ed30beb50ea61c28493978ddd7e3£a9c73b24e1729721541b48dd21c28396888

a;(Qo) = 0x92695c791320436b2dcc1165406££9075e12a388472b861b19eb864£692dc5£5d323
747965a4972659£612d6588£31b2bf857b7£9677a33cf50fe64632fa69d33caf9013d8

bi(Qo) = 0xa8961fc6belc676bfcd62952ef65ca3cebabcca2c6a852843¢c358610c£7039148105
8db5cb852c5c804b5£d730e8e7738564e7£0e62f£24bb832£59e449f£8528f1c6ced7e2

4.7. PRECOMPUTED VALUES

58£27b207c4173£e74599f4867ed

3e5013c8c0924846£7e4a6£8cd0f

6c994909£501a4c2fac05399d40a

a70d84df83be8c018ba660b79813

aiv; (Py) = 0x759928b8b41d5¢c6£920e6eb471a372c72654c241ad66cfd5220238c18dd7dc79a
2

9b3c6150773505fafff7dacba7e00e590f6d4d62838e6e904065¢c2417eebbec6c6c83
735b4dbacce99c513fe86c8899ad796fb

biti (Py) = 0x630a295245ac4379ce2d7df573c52bde423f ce6da9lc35c4b9bbbbe2b3eab4ab032
2

@ity

J
2

0ddb53ccebbcfccec77a41b082cd8646£938b27c53664602d021b81291ae116d45422
6e263fc8003c89f5654ac4a2cda70da3

(Qo) = 0xdf8abb0078b73e715744bbaf64dccd3c4abal3cab3850a96117a706d8f 7b9b86bdd

a8e2d09da648b8e0ee8abdbObe9f0050b361fad2f2046ac9£d0842597371£9c5a7d8
099fb3102253bd1b87d6cal56b8802ed

bi+; (Qp) = 0x8a66d7474be2a3906df1914b8e5c8d38d9ab3dbe5299302a51dfdc73e722823865
2

64c39eaf88cafa0500082534581££1a6£09229d7c71916£bf9a3dbe811941393937¢c
8cadb45331663aec0179377665286905

algk(fb)::0x20926b15f5cd2cc369¢221e1494a8cf3d3ff5dc5b4aa94497e7c26aee7b69c37c0

ad6d23b79dec89e40c7c2¢c1717dbc2428d7e63£675850e8e5£96b£f570d6cbd77£c67
54c963b4al13105a61e9bac89d22a47be

b1tk (Py) = Oxdeb2eleec836854510bafd317662682a97f3a48ad3a0588ad9cce3589862e611ch
2

b13d455e96115943135e912dd3321fb25a756321def983a33fa9adb4e26cb14306c3
498e657cb45736f8eaacadc60ebdalce

a1+x (Qp) = 0xf0dfb117c1968ae4f03£689f40a410931eae6301£7137e2cebf f2bbdb284acc881
2

a9ef435ea675b2cf0e79b549690b09ddb8c498b0250157587349a83bf c480f£8e03d
7d2a58fb8daefObcal9a3fe819494e9b

b1tk (Qo) = 0xdf6d94ea0al32d33c963ddeleb6b5730c2c0022324b556bb68183d951184963c83f
2

Elliptic Curve Computations. The following table gives the constants used in elliptic curve computations.

5292dc486213761bf383d3e8e8243dbd72819c098a7af171a06940a8£29342880398
ab369c4bbecefab9e16453762dd5b843
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We now describe the basis By = (P, Qo) of Eg[2/] for each of the three parameter sets, by providing their =
and y coordinates as IF > elements. The algorithm used to generate this basis is given in Algorithm B.1. Here, an
FF,2 element z is described by z[0] and z[1] such that z = z[0] + i - z[1] where Fj2 = F,[i], i* = —1.

NIST-I:

x(Pp)[0] = 0x2£5794ac8c12fd0aadeeccelef59¢c845e644efb1d83bfe12d9d1144badb77c74£532

d79d7af17bc4d3
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TaBLE 10. Global constants for lattice reduction

Constant NIST Level Formula
I I A%

BitLenNormEqInput2DLat 163 252 334 %logQQﬂ
BitLenCornacchialnput 652 1008 1336 2log,(p)
BitLenSkChall 463 641 805 A +logy(p)+ 2log, EIBox
BitLenCommitSkChall 669 1026 1354 2log,(p) + 4log, EIBox
BitLenDegMix 582 888 1180 logy(p)+ 2
Z2_thresh 30
Z2_window 63 2.Z2_thresh+ 3
Z2_thresh_gram 29
Z2_window_gram 61 2.72_thresh_gram+ 3
Zi_thresh 27
Zi_window 59 2-Zi_thresh+5
Up_Shift 3

Constant M Formula

I O v
TORSION_2POWER_BYTES 41 63 83 [f/8]

x(Pp)[1] = 0x1£5213ad2a961e68b62dd1e7a52f8a3773a68fca0fd2de384700119ccad18£953972
69898753ba602e
x(Qp)[0] = 0x17££26£770aaa7aad8966aedb5ef8c28b0849e0672cad88a3484a008019f4bf11279
512257b1a6385b
x(Qp)[1] = 0x1da20dc6de567fd2bf17e29fadadc8ad2bef024ed5030c5fac90d216a62228926fchb
ee6d95945b36bb
x(Py — Qp)[0] = 0x275c77d2683d4be786£fc592d13cc1598380dff1eadcd3a970566b6c0cc71baa89ed
Tb974c9fcbeleb
x(Py — Qp)[1] = 0x8bb9£f6e£00d5a29d48266c7948£50f 1d4ad6a02848ff466134678bc02ad9aedbb651
4fbcbbef7a427

NIST-III:

x(Pp)[0] = 0x9fafe5085fcb1f13d5e487£010c8026abe233871b01f4a3587£06737f9bc686ba009
922e2d459ec8£149c4c4083604e7842a612b6£d£8180025cdeb187b4cO

x(Py)[1] = 0xc42a516ef3cf80d3e2e7a2d88fabale46785ddce14f 150££4d204a43d47ad8d01940
b2eba9aaac28b7198e48ed9281128£5782cdd197£48cddfbffe867063d

x(Qp)[0] = 0xbce91be61859cd3ddcd3£8408657d1d43c6£2764437e66e96371e74bcdb725£0cb99
b58b09a91e872afcebb4608219f68aa3572c70ef5e6e654099bfc8aal9

x(Qp)[1] = 0xa48c9987de3810adbf0813505a561e134£31d64466875£90e21dd7c6b44eb81bedOe
58d70ebd39£d9443a7523049993bd75145d72ec8£52be58b7086fffbe8

z(Py — Qo)[0] = 0x2a3165c5061348beca06a8b4316633e6£b8L64fc96a2354b8fa271a9f539a4d336ee
88clOelaba22debebl125da3ddc872cc0a91ab5277c7aaf98ffc3d75e2d34

x(Py — Qp)[1] = 0xb27e86c1leff34ce8995a3b707£152e907a662f fecT7e5df6ff23b36e£3329fblebd12
£2b2b£3459806£7905d73a8287e41c04b3936734761950daca2d3b3b4f
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NIST-V:
x(Pp)[0] = 0xb66b93a89067320d7e33340c53b6b986c1bbb905054419c400e5458a8655c166345a
bc1e4d70516e0dfcd03f7cbca2a87dabef003f9301aale3a662f2db25e00£57345faa3
48b8c78d403891c85677b4b8d62ce
x(Fbﬂl]=:OX900dO4C251411f3b986fc8bc618b7d4caefb2a31C23blcd9f86fcfb86b114bf6f99e
19bca9fdd6e150b8fcca7eb7c7b71ldceeallabff9da7dbab00eb5d6e1dbe6b449796c96
b4f2f£5a5bf4e3cb04973bc3£db8c9
x@QOHO]::Oxf4f3311a4df85d112f2ec580f3f677f1d80¢2105cf9e7dea9f8b06d3b412aa14a0e1
dlae2dbf8b5d8fca950f0d355fa25cd98e4e14d58df00ada18c8453d45702ad7b8188d
55a8df97c0dc87782f17e9e99452¢
x(Qoﬂl]::Ox2b3e8126b1983e58e41e2ed4ef551b7f4617364b1CBf04f072d50e9d7795ae2ecedf
5d924fe21e881a085764064bc175daa0308£13d6a1b760378c23aa4c912fe365ce0d56
73b4edf297440304£2c1415d2b502
x(Py — Qp)[0] = 0xb7a63£245737a562b92dffd7dfbb01b2b26578a58c10599d2a038a3c1368d621a7ab
ab114c1336¢c36faedb544fcc60c309f3aa7bd5ba91243¢c2867d9¢cc148d149¢cc30875£71
35401845fdf094f0c56fbcaa884df
x(fb-—(&ﬁ[ﬂ = 0x8eaba35b9423ca6607d04834431cb960256b15f473eacd2d1e116c8df428£29de9fb
db889dfbf41b4c8b8c88cbb79e2fa036ef0ccbace710007ad97ea49709550e421cebel
5173570£007d672b77b1d4£027568



CHAPTER 5

Parameters

5.1. Parameter requirements

Each parameter set consists of a prime p (the characteristic of the finite field) and a security parameter A. All other
parameters can be deduced from p, A\, and the above specification (Section 4.7). The prime p is selected under the
following considerations:
(1) We restrict to primes p = 3 (mod 4), which significantly simplifies implementations and is beneficial
for fast field arithmetic over 2.
(2) The prime should be of the form p = ¢ - 2/ — 1 with ¢ as small as possible; it is also desirable that ¢ has
small Hamming weight.

5.2. Parameter sets

In this section, we list parameter sets for the NIST-I, NIST-III, and NIST-V security levels. A parameter set
consists of a targeted security parameter \ and a prime p. For convenience, to make the values of f and ¢ such that
p = c- 27 — 1 explicit, we denote p = ¢ - 2f — 1 by Df.c-

NIST-I:
A =128
pa2az =3-2%1 —1
= OXf ffffffffffffffffFfffFffffffffffEfffffffffFfffFFEfFFffFFffFFEfFFLLffoes
TEEFFEEEES
NIST-III:
A= 192

Ps00.27 = 27-2°90 — 1
=0xlaffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff£f
ffffffffffffffffffffffffffffffffffffffffffffffffffffffff

NIST-V:
AV =256
Peea.1r = 172000 —1
= 0x10ffffffffffffffffffffffffffffffffffffffffffffffffffffffEFEFEFELFLFEFEFESSE
ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffEFfEFE£ES
ffffffffffffffffff

Note. To stimulate research in the security and optimization of SQIsiGN, we collect in Appendix P a list of alternate
parameter that may turn out to better fit NIST’s security targets.
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CHAPTER 6

Encodings and Data Formats

TaBLE 11. Constants for encoding

Constant NIST Level Formula
I 11 \Y

FP_ENCODED_BYTES 41 64 84 [logy(p)/8]
CHALLENGE_BYTES 16 24 32 \/8
RESPONSE_BYTES 25 38 51 [(ersp +2)/8]
PUBLICKEY_BYTES 83 129 169 1+ 2-FP_ENCODED_BYTES
SECRETKEY_BYTES 270 417 549 PUBLICKEY_BYTES

+ 3 - FP_ENCODED_BYTES

+ 4 - CHALLENGE_BYTES
SIGNATURE_BYTES 200 306 406 2+ 2-FP_ENCODED_BYTES

+ 4 - RESPONSE_BYTES
+ CHALLENGE_BYTES

For the purpose of transmitting the mathematical objects involved in the signature scheme over the wire, we
have to specify how they are encoded into bytes. The following types of component objects are involved:

Elements of I, are encoded as unsigned integers between 0 and p — 1 (inclusive), in little-endian order,
using FP_ENCODED_BYTES bytes.

Elements of > are encoded by encoding the real part followed by the imaginary part, as IF,, elements.
Elliptic curves y? = 23 + Ax? + x are encoded by their Montgomery coefficient A € Fpe.

Hints for accelerating deterministic basis generation are encoded as a pair (ha, h), where the quantity
ha is either O or 1 and h is a 7-bit integer. A hint (h 4, h) is then encoded as one byte with value h 4 + 2h.
Integers in Z are encoded in little-endian two’s complement representation; the number of bytes is fixed
on a per-instance basis by the specification.

2 x 2 integer matrices
a b
c d

are encoded as the concatenation of the encodings of a, b, ¢ and d, in this order.
Inert ideals are encoded as tuples (NN, z, y) where each component has size FP_ENCODED_BYTES bytes;
N is the norm of the ideal and x, y are the coefficients defining the ideal as described in Chapter 3.

Public key

The public key is encoded using 2 x FP_ENCODED_BYTES + 1 bytes as follows:

The first 2 x FP_ENCODED_BYTES are the encoding of the public curve E, produced by SQIlsign.KeyGen.
The last byte encodes the hint obtained by running TorsionBasis ToHint on .
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98 6. ENCODINGS AND DATA FORMATS
Secret key

The secret key is encoded using 5 x FP_ENCODED_BYTES + 4 x CHALLENGE_BYTES + 1 bytes as follows:
 The first 2 x FP_ENCODED_BYTES + 1 bytes are the encoding of the corresponding public key, as detailed
above.
o The following 3 x FP_ENCODED_BYTES are the encoding of the secret ideal Iy computed in
SQlsign.KeyGen.
o The last 4 x CHALLENGE_BYTES encode the change of basis matrix from the public basis (P, Qpk) to
the secret basis (Pak, Qsk) on Ep, computed using ChangeOfBasis during SQlsign.KeyGen.

Signature

The signature is encoded using 2 x FP_ENCODED_BYTES + 4 x RESPONSE_BYTES + CHALLENGE_BYTES + 2 bytes
as follows:

o The first 2 x FP_ENCODED_BYTES are the encoding of the auxiliary curve F,,x computed in SQlsign.Sign.

o The following 4 x RESPONSE_BYTES are the encoding of the matrix M, mapping the deterministic basis
(Pehi, Qcni) into the response basis (Prsp, Qrsp); €ach entry of the matrix is represented by an integer of
RESPONSE_BYTES bytes.

 The following CHALLENGE_BYTES bytes encode the challenge.

« The last two bytes encode the hints on the auxiliary curve F, 4 and the challenge curve E, respectively,
computed by TorsionBasisToHint.



CHAPTER 7

Performance Analysis

The submission package includes a reference implementation written in portable C (C11) and two additional
implementations with assembly-optimized field arithmetic: one targeting the Intel Broadwell architecture (and
later), and one targeting 64-bit ARM (AArch64) cores. Furthermore, assembly-optimized field arithmetic for the
32-bit ARM Cortex-M4 is provided for use with the pqm4 framework (see Section 7.6). All implementations share
the same code base of the overall SQIsiGN library. The library is self-contained and has no external dependencies;
in particular, all arbitrary-precision integer arithmetic is implemented from scratch, and no GMP installation is
required. The SQIsiGN library is built into several sub-modules that are linked to libraries supporting the NIST
signature API:

e signature: implementing the signature key-generation and signing protocols.

o verification: implementing the signature verification protocol.

e id2iso: implementation of ideal-to-isogeny algorithms.

» ec: module for the elliptic curve, isogeny and pairing computations.

e quaternion: module for computations with quaternion orders and ideals, including a constant-time
lattice reduction package. Its integer arithmetic is provided by the mp module.

o precomp: module with pre-computed constants for the code package.

« gf: implementation of the finite field arithmetic over IF,, and IF 2. The parameter-dependent [F,, arithmetic
is automatically generated using scripts, which eases the addition of new parameter sets.

« hd: computations with (2,2)-isogenies in the theta model.

» mp: routines for multiprecision arithmetic of integers, with no dependency on external libraries such as
GMP.

» common: common dependencies and symmetric primitive implementations.

The SQIsiGN library contains a test harness for self-tests and KAT verification, and a benchmarking appli-
cation reporting CPU cycles. Each submodule contains further unit-testing suites. All build and test options are
described in the README . md file along with the submission package. While the implementation provides from-
scratch implementations of all SQIsiGN building blocks, it does not run in constant-time in its entirety: the finite-
field, elliptic-curve, pairing and isogeny arithmetic (modules gf, ec and hd) as well as the lattice reduction package
in the quaternion module are implemented in constant time, whereas the remaining parts of the quaternion,
mp and id2iso modules are not constant-time.

Throughout this chapter, parameter sets are identified by their targeted NIST security level (NIST-I, NIST-III
and NIST-V), corresponding to the primes p324.3, P500.27 and pge4.17 from Section 5.2. In the submission package,
the corresponding parameter sets (build targets, benchmark binaries and KAT files) are named p324_3, p500_27
and p664_17, respectively.

7.1. Key and signature sizes

Key and signature sizes are listed in Table 12 for each security level.

TaBLE 12. SQIsiGN key and signature sizes in bytes for each security level.

Parameter set  Publickey  Secretkey  Signature

NIST-I 83 270 200
NIST-III 129 417 306
NIST-V 169 549 406
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7.2. Reference implementation

For benchmarking, the reference implementation is built with the CMake options -DSQISIGN_BUILD_TYPE=ref
-DCMAKE_BUILD_TYPE=Release. As the library no longer depends on GMP, a single build configuration suffices.

7.3. Optimized implementation

The optimized implementation is the same as the reference implementation.

7.4. Intel Broadwell optimized implementation

The first additional implementation uses assembly-optimized code targeting the Intel Broadwell architecture (and
later). The assembly optimizations are applied to the finite field arithmetic in the gf module, while the remaining
code base is re-used from the reference implementation. For benchmarking, we used the following CMake options:
-DSQISIGN_BUILD_TYPE=broadwell -DCMAKE_BUILD_TYPE=Release.

7.5. ARM64 optimized implementation

The second additional implementation uses assembly-optimized code targeting 64-bit ARM (AArch64) cores, using
only baseline armv8-a instructions. As for the Intel Broadwell implementation, the assembly optimizations are
applied to the finite field arithmetic in the gf module, while the remaining code base is re-used from the reference
implementation. For benchmarking, we used the following CMake options: -DSQISIGN_BUILD_TYPE=arm64
-DCMAKE_BUILD_TYPE=Release.

7.6. ARM Cortex-M4 implementation

The full scheme (key generation, signing and verification) of the reference implementation is compatible with 32-bit
embedded systems based on, e.g., the ARM Cortex-M4 core. However, the build system and provided applications
are not suitable for a bare-metal environment as typically provided in such systems. The recommended platform
for evaluating SQIsiGn on the ARM Cortex-M4 core is the pgqm4 project [KPR+]. A helper shell script to copy the
source files to a folder structure compatible with pgm4 is provided in the submission package; instructions for its use
can be found in the README . md file. For each parameter set, the script generates two implementation directories:
a portable ref implementation, and an m4f implementation with optimized Cortex-M4 field arithmetic in place of
the portable one. A GitHub repository is provided, containing a snapshot of pqm4 at the time of the submission,
incorporating SQIsion for the NIST-I, III and V parameter sets; these can be found in the sqisign branch of that
repository, which is available at the following URL:

e https://github.com/SQISign/the-sqisign-pqm4.

7.7. Performance evaluation

All builds below use the CMake Release configuration (which compiles with -02).

Performance evaluation of both the reference and the Intel Broadwell assembly-optimized implementations
was performed on an Intel Core i7-13700K (13th generation, codename Raptor Lake) x86-64 CPU with a nominal
core clock of 3.4 GHz, running Ubuntu Linux 26.04 LTS. The compiler used is clang 21. Turbo Boost was disabled
during benchmarking to get consistent timings, and the benchmarks were pinned to a single performance core. The
results are shown in Table 13.

Performance of both the reference and the AArch64 assembly-optimized implementations was also evaluated
on 64-bit ARM platforms, specifically, on an Apple M4 Pro CPU (performance core) with a nominal core clock of
4.5 GHz, running macOS 26. The compiler used is Apple clang 17. The results are shown in Table 14.

Additionally, both the reference and the AArch64 assembly-optimized implementations were benchmarked on
a Raspberry Pi 5, featuring ARM Cortex-A76 cores with a nominal core clock of 2.4 GHz. The compiler used is
clang 18. The results are shown in Table 15.
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TasLE 13. SQIsiGN performance in 10¢ CPU cycles on an Intel Core i7-13700K CPU. Results
are the median of 1,000 benchmark runs.

Parameter set  KeyGen Sign Verify

Reference implementation

NIST-I 43.9 125.2 18.1
NIST-III 150.5 447.3 54.7
NIST-V 277.1 835.6 106.3

Assembly-optimized implementation for Intel Broadwell or later

NIST-I 32.2 93.9 12.1
NIST-III 102.1 320.3 31.5
NIST-V 214.5 674.7 77.6

TaBLE 14. SQIsiGN performance in 10 CPU cycles on an Apple M4 Pro CPU. Results are the
median of 1,000 benchmark runs.

Parameter set  KeyGen Sign Verify

Reference implementation

NIST-I 28.6 79.4 11.0
NIST-III 96.1 294.4 31.7
NIST-V 166.4 513.4 99.7

Assembly-optimized implementation for AArch64

NIST-I 204 60.0 7.2
NIST-III 67.0 217.0 18.2
NIST-V 130.3 425.8 41.9

TasLE 15. SQIsiGN performance in 10° CPU cycles on a Raspberry Pi 5 (ARM Cortex-A76).
Results are the median of 100 benchmark runs.

Parameter set  KeyGen Sign Verify

Reference implementation

NIST-I 118.9 343.9 52.9
NIST-III 431.4 1281.6 183.8
NIST-V 833.2 2449.1 349.9

Assembly-optimized implementation for AArch64

NIST-I 114.4 326.8 50.1
NIST-III 345.7 1041.9 136.3
NIST-V 811.5 2431.4 337.5

Lastly, performance, stack usage and code size of the full scheme (key generation, signing and verification)
were evaluated for both the ref and m4f implementations, using the pqm4 project, on an ST Microelectronics
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NUCLEO-L4R5ZI evaluation board for the 32-bit ARM Cortex-M4-based STM32L4R5ZI microcontroller, com-
piled with gcc version 13.2 with pqmé4’s preset optimization settings for speed. Results are obtained from a single
run of the benchmark. The results are shown in Table 16 and Table 17.

TasLE 16. SQIsiGN performance in 10° CPU cycles on an ARM Cortex-M4-based microcon-
troller, benchmarked using the pgqm4 project. Results are obtained from a single run of the bench-
mark.

Parameter set  KeyGen Sign Verify

Reference implementation (ref)

NIST-I 564.4 1854.1 229.5
NIST-III 1886.6 5929.8 668.5
NIST-V 4200.4 13726.2 1689.5

Optimized Cortex-M4 field arithmetic (m4f)

NIST-I 379.6 1233.3 148.8
NIST-III 1005.6 3992.5 395.4
NIST-V 2422.3 10023.4 881.8

TaBLE 17. SQIsiGN stack usage per operation and code size (text + data + bss) in KB on an ARM
Cortex-M4-based microcontroller, benchmarked using the pgm4 project.

Parameter set Stack usage (KB) Code size (KB)
KeyGen Sign Verify

Reference implementation (ref)

NIST-I 57 99 40 170

NIST-III 76 133 63 180

NIST-V 112 181 83 191

Optimized Cortex-M4 field arithmetic (m4f)

NIST-I 56 99 37 173

NIST-III 75 132 56 185

NIST-V 110 179 73 194




CHAPTER 8

Security Analysis

This chapter discusses the security of SQIsign. In Section 8.1, we prove that SQIsiGN is existentially un-
forgeable against chosen-message attacks (EUF-CMA) under two isogeny-based hardness assumptions. Then, in
Section 8.2, we analyze the resistance of SQIsiGN to known attacks, and present the cost model from which we de-
termined the concrete security parameters. In Section 8.3, we conclude with a discussion on various choices made
for the parameters and how these choices have no known impact on security (a nothing-up-my-sleeve approach).
In Section 8.4, we discuss the security of SQIsIGN in stronger adversarial models.

8.1. Security reductions

We analyze the security of SQIsiGN by relying on the Fiat-Shamir with hints' framework [ABD+25]: we follow
the usual Fiat-Shamir approach, where the soundness and zero-knowledge properties are proved separately. In this
framework, however, the zero-knowledge simulator is given access to additional information, which we refer to as
hints. The analysis in [ABD+25] shows that such a hint-assisted zero-knowledge property is sufficient to obtain
EUF-CMA security for the resulting signature scheme, under a variant of the soundness assumption where the
attacker has access to the hints. While in this section we give a high-level overview of the security proofs and their
main results, we refer the reader to [ABD+25] for a more thorough treatment.

The results in [ABD+25] focus on a previous version of SQIsiGn in which the responses may have even
degree [AAA+24], whereas the current version of SQIsign works only with odd-degree responses.

To rely on the previous analysis, we modify the SQIsion X protocol associated with the signature from Sec-
tion 2.3. In this protocol, if SampleQuaternionResponse finds no odd-degree response isogeny, the prover returns
Eom, L instead of a valid isogeny. In this case, verification fails, but this event occurs with negligible probability
< 27 (Section 9.5), so the X protocol s still correct. This modification is necessary to define the protocol’s behav-
ior when the original protocol aborts. The digital signature obtained from the Fiat-Shamir transform is equivalent
to the one specified in Section 2.3.

Besides sampling an odd-degree response, several other subroutines in SQIsioN may fail. However, these
failures occur only with negligible probability, mainly due to the improvements from [BCE+25; DLS26]; thus,
their impact on security is also negligible.

Definition of EUF-CMA security. The EUF-CMA security of a signature scheme II = (KeyGen, Sign, Verify)
is formulated as a game between an adversary .4 and a challenger.

Definition 8.1.1 (EUF-CMA game). The challenger generates a key pair (pk,sk) < KeyGen(1*) and gives the
public key pk to A. The adversary A gets black-box query access to a signing oracle OSign, which, when queried
on a message msg, outputs a signature o < Sign(sk, msg). The adversary A wins the game if it can output a
message msg* and a signature o* such that Verify(pk, msg*, c*) = 1 and msg* has not been queried to OSign.

We define the advantage AdvEU F-CMA (A) of A as the probability that it wins the game. We say that the signature

scheme II is EUF-CMA secure if every PPT adversary has negligible advantage in the security parameter .

Soundness. SQIsign defines a X protocol for the EndRing relation. It is 2-special sound, assuming the hardness of
the OneEnd problem: given two accepting transcripts for the same commitment, it is possible to extract a non-scalar
endomorphism.

IThe hints in this framework are additional data that the simulator has access to; they are unrelated to the basis hints that are used in
SQIsiGN to speed up the torsion basis generation, as discussed in Section 4.4.2.
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Lemma 8.1.2. The SQIsiGn X protocol with odd-degree responses and even-degree challenge isogenies is special-
sound for the relation

Roneend = { (Epk, @) | a € End(Ep)\Z in efficient representation with deg(cr) < p'}.

Zero-knowledge. We now analyze the zero-knowledge property of the SQIsiGN X protocol in the Fiat-Shamir
with hints framework [ABD+25]. We refer to [ABD+25] for the formal definition of hint distribution ((ABD+25,
Definition 3.1]), and hint-assisted zero-knowledge (WHVZK with hints, [ABD+25, Definition 3.2]). Informally, a
3] protocol has weak honest-verifier zero-knowledge (WHVZK) with hints if there exists a simulator S that, using ¢
hints, can produce q simulated transcripts that are computationally indistinguishable from real transcripts produced
by the honest prover.

For the SQIsiGN security reduction, we consider two hint distributions, described in Fig. 4. Both distributions
sample three isogenies that are used by the simulator to generate a transcript. The first distribution, 5™, samples a
challenge and a random commitment curve, followed by an odd-degree isogeny of degree at most D, connecting
the challenge curve and the commitment curve. Unlike [AAA+24], we consider in Line 3 the case in which no
odd-degree isogeny of degree at most D, connects the curves E1 and E». In this case, the distribution still returns
FE,, E5 so that E; is distributed according to the stationary distribution. Note that, by Section 9.5, this happens
with negligible probability < 2~*. The second distribution, 74", instead samples a challenge followed by an odd-
degree isogeny from the challenge curve to a random curve. This second distribution has the advantage of being
“pushable”, i.e., given an isogeny from Ej to E; and access to the distribution H“”Oif, it is possible to construct
the distribution H%‘lif. Thus, the simulator would not need H;‘E’“f to sample a challenge isogeny. Nevertheless, the
formulation in Fig. 4 includes it to show the similarity to the H5™ distribution.

Dchan(E):
1: Sample s € {0,...,2* —1}.
2: (P,Q),: < TorsionBasisToHint(E, A + 2,0)
3. ', TwolsogenyChain(P + [s]Q, E/, \,")  // The 2*-isogeny with kernel ([4](P + [s]Q)) has codomain £’
4: Return s, E'.
HEm:
S, E1 < DChaII(E)~
Sample F, according to the stationary distribution®over the set of supersingular curves over Fpe.
If no odd-degree isogeny w2 : E1 — E3 with deg(p2) < Dysp exists, return b = (s, Ea, L).
Sample an isogeny @5 : F1 — Ey uniformly among isogenies £y — Eo of odd degree < Dp.
Write d + deg(p2).
Sample an isogeny ¢3: E5 — Es3 uniformly among the cyclic isogenies from E of degree 2° — d.
Return h = (s, @2, ©3).
Hunif
1. s, Fp DChaII(E)~
2. Sample an integer d from a weighted distribution on the interval [1, D] in which each odd integer n, with
prime factorization n = []._, p¢*, has weight [T'_, (p; + 1)p5 ™.
3: Sample an isogeny o : E1 — Es uniformly among the (possibly non-cyclic) isogenies from F of degree d.
4: Sample an isogeny ¢s: Fo — E3 uniformly among the cyclic isogenies from E5 of degree 2° — d.
5. Return h = (s, 2, ©3).

NN R R

FiGURE 4. Hint distributions for SQIsiGN.

By relying on the first hint distribution 5™, we can obtain the computational weak honest-verifier zero-

knowledge (WHVZK) property of the SQIsiGN X protocol.

Lemma 8.1.3 (Computational hint-assisted wHVZK, analogue of Lemma 4.6 in [ABD+25]). Forany g = poly(\)
and any PPT adversary A against the hint-assisted wHVZK of the SQIsign Y. protocol with q hints, there exist a
H™-hint-assisted simulator and a PPT algorithm B such that

AdvETHVER (A, q) < AdvE"R"8r (B) + g - A(Deom, S)
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where AdvE"R"€x (B) is the probability that B solves the EndRing problem for the prime p and a supersingular
curve sampled from the stationary distribution S. The term A(Deom, S) is the statistical distance between S and
Deom, the distribution of the commitment curve in the real execution of the SQIsiGn X protocol.

In the previous lemma, the advantage of A is bounded by two terms: the first term is the success probability
of an EndRing,, algorithm B (this is due to the reduction handling cases where any of the curves in the transcript
has known endomorphism ring), while the second term is a term that accounts for the statistical distance between
the real and simulated transcript distributions. By the definition of D,y in Section 4.7, we have p - 22 < Diix. A
classical result [ABD+25, Proposition 2.4] gives A(Decom, S) < ﬁ

EUF-CMA security of SQIsigN. We refer to [ABD+25] for the formal definition of a hard relation with hints
([ABD+25, Definition 3.3]), and we write Adv?}gf;f)' (A, q) for the advantage of an adversary .4 against the hard
relation R, given ¢ hints from the distribution 7. For SQIsiGN, we combine the relation Ronegnd With the hint
distribution H*™ to obtain Ronegnd as a hard relation with 5™ hints, and we assume the hardness of the following
problem.

Problem 8.1.4 (g-sim-hint-OneEnd,,). Given a supersingular curve E generated by SQIlsign.KeyGen and ¢ hints
hi, ..., hg + HS™, find a non-scalar endomorphism of E in efficient representation.

By applying the Fiat-Shamir with hints framework, we obtain that SQIsign is EUF-CMA secure in the Ran-
dom Oracle Model (ROM) under the assumption that the above problem is hard, following the same argument as
in [ABD+25, Theorem 2].

Asin [ABD+25], we can consider using the second hint distribution HunifThis has several benefits, as we will
see, but requires us to introduce an additional problem that asks us to distinguish between the two distributions.

Problem 8.1.5. Let E be a supersingular curve generated by SQIsign.KeyGen. Distinguish between the distribu-
tions (E, H$M) and (E, H4mi).
Then, we consider the relation with hints (Ronegnd, 7-[5‘9””), whose hardness depends on the following problem.

Problem 8.1.6 (g-unif-hint-OneEnd,,). Given a supersingular curve £ sampled from the stationary distribution on
the set of supersingular elliptic curves over F> and ¢ hints by, ..., hq < H4"f find a non-scalar endomorphism
of E in efficient representation.

We can now state the EUF-CMA security of SQIsion in Theorem 8.1.7. We remark that tighter reductions
may be possible, as shown e.g., in [MJ26], but we leave this for future work.

TueoreM 8.1.7 (based on [ABD+25, Theorem 3]). In the random oracle model, for any PPT algorithm A
against the EUF-CMA security of SQISIGN, there exist expected polynomial-time algorithms B and D such that
AdVESECMA(4) < (g + 1) - (2 ATy (B, s) 4 2 - AdVTTEIR (D) 2”)
1
N
where q and s are upper bounds on the number of queries that A makes to the random oracle and OSign, respec-

tively; the advantages of B and D are essentially their success probabilities for the s-unif-hint-OneEnd,, problem
and Problem 8.1.5, respectively.

+(q+1)-(s+1) +(g+s+1)s-

T oAl

SKETCH OF PROOF. The theorem is a direct application of [ABD+25, Theorem 1] combined with Lem-
mata 8.1.2 and 8.1.3, following the same reasoning as in [ABD+25, Theorems 2 and 3]. The last two terms come
from:

« the statistical distance between curves sampled from the stationary distribution and the distribution of
Egk and Eon, in the real execution of the SQIsiGN X protocol;
o the min-entropy of the SQIsiGn X protocol, bounded using [GPS20, Theorem 1].

O

Remark 8.1.8. Theorem 8.1.7 reduction is limited to the classical random oracle model, so it does not consider
adversaries that may query the random oracle in superposition. To obtain a reduction also for quantum adversaries,
that means in the quantum random oracle model, we can, as in [ABR26, Section 5], use the Algebraic Isogeny
Model, in which we assume we have algebraic adversaries that provide an isogeny explanation for any returned
supersingular elliptic curve. These explanations can be used to extract a non-scalar endomorphism without any
rewinding of the adversary.
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The advantages of reducing the EUF-CMA security of SQIsiGN to the g-unif-hint-OneEnd,, problem are
twofold. On the one hand, the g-unif-hint-OneEnd,, problem benefits from a worst-case-to-average-case reduc-
tion: this means that, as long as there exists a single hard instance of the problem, any average instance of it is
similarly hard. Such a reduction is made possible by the fact that the H""f hint distribution is pushable, and thus
the problem is random self-reducible. On the other hand, the pushability of the H""f hint distribution makes it
possible to adapt the reduction by Page and Wesolowski [PW24] between the Endomorphism Ring problem and the
One Endomorphism problem. Such an adaptation is formalized in [ABD+25, Section 5.3], where the authors show
that the g-unif-hint-OneEnd,, problem is equivalent, under either a tight quantum reduction or a looser classical
reduction, to the following generalization of the Endomorphism Ring problem to the hint setting.

Problem 8.1.9 (g-unif-hint-EndRing,). Given a supersingular curve £ sampled uniformly at random and ¢ hints
hi,...,hg < H4 find four endomorphisms in efficient representation that form a basis of End(E).

The g-unif-hint-EndRing,, problem is much more natural, and its variant without hints has been extensively
studied in the literature and is discussed in the following section. There we also argue why the hints are unlikely
to make the problem easier.

8.2. Resistance to known attacks

Below, we discuss known attacks on SQIsiGN and present the precise cost model from which we derive our param-
eter choices for the various security levels.

8.2.1. Endomorphism and isogeny computation

A polynomial-time algorithm to compute the endomorphism ring of a random supersingular elliptic curve would
break essentially all schemes in isogeny-based cryptography, including SQIsicn [EHL+18]. It is equivalent to
the problem of computing an isogeny between two given curves (a necessary task for key-recovery), and to the
problem of finding one non-scalar endomorphism (supporting the soundness property), up to polynomial-time
reductions that tend to be very efficient in practice. Since SQIsiGN keys are nearly-uniformly distributed® among
all supersingular elliptic curves over IF 2, the security of the scheme benefits from all worst-case-to-average-case
reductions between these problems [MW25]: breaking these security properties requires solving the endomorphism
ring problem in the worst case.

This family of equivalent problems has been studied for at least 30 years. An algorithm with time and memory
complexity p'/2+°(1) was proposed in 1996 [Gal99; Koh96], and an algorithm with similar time complexity but
polynomial (in log(p)) memory requirement was proposed in 2013 [DG16]. The latter approach has been extended
further in [CS22], giving rise to generalized Delfs—Galbraith discussed below, and the lower-order terms in the
complexity were optimized in a recent series of works [CCS22; CD26; PRSU26]. Finally, an algorithm with
time and memory complexity p'/3+°(1) was proposed in 2026 [Wes26]: This algorithm fits into the generalized
Delfs—Galbraith framework (which had, however, missed the crucial optimization that testing for many orientations
simultaneously can be batched effectively) and permits smooth tradeoffs between the time-optimal version (using
p'/3t°(1) time and memory) and a space-optimal version (using p'/?*°(1) time and (logp)°(!) memory, thus
meeting the complexity of the previous best known attacks). Our security estimates for SQIsiGN are based on this
latest algorithm, including recently discovered or anticipated refinements.

8.2.1.1. Brief overview of the fastest known algorithm. The algorithm presented in [Wes26] takes as input a
supersingular elliptic curve £/ F2, and returns a non-scalar endomorphism o € End(E) in time pt/3+e(1)  The
main step consists in finding a separable isogeny ¢ from F to its Galois conjugate EP) (the elliptic curve whose
equation is given by the equation of F with coefficients raised to the power p; it satisfies j(E(?)) = j(E)?). Once
such an isogeny ¢: F — E®) has been found, the algorithm returns 7 o ¢: E — E where 7: E®) — FE is the
Frobenius isogeny.

The problem is then reduced to: given E and EP), find a separable isogeny ¢: E — E®). This particular
case of the isogeny problem has the following guarantee: there always exists an isogeny from F to E®) of degree
at most (p/ 2)1/ 3 (see [AOV26]). The algorithm proceeds by searching for such a particularly short isogeny via a
meet-in-the-middle approach:

3More precisely, statistically close to the stationary distribution, see [ABD+25, Proposition 2.4] for definitions and proof.
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(1) Fix a set S of positive integers.

(2) Build the table L = {(E’,¢) | v: E — E’ and deg(y)) € S} of all isogenies from E of degree in S
(stored as a dictionary mapping E’ to v).

(3) Foreach (E',¢) € L, if E'™ s the index of an entry (E’(p), n) € L,return 7P) o 4p: E — E®).

The algorithm succeeds if and only if there exists an isogeny ¢: E — E®) such that deg(p) = 189 for two
integers s1, s € S. If the algorithm fails, one can rerandomize the input E' via an isogeny walk, and try again.
The complexity of the algorithm is dominated by the complexity of computing the table L, and by the probability
of success of each attempt. Choosing S to be a set of smooth integers smaller than ~ p'/% leads to an overall
complexity in p'/3+°(1) in both time and memory.

8.2.1.2. Estimating the cost of the attack. The attack of Wesolowski [Wes26] enumerates B-smooth isogenies
from a curve E and stores the j-invariants of the resulting curves in a hash table, looking for a collision with their
Frobenius conjugates. Its asymptotic complexity of p'/37°(1) does not directly provide a concrete estimate of the
security of the SQIsign parameter sets. In practice, the actual computational cost is heavily influenced by the choice
of the smoothness bound B and by the amount of memory available to the adversary. For our parameter selection,
we decided to use a conservative memory-bounded cost model that gives the attacker a large but finite amount of
memory while, at the same time, making optimistic assumptions about the computational cost of the attack.

A crucial observation for the concrete cost analysis of this attack is that the isogenies stored in the table need
not be computed independently. Many of them share common prefixes, so the enumeration can instead be organized
as a tree of variable-degree isogenies.

To give arough idea of the batching strategy, let ¢/ < B be a prime and suppose that M/ > ¢ curves isogenous to
E by isogenies of degree less than B/¢ have already been obtained. Their ¢-isogenous neighbors have degree less
than B and yield approximately M ¢ new curves. These neighbors can be computed in batches. First, one evaluates
the modular polynomial ®,(X,Y") in the first variable at the M known j-invariants. Dividing the inputs into
approximately M /¢ blocks of size ¢, each coefficient of (X, Y") can be evaluated on a block using fast multipoint
evaluation. Since ®, has degree ¢ + 1 in each variable, this step has a total cost of 6(M ?) field operations. For
each specialized polynomial ®,(j(E’),Y), its roots give the ¢-isogenous non-backtracking neighbors of E’. Root
finding for these completely split polynomials can also be performed in quasi-linear time in their degree, up to
logarithmic factors [GG13, §14.3-14.5].

Hence, approximately M ¢ new curves can be generated in 6(M ?) field operations, up to factors logarithmic
in p. The amortized cost per generated j-invariant is only polylogarithmic rather than proportional to the degree
of the complete isogeny.

Remark 8.2.1 (On the amortized cost of the j-invariant tree in [Wes26]). Our more detailed analysis of the batching
strategy shows that, when the roots of the specialized modular polynomials are computed using Cantor-Zassenhaus,
the amortized cost of generating each j-invariant in the tree is 2 (1og2 (B) log? (p)) binary operations. This estimate
comes from combining fast multipoint evaluation with the cost of factoring completely split polynomials over I,
(cf. [GG13, §14.3-14.5]).

However, we consider the precise value of these polylogarithmic factors sensitive to further advances in com-
puter algebra and to the exact choice of root-finding algorithm. For this reason, instead of relying on the precise
asymptotic estimate, we use it only to derive a conservative lower bound on the cost of generating each j-invariant
in our concrete security estimates.

Having discussed the cost of generating the j-invariants stored in the table, we now consider the time-memory
tradeoffs available to the attacker: “Going under” is a variant of the attack that reduces the memory requirement
by randomizing the starting curve until an unusually short suitable isogeny is encountered. In the parameter range
considered here, our more detailed analysis gives a cost of at least 31/p/w generated j-invariants when the avail-
able memory is limited to w entries. For simplicity, we use the weaker bound /p/w in our concrete estimates,
losing only log,(3) ~ 1.6 bits while avoiding dependence on the precise smoothness model. Although we also
considered the parallel collision-search algorithm of van Oorschot and Wiener [OW99], our analysis did not show
a performance advantage over “going under” for the estimates considered here.

We now return to the concrete security estimates. We bound the maximum number of stored j-invariants
by w = 289,2120 2160 entries for NIST security levels I, ITI, and V, respectively. The level-I value follows the
memory bound historically used in the SIKE security analysis [SIK22]. For the higher security levels, the exponent
is increased proportionally to the targeted classical security level, allowing proportionally larger memory budgets
for adversaries targeting the higher security categories [AAC+22].
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For the selected parameter sets, with log,(p) = 325, 504, 668, respectively, the estimate /p/w corresponds
to approximately 21225, 2192 and 2254 generated j-invariants for NIST security levels I, III, and V. As discussed
above, generating each j-invariant requires a non-negligible cost that increases with the field size. Applying the
more detailed Cantor—Zassenhaus estimate 2(log?(B) log?(p)), along with the corresponding smoothness bounds,
gives approximately 2273, 229-8 and 2314 binary operations per generated j-invariant. This results in total cost
exponents of approximately 149.8, 221.8, and 285.4, respectively, which exceed the corresponding NIST targets
of 143, 207, and 272.

We finally discuss the effect of quantum attacks on the security classification of the selected parameter sets.
A highly optimistic quantum estimate is obtained by adapting Tani’s quantum claw-finding algorithm to the meet-
in-the-middle structure of the attack [Tan09]. Here, one may consider two search domains of approximate sizes
| X| = p??and |Y| = p*/? = | X|?, leading, in an ideal oracle model, to a query complexity O(/[Y]) = O(p?/?).
The same query bound can be viewed as precomputing the smaller side X and using Grover search over Y for an
element colliding with the precomputed table.

For the selected parameter sets, this optimistic estimate corresponds to quantum query exponents of approxi-
mately 72.2, 112, and 148.4 for security levels I, III, and V, respectively. These values exceed the corresponding
naive Grover query-complexity benchmarks 2*/2, with A\ € {128, 192,256}, namely 264, 296, and 2'2%. Although
the O(p®/?) exponent is asymptotically smaller than the O(p/*) complexity of the established quantum attack of
Biasse, Jao, and Sankar [BJS 14], the two estimates are measured in different computational models and should not
be directly compared as end-to-end attack costs. The former is an optimistic query-complexity bound in an ideal
oracle model, whereas the latter corresponds to a complete quantum algorithm. Together with the classical security
estimates above, these comparisons support the classification of the parameter sets at NIST security levels I, III,
and V [Nat26].

Remark 8.2.2 (Practical considerations of quantum attacks). The p*/* estimate is an optimistic query-complexity
bound in an ideal oracle model, rather than a concrete quantum implementation cost. Realizing such an attack re-
quires efficient coherent evaluation, superposition access to the precomputed table, and practical quantum memory.
Previous analyses of quantum claw finding for SIKE show that these costs can significantly reduce the apparent
advantage of query-optimal algorithms [JS19]. Together with the poor parallelization of generic quantum search,
this supports NIST’s observation that the best practical attack may still be classical [Nat26].

Remark 8.2.3 (Dedicated parameter sets for NIST security levels Il and IV). The classification of dedicated param-
eter sets for NIST security levels Il and IV is less immediate, since these levels are defined relative to the collision
resistance of SHA-256 and SHA-384, respectively. A simple sufficient approach would be to require the underlying
meet-in-the-middle search space to have size at least 2256 and 2384, respectively, which heuristically corresponds
to requiring log, (p) &~ 3\, with A = 128 and 192. This implies that, if dedicated parameter sets for levels IT and IV
are desired, primes psg1.3 and ps74.27, of 393 and 579 bits, should be chosen, respectively. Showing that smaller
parameters can be justified for these two security levels would require a more refined analysis of the corresponding
quantum attack costs.

8.2.2. Hardness of our security assumptions

8.2.2.1. Finding endomorphisms with hints. Forging a signature requires breaking a version of the endomor-
phism ring problem with hints, Problem 8.1.9, which a priori could be easier than the generic endomorphism ring
problem. In this variant, the adversary is provided with a target curve E and a list of isogenies from E of varying
degrees. If the degrees were all smooth, these hints would provide no additional information: anyone can effi-
ciently sample random smooth-degree isogenies from any curve, and the two problems would thus be equivalent.
In SQIsign, however, the hints also contain isogenies of non-smooth degree, which prevents a formal reduction
between the two problems: this is due to the fact that sampling non-smooth degree isogenies, without additional
information on the endomorphism ring of the starting curve, is generally believed to be hard; a recent isogeny-based
proposal [BBC+25] bases its security on such a hardness assumption. Nonetheless, it is unlikely that non-smooth
degree isogenies contribute to making the endomorphism ring problem easier: conceptually, random non-smooth
degree isogenies do not provide any additional information about the curve E. The best known attack against the
endomorphism ring problem with hints disregards the additional information and attempts to compute the endo-
morphism ring of E directly: thus, the complexity of the best known attack is exactly the same as that for the
generic endomorphism problem (see Section 8.2.1).
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8.2.2.2. Distinguishing uniform and simulated hints. Finally, the security proof relies on the hardness of the
distinguishing game Problem 8.1.5. Our justification for its computational hardness is essentially the same as
for [AAA+24, Problem 10.1.9.]in [ABD+25, Remark 5.1] (itself inspired by SQIsign2D-West [BDD+24, Sec.5.2]).
Note that [AAA+24, Problem 10.1.9.] and Problem 8.1.5 are almost the same problem, with two notable differences:

(1) Problem 8.1.5 only considers odd isogenies, with a potential noticeable failure if none is present. This,
however, can only happen with negligible probability, so we do not expect that a PPT adversary could
exploit this in any efficient way.

(2) Problem 8.1.5 has a higher bound on the degrees of sampled isogenies ¢». This increase is expected to
make the two distributions harder to distinguish, rather than easier. Thanks to this higher bound, the num-
ber of bounded isogenies to the random target F» has a smaller variance, which brings the distributions

of o from HUMf and H5M closer.

Accounting for these two points, the arguments from [ABD+25, Remark 5.1] also apply to Problem 8.1.5.

8.2.3. Attacking the Fiat—-Shamir transform

Like any Fiat-Shamir signature, one can also attempt to forge signatures by breaking security properties of the
hash function used in the Fiat—Shamir transform. In SQIsiGN, we use a hash function HASH defined as a domain-
separated SHAKE256 truncated to X bits of output (applied to inputs of the form (pk, Ecom, msg)). This provides
at least \ bits of classical security against both preimage and second-preimage attacks, and \/2 bits of resistance
against classical collision attacks. Given a valid signature o for a message msg, one can use a second-preimage
attack on the hash function to obtain a second message msg’: this leads to the exact same challenge in the SQIsiGN
identification protocol, so that ¢ is also a valid signature for msg’. This forgery attack has complexity O(2*).

It is also possible to consider attacks on the Fiat—Shamir transform. While producing a pair of collisions only
costs 2%/ bits, this does not seem to lead to more efficient unforgeability attacks on SQIsiGN. Indeed, the curve
E.om would a priori need to be fixed before starting the collision search, and the second-preimage attack above
gives no control on the curve E,, to the adversary. A legitimate signer could also attempt to produce two messages
such that HASH(pk, Ecom, msg) = HASH(pk, Ecom, msg’), pretend to sign msg, and later deny this by claiming
to have signed msg’. This attack only requires (fixed prefix) collisions, and hence it can be carried out in time
O(ZA/ 2). Note that this “deniability attack” goes beyond the basic unforgeability requirement for signatures, and
that it also applies to any Fiat—Shamir signature with the same challenge space size.

8.3. Nothing up my sleeve

Here we provide some additional comments on our parameter choices, arguing that these have no known impact
on security.

o We restrict our parameters to primes p congruent to 3 modulo 4. One could define SQIsign without that
restriction but this choice significantly simplifies certain computations. This is a standard choice in the
literature which ensures that 1728 is the j-invariant of a supersingular elliptic curve. This choice reduces
the set of potential parameters by only half, and we are not aware of any impact on the computational
assumptions underlying SQIsIGN.

« More specifically, the primes we use are of a very specific shape, namely p = ¢ - 2/ — 1, where cis a
small positive integer. The special shape is motivated by efficiency considerations: it enables the efficient
use of (2, 2)-isogenies instead of (d, d)-isogenies, for various small d, that would be required a priori
by generic primes. In addition, the special prime shape supports very efficient arithmetic over IF,, and
Fp2. Overall, these factors have a large performance impact. On the other hand, there is no evidence
that this prime selection affects the hardness of the endomorphism ring computation problem beyond the
polynomial speedups gained from faster arithmetic over IF,=. We also note that, similarly, SIKE employed
special primes (of the form p = ¢ - 2¥3¢ — 1) with no known impact on security (the SIKE attacks work
independently of the shape of p).

» As is typically the case in isogeny-based cryptography, the curve Ej with j-invariant j = 1728 plays a
special role in the algorithms. However, in contrast to other schemes (including the Round 1 version of
SQIsiGN), this choice is provably independent of security. The critical elliptic curves Ex and Ecor are
uniformly distributed, with no correlation with Ey. This uniform distribution leverages the worst-case
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to average-case reduction of the endomorphism ring problem [MW25], making the scheme’s security
dependent on the problem’s worst-case hardness.

8.4. Stronger security notions

8.4.1. BUFF security

The Beyond Unforgeability Features (BUFF) [CDF+21] include the security notions of exclusive ownership (EO),
message-bound signatures (MBS) and non-resignability (NR). Due to the differences between the round-one
SQIsiGN submission and the present round-three SQIsion submission, the BUFF security analysis for SQIsiGn
from [ADM+24] does not apply.

The BUFF transform [CDF+21] reduces the security of a signature scheme with regard to all BUFF notions to
the collision resistance of the underlying hash function by signing a hash of the message and public key. Since in
SQIsicN the challenge chl = HASH \ (pk, Ecom, msg) of length X is part of the signature and takes the public key
as an input, we use an implicit form of the BUFF transform by design. Hence, SQIsiGn achieves at least =~ \/2
bits of security for all BUFF notions, while this bound is only tight for MBS.

SQIsiGN can easily be adapted to achieve A bits of BUFF security at the cost of a minor increase in signature
size: increasing the hash output length to get chlyy = HASH2, (pk, Ecom, msg) of bit length 2 as part of the
signature ensures sufficient collision resistance. During signing and verifying, only the first A bits of chlyy are
used as chl, and we follow the exact same signing and verifying procedure, featuring a challenge space of \ bits, as
above. This modification is similar to the way ML-DSA achieves BUFF security, and increases the signature size
in SQIsiGN by A\/8 bytes due to the larger size of chlyy.

8.4.2. Strong unforgeability

SQIsiGN does not target strong unforgeability security, and indeed given a valid signature on a message, one can
efficiently produce a second distinct valid signature on the same message by manipulating the auxiliary isogeny.
Replacing the auxiliary isogeny with any other isogeny of the same degree yields a valid signature. The role of
the auxiliary isogeny in the signature is only to enable a two-dimensional representation of the response, but it
does not contribute to the security of the protocol. In other words, two-dimensional representations are inherently
not unique: given such a representation, in most instances it is easy to find a different representation of the same
isogeny. For this reason, SQIsiGn cannot achieve strong unforgeability.

8.5. Timing side-channel resistance

Our current implementation takes further steps toward mitigating potential side-channel leakage, even though these
steps are not conclusive, with a particular focus on the constant-timeness of the signing and key-generation algo-
rithms. In the following, constant-time always means that the execution time of the algorithm is independent of any
secret used during the signing or key-generation process, rather than that the algorithm always has the same run-
ning time. This section details which subroutines from Chapter 4 are relevant for signing side-channel resistance,
which of them already come with a constant-time implementation, and which require additional research effort.
We stress again that the implementations provided in this submission do not run overall in constant-time, but only
some restricted portions.

Established constant-time subroutines. From [AAA+24], finite-field, elliptic-curve, and pairing-arithmetic sub-
routines are already constant-time.

We also note that one-dimensional 2-isogeny evaluation is already constant-time; however, SQIsiGN currently
does not use one-dimensional isogenies in any secret-dependent way.

We provide a constant-time implementation for two-dimensional (2,2)-isogeny evaluations, as described
in [DMPR24; Dup25]. This consists of formulas for both gluing and general steps.
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Quaternions and integers. In this submission, we rely on [Ler26; LS26], which provide improved constant-time
friendly subroutines for quaternion arithmetic (see Section 4.3). These procedures provide better control over the
size of the integers involved, making the procedures amenable to a fixed-size and fixed-point integer-arithmetic
implementation. This implementation also comes with its own integer arithmetic module (Section 4.1), replacing
GMP* used in the previous submissions [AAA+24; CSD+23]. This not only removes an external dependency
but also lays the foundation for a future side-channel-resistant and constant-time implementation. However, in the
current state of research, generic constant-time implementations of the subroutines from Section 4.1 would incur a
wide range of performance penalties. Thus, we encourage additional research on these topics, not only to improve
their efficiency but also to tailor their use to the specific needs of SQIsiGN.

Lattice reductions. The relevance of lattice reduction for the constant-timeness of the signing algorithm has been
discussed and partially addressed in [HKK+25]. In our new implementation, we are finally able to provide efficient
constant-time algorithms (Section 4.3.3) to compute reduced bases for:

« lattices of dimension 2 over the integers, as a subroutine of Cornacchia and ldealTolsogeny,
« quaternion ideals, that are considered as lattices of dimension 4 over the integers,
« quaternion Oy-left ideals, that are considered as lattices of dimension 2 over the Gaussian integers.

All these algorithms constitute a novel addition for the submission with respect to the previous one [AAA+24].

Ideal-to-Isogeny. The implemented IdealTolsogeny algorithm is not overall constant-time, and making it so would
require additional research effort. The algorithm requires performing several loops that could potentially leak
information about the secret input ideal. The report [DLS26] provides a detailed and rigorous analysis of the
algorithm’s failure probability, providing bounds on the number of loop iterations. While, in principle, these
bounds could be used to achieve constant-timeness using dummy iterations, performance would be significantly—
and potentially unnecessarily—affected. We hope that future research will find better solutions and refer to [DL.S26]
for a more detailed discussion.

Overall signing and key generation procedure. The most central subroutine for the constant-timeness of
SQIsicN is IdealTolsogeny, as it is used with secret-dependent inputs both in SQIsign.KeyGen and SQlsign.Sign.
In particular, in the latter, it is used for generating the commitment and the higher-dimensional representation of
the response isogeny.

Besides IdealTolsogeny, SQIsign.Sign also performs other secret-dependent operations. Most are already
implemented in constant-time, mainly computing products, intersections, and reduced bases of secret quaternion
ideals, but overall we still lack a full provable constant-time implementation, for example because of potential
secret-dependent variation in the sampling of a random element of odd or prime norm and of a random auxiliary
isogeny ideal.

4https ://gmplib.org/
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CHAPTER 9

Heuristics and Failure Analysis

The role of this chapter is to list and analyze possible failure cases of various algorithms involved in the
signature process of SQIsiGN. In particular, the goal of this chapter is to explain the heuristics behind the probability
estimates that are used to choose the parameters or to point toward reference material when it exists.

9.1. Heuristics on lattices and ideals

The lattice reduction algorithms of Section 4.3.3 are applied to a small number of families of lattices, all of
them coming from quaternion ideals: the rank-2 Z-lattices in HNF shape reduced by LatReduction2DZ and
SumOfSquares, the rank-2 Z[i]-lattices of inert ideals reduced by LehmerGLZi, and the rank-4 Z-lattices, given
as the reversed dual of a Mulldeal, reduced by DualLatReduction4DZ. Given correct bounds on their inputs and
sufficiently many iterations, each of these algorithms satisfies their claims provably, even for worst-case instances.
Experimentally, however, none of them shows any structure that a reduction algorithm could see, which we record
as follows. Recall that \;(L) is the squared i-th minimum of the lattice L.

Heuristic 9.1.1. Each of the lattices reduced in Section 4.3.3 behaves like a uniformly random integral lattice of the
same rank and determinant: over Z for the lattices of rank 2 in HNF shape and for the rank-4 duals of a Mulldeal,
and over Z[i] for the rank-2 lattices that are inert Op-ideals. In particular, in the two rank-2 cases, for every ¢ > 0,

Pr [Al(ﬁ) < 27t det E] <27t over Z, Pr [Al(ﬁ) < 27t det E] <272t over Z[i],
and in the rank-4 case the ratios A;1(£)/\;(£) of consecutive minima obey tail bounds of the same shape.

Heuristic 9.1.1 is what makes the probabilistic statements of Section 4.3.3 precise. An unusually small A, or
equivalently an unusually large gap A2/A1, is exactly the situation in which the exact Minkowski conditions can
fail to hold, so the tail bounds above bound the probability that the output is not exactly Minkowski-reduced. They
also account for the canonicity of the output: two minima of size about X are absolute norms of lattice vectors,
hence integers of that size, and coincide only with probability of order 1/X. For the sizes at hand this is far below
27, so the minima are distinct and the reduced basis is unique up to the sign rule. The same heuristic is what
allows the reference implementation to replace the worst-case bounds by an average-case analysis, and to replace the
exact rational arithmetic by a fixed-point representation which retains at least 2~ relative precision throughout the
algorithm. Together, these allow constant-time implementations of the algorithms to preserve reasonable efficiency.

The remaining heuristic concerns the number K of tours of BKZ2-EvenOdd in DuallLatReduction4DZ, for
which no tight worst-case bound is available.

Heuristic 9.1.2. Let £ be a rank-4 lattice as in Heuristic 9.1.1, whose diagonal profile spans « bits. Then K =
|log, v] + 4 tours of BKZ2-EvenOdd, each with M = |~/(Z2_thresh_gram — 1)| + 1 iterations per block
reduction, output a BKZy-reduced basis of £, except with probability 272,

When the minima are close to balanced, a bound of log, v + O(1) could be proven by adapting the techniques
of [HPS11; Vil92] to this specific 4-dimensional setting. However, under the tail bounds of Heuristic 9.1.1 one
can only prove statements of the shape log,y + O(A), but with a large constant in the O(-). In practice, the
number of tours needed beyond log, 7y is very small, leading us to state the above heuristic. Two further remarks
make Heuristic 9.1.2 less demanding than it looks: the Minkowski step that follows does not need a perfectly
BKZ,-reduced basis to start from, which leaves some slack in K; and the failure probability 2~ we claim is the
combination of that slack with the fixed-point precision used in the reference implementation.

112
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9.2. Chains of (2, 2)-isogenies
During key generation, signing, and verifying we compute several chains of isogenies of the form

P P D P,
E1><E2—1)A1—2>A2 Ae,2€—1>A€,1—>E3XE4.

The algorithms we gave in Section 4.5 are not universal and may fail in two possible ways. We argue that these
failures happen with negligible probability during an honest execution, and thus may be ignored during key gen-
eration or signing (we nevertheless catch them and restart the process). If they happen during verification, with
overwhelming probability they indicate a malicious signature and thus lead to rejection.

The first failure case happens if we encounter a splitting before the final step of a chain, i.e., if A has a product
theta structure for 1 < k£ < e. This failure can never happen during verification of an honest signature. To bound
the failure probability in key generation / signing, we make the following assumption:

Heuristic 9.2.1. The surfaces A encountered along the chains of (2, 2)-isogenies computed in SQIsign.KeyGen
and SQIsign.Sign behave like uniformly random superspecial PPAS.

The number of products of supersingular elliptic curves E; x Es is O(p?), and the number of superspecial
PPAS is O(p?); thus, the heuristic ensures the computation of a (2, 2)-isogeny chain fails with probability O(p~1).

The second failure case happens, during the first gluing isogeny E; x E5 — A, when the base change matrix
we compute in ThetaChangeOfCoordinates is 0. This happens only when the trace of the coordinate X - X» under
our kernel is zero, where (X7 : Z7) and (X : Z3) are the Montgomery coordinates on E; and E» respectively.

Heuristic 9.2.2. Let F; X E5 be a product of elliptic curves to which we apply a 2-dimensional isogeny computation
during an honest execution of SQIsign.KeyGen, SQlsign.Sign, and SQIsign.Verify. Then the trace of the product
coordinate X - X under the gluing kernel behaves like an independent random element of an IF > vector space of
dimension one.

Clearly the chance of encountering a zero trace is O(p~?2), and the computation only involves O(1) two-
dimensional isogenies: thus, the total failure probability for the second type of failures is in O(p~2).

We note that this second failure may also happen (with negligible probability) during verification of an honest
signature, because the gluing is computed from the other side in the verification compared to the signature.

9.3. Quaternion algorithms

There are two sub-algorithms that can fail in the quaternion module:

(1) RepresentInteger
(2) EquivalentCoprimeldeal

These failures can occur either during key generation or during the commitment and response phases of signing.
For both these algorithms, the failure probability is related to the following heuristics.

Heuristic 9.3.1. Integers represented by a quadratic form behave like independent random integers of the same
size with respect to factorization, coprimality and quadratic residuosity.

This type of assumption is very common in number theory, and after accounting for obstructions that may arise
in specific cases (e.g., some congruence properties), tends to be satisfied in practice and can be easily confirmed
experimentally.

Some of these assumptions could be removed assuming variants of the Generalized Riemann Hypothesis
(GRH), following [Wes22] for instance, but the price to pay would be an increase of parameters and significant loss
in efficiency. We do not pursue this direction in SQIsIGN.

9.3.1. RepresentInteger

RepresentInteger is called in RandomldealGivenNorm with input M = RICofactor N where RICofactor is an im-
plicit parameter of the scheme (chosen specifically to ensure the negligible failure probability of Representinteger)
and N is the input. In SQIsIGN, the value N will be the degree 2°» — g5, of the auxiliary isogeny. As g5 is chosen
to be smaller than 26+~ M is contained in the interval [2¢=~1RICofactor, 2¢= RICofactor|.
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Representlnteger calls Cornacchia to solve an equation of the form x2 4+ y% = M’ for M’ = M — p(2% +w?),
where z, w simply need to be chosen to ensure that M’ > 0. When this is the case, the call to Cornacchia succeeds
if and only if M’ is prime and equal to 1 mod 4.

Under Heuristic 9.3.1, M’ should behave like a random integer smaller than M and thus we expect that it will
be prime with probability ~ 1/log(M) and that it will be equal to 1 mod 4 with probability 1/2.

Thus, trying random pairs z, w such that M’ > 0 the failure probability after n attempts is smaller than

1 n
2log(M) )

As there are roughly M /p distinct pairs z,w for which M’ > 0, we see that an upper-bound on the failure
probability of RepresentInteger is then P(2¢<RICofactor/p, 2¢= RICofactor) and so RICofactor is chosen as the
smallest prime satisfying P(2¢= RICofactor/p, 2¢= RlCofactor) < 27

The analysis of EquivalentCoprimeldeal is similar. In this algorithm, on input some ideal I, we search for an
equivalent ideal J ~ I whose norm satisfies some coprimality constraint. The worst case will be when we require
this norm to be prime.

In practice, this means finding 5 € I such that nrd(8)/ nrd () is prime. Given a basis ay, ag, o3, a4, this is
equivalent to finding a prime number represented by the quadratic form

P(n, M) = (1

nrd(ciaq + caag + cgag + cay)
nrd(])

We sample ¢, ¢z, ¢3, ¢4 in a box of size [—EIBox, EIBox]*. As the quadratif form is homogeneous, and there are
some symetries du to the presence of i in Oy, we’re gonna lower-bound the number of possible candidates by
(EIBox + 1)%.

Again, we use Heuristic 9.3.1 to argue that numbers represented by ¢q; behave as random integers of the same
size. Since a1, aig, a3, g is L2-reduced we have

qr: (01,02,03,04) —

8
qr(c1,ca,c3,¢4) = —Z - EIBox?
Y

by [DLRW24, Lemma 48], so we can bound the probability that it is prime by
we estimate the total failure probability as

1 (EIBox+1)*
1— — <27
( 210g(p)>

ﬁg(ﬁ)' Then, proceeding as before,

9.3.2. Coprimality defect

We also have several algorithms in the quaternion module that require elements of coprime norm (ideals or quater-
nion elements). This is usually ensured by selecting an element of prime norm.

In particular, Intersect and IdealMultiplication need to take two ideals of coprime norm as input.
RandomldealGivenNorm takes as input an integer N and a quaternion element of norm coprime to N. In the
signature process this implies the following constraints:

(1) The commitment degree IdealNorm(Icom) must be coprime to IdealNorm(Iscn) in
SampleQuaternionResponse (for IdealMultiplication)
(2) The auxiliary degree 2° — gy, must be coprime to IdealNorm(Zg) and IdealNorm (g chi) (for Intersect
and RandomldealGivenNorm)
The ideals g and g cn are the outputs of calls to EquivalentCoprimeldeal with prime norm, while Icom is an
output of a call to EquivalentCoprimeldeal with odd degree. Most of the values will be around /p.
Finally ¢y, is an output of SampleQuaternionResponse which must be smaller than 2¢=~! which implies that
20 — gy > 201 > /p- All the numbers we consider are thus again represented by quadratic forms. Under
Heuristic 9.3.1, they behave like random numbers of the same size, and thus the probability that the coprimality
condition is not satisfied will be smaller than 2= for each choice of parameters.

9.4. Ideal-to-isogeny translation

In the ideal-to-isogeny translation, some failures can occur in the execution of ldeal TolsogenyNormEquation. The
version of Ideal TolsogenyNormEquation specified here was introduced in [DLS26]. For p = ¢2/ — 1, consider



9.5. EXISTENCE OF ODD DEGREE RESPONSES 115

an invocation of ldeal TolsogenyNormEquation with exponent f — 2 on a uniformly random ideal class. Under the
plausible heuristics (see [DLS26, Appendix C]), the failure probability is bounded above by

1 1 6
% (3(logp +8) + 12¢(2¢ + 5) + ;clog(llﬁ) 10gp> +p (16)
We apply this formula for our chosen parameters and get the failure probabilities reported in Table 18.

TaBLE 18. Failure probability of Ideal TolsogenyNormEquation across SQIsign parameters

NIST Level log(p) c Failure Probability

I 326 3 g-151
il 504 27 9236
Y 668 17 9—318

9.5. Existence of odd degree responses

The current version of SQIsiGn works with responses of odd degree. Thus, the condition D, > 2\/% /7, used in
previous versions of SQISIGN, is not sufficient to guarantee the existence of a response (see [DLRW24, Lemma 12]).
If, after computing Ecom, Ecni, there is no odd degree isogeny in Hom(Ecom, Echi) of degree smaller than Diqp,
the signature procedure will fail. We set D, so that this happens with probability negligible in A\. To do so, we
rely on the following experimentally verified heuristic on the tail distribution of the third minimum of the response
lattices.

Heuristic 9.5.1. There exists a constant C' > 0 such that for any supersingular elliptic curve Fpy:

2

Pr [Xs (Hom(Ecom, Een)) > B] < O 2, (17)

where the probability is taken over:

o Ecom  cls(Ieom) * Ep with cls(Icom) random Op-ideal class;
o Epn the codomain of a cyclic isogeny ¢: Epx — Ecn with deg(p) = 2* sampled from Dchan(Epk);

and A3(A) is the third minimum of the lattice A with respect to the quadratic form induced by deg.

Heuristic 9.5.1 is supported by substantial experimental analysis, which estimates C' ~ 0.1. As a consequence
of Heuristic 9.5.1, we have that the procedure SampleQuaternionResponse, as a subroutine of Algorithm 3.23,
returns a valid response with probability at least 1 — 2~ when

Dy > 2/p- 2% - C3. (18)
This is a consequence of the following lemma.

Lemma 9.5.2. Let E, E' be two supersingular elliptic curves over F,» and let A = Hom(E, E") be the lattice of
homomorphisms from E to E'. Let A3(\) be the third minimum of the lattice A with respect to the quadratic form
induced by deg. Then, there is always an odd degree isogeny ¢: E — E’ with deg(p) < 2)s.

The lemma can be proved by considering the homomorphic surjection Hom(E, E') — (Z/27Z)**?
from [BFLS26, Lemma 5] and checking that all 3-dimensional subspaces contain at least one invertible matrix.

However, the lemma does not guarantee that the odd degree isogeny can be found efficiently by sampling
random lattice elements as in RandomBoundedElement. For that, we need that a constant ratio of the elements of
Hom(E, E’) of norm bounded by D\, have odd degree. This is implied by the following natural heuristic:

Heuristic 9.5.3. The image in (Z/27Z)%*? of the intersection L of Hom(FEcom, Echi) (defined in Heuristic 9.5.1)
with a ball of radius B is uniformly random in the linear space spanned by the elements of L.

With Heuristic 9.5.3, we can compute a lower bound for the probability of each iteration in
RandomBoundedElement giving a valid response. We first consider the case in which all the elements in the
reduced basis have degree smaller than D,y,. We can observe that:
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o The image of the natural map Hom(E, E’) — (Z/27)**? contains all the 16 possible matrices, and
of these there are 6 invertible ones. Thus, if we sample a random linear combination of the four basis
elements, we have a probability of 6/16 = 3/8 to get an odd degree isogeny.

o RandomBoundedElement samples a linear combination of the reduced basis of the lattice L =
Hom(F, E') from a coefficients box, with bounds determined from the dual lattice L* minima. It
accepts only if the element has degree smaller than D, i.e., if it is in the Euclidean ball of ra-
dius D,s,. With the basis being (reversed) dual-Minkowski reduced and thus hitting all dual minima,

this happens with probability ~ g—i\/% , given by the ratio between the 4-dimensional sphere

and parallelogram volumes. By Minkowski’s second theorem in Hermite-refined form, we can lower-
bound det(L*) > ~;%\/T] \i(L*), where 44 = +/2 is Hermite’s constant in dimension 4. Conse-
quently the probability is lower-bounded by g—z. This argument assumes that all sampling bounds (3; in
RandomBoundedElement are sufficiently large. If e.g., 81 = 0, then we can consider the same argument
on the 3-dimensional lattice spanned by the first 3 basis vectors, giving a higher probability which we
thus ignore.

Putting everything together, the probability of finding an odd degree isogeny in one iteration of

RandomBoundedElement is
3 72

The same reasoning extends to all cases, in which only some of the basis elements have degree smaller
than D,p.  Thus, in all such cases, the probability of finding an odd degree isogeny in one iteration of
RandomBoundedElement is always larger than 0.05783. Thus, to ensure a negligible failure probability in
SampleQuaternionResponse, we can set the number of iterations in RandomBoundedElement to be

BoundlterationRBE = —\/logy (1 — pa,0) ~ A - 11.636 . (20)
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APPENDIX A

Proofs of Algorithm Correctness

In this chapter, we provide proofs of correctness for algorithms presented in Chapter 4 that have not yet been
detailed in the literature.

A.1. HD Module

A.1.1. Generic (2, 2)-isogenies

Assume that we want to compute a (2, 2)-isogeny ¢: A — B between non-product PPAS, and that we are given
theta coordinates of 8-torsion points K1, Ko € A[8] such that ker(p) = ([4] K1, [4] K2). We further assume that
64 is a theta structure on A that is adapted to ¢ (see Definition 4.5.8).

Given such a theta structure, we can compute a compatible theta structure #Z on B using the following propo-
sition due to [DMPR24].

Proposition A.1.1. Let A be a non-product PPAS with theta structure 0° adapted to the (2,2)-isogeny p: A — B
with respect to a symplectic basis % of A[8]. Let 0F be the theta structure on B induced by the symplectic basis
©+(B) of B[4]. Then, GenericCodomain returns 68 (05)®~1.

Assuming compatible choices of theta structures 4 and 67 (as in Proposition A.1.1), we can use the following
formula to evaluate a point 64 (P):

67 (p(P)) - 07(05) = H (67(P)%%), @1
which implies
0% (p(P)) - 0% (0p) = H (6*(P)*?) © 67 (05)° " (22)
provided the coordinates of 68 (0p) are invertible. GenericEval follows directly from Equation (22) and takes as
input arrays of points §“(P) to evaluate along with 67 (05)9~1.
Recall that GenericCodomain outputs 67 (05)©~!. We can now give a short description of how it works.

GenericCodomain takes as input 64 (K1), 04(K3). By [Dar25, Lemma 6.5.10], we have the following images
under ¢:

08 (p(K1)) = (z:z:y:y) and 0P (p(Ky)) = (z:t:2:1), (23)

with z,y, z,t € Fp2. From Equation (21), and letting 88(0p) = (a: B : 7 : 6), we see that
Hadamard(Squaring(#4(K1))) = (az : Bz : vy : 6y), (24)
Hadamard(Squaring(8(K3))) = (az : Bt : vz : 6t). (25)

From this, we can compute the projective point

05(05)° P =(a"t: B iyt s
by Lemma A.1.2.(1). These compatible choices of theta structures 4 and #” as in Proposition A.1.1 should be
strictly ensured for the isogeny computation to be correct. To this end, VerifyKernel checks that 07 (p(K1)) and

53(4,0([(2)) follow Equation (23), which can be checked with the conditions of Lemma A.1.2.(2). Putting this
together gives us GenericCodomain.

Lemma A.1.2. Let us denote (v; : y; : 2z : t;) = H(OA(K;)9?) fori € {1,2} and let A=" == y; - 29 - to,
B li=x1 29ty Cli=20 -y, -toand D' == 21 - ya - 22. Then:
(1) (Ah:B .07t D ) =(a Byl 67 in P3(Fpe).
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(2) Equation (23) is satisfied by the images of 0 (K1) and 64 (Ky) computed with GenericEval and (A~" :
B~ C~1': DY) as input value for 62 (05)° L ifonly if C~1 - 2y = D1 - 4.

Proor. 1. We see that:

Ailzyl'ZQ't226x~7z-5t:@
Bﬂ:xl'@'tg:ax-yz-ét:aﬁyTM
0_1:$2'y1't2=az-ﬂx~6t:@
D_lle'w'z?:al"ﬁt"%z:@ (26)

so the projective equality (A=1 : B=1: C~1: D7) = (a1t : 71 : 471 : §71) indeed holds.

2. The images of #(K) and #4(K) computed with GenericEval and (A~ : B~! : C~' : D™') as input
value for 519(03)9’1 are (A1 .z; B Ly :C7lozg i D7 ty)and (A7 ap : B7Loyp : O 29t D71 oty)
respectively. They satisfy Equation (23) if and only if:

Ail'.ﬁl:Bil'yl, Cil'Z1=D71~t1, Ail'l‘gzcil'ZQ and Bil'yQZDil'tQ.

But by the definition of A=', B~!, C~!' and D~!, we have A~ -z = B~ -y, = x1y120ts, A7 - 29 =
C1. 2y = moyy 2oty and B™1 - yy = D~1 -ty = x1y229to. The only non-trivial equality to check is the second
one: C~' -z = D~! . ¢t;. This completes the proof. O

A.1.2. The gluing (2, 2)-isogeny

The goal of this section is to compute the first step of the isogeny chain computation: the gluing isogeny ®;: 7 x
E5 — Aj. Recall that we need to find a theta structure #° that is adapted to ;. Actually, by choosing a symplectic
basis & = (51,52, T1,Ts) of Ag[2¢"2] adapted to ®, we can not only ensure that 64 is adapted to ®, but also
that §4i-1 is adapted to ®; and compatible with #4¢ for all 1 < i < e, as required to apply GenericCodomain at
every generic step i > 2 (see Proposition A.1.1). By induction, this will be the case provided that #4 is induced
by the symplectic basis

%i = ([26]®Z O--+0 @1(51)7 [26]@1 O---0 (1)1(52), [2€_i]cb7; O:--+0 q)l(Tl)a [2e—i]q)i O:--+0 @1(T2))7 (27)

of A;[4] forall 0 < i < e, so that #; = (D;).(B;—1) forall 1 < i <e.
At a high level, the gluing procedure works as follows. Let 7} and 75 be the input kernel points. We may
assume that they are given in the following form:

Ty = (P, [n]p20@1(P1)) and Ty = (Q1, [1(1 — 122°)]p2 0 01(Q1)), (28)

with ; = N7t mod 2612, vy = Ny' mod 2°2 and (P, Q;) a basis of F;[2°2]. We then choose S; and S,
accordingly:

S1= (0, [1(1 = 102%)]p2 0 1(Q1)), S2 = (P1,0). (29)

This defines a (-symplectic basis & = (Si,Sa,T1,T2) of Ap[2¢12], where ¢ = wget2(P1, Q). From the
(X : Z)-coordinates of E; and E5, we can then compute the theta structure #“° induced by the symplectic basis
By = [2°|P of Apl4] (adapted to ®;), using ThetaChangeOfCoordinates.

We then use GluingCodomain to determine the theta structure #“' induced by the symplectic basis %; =
(®1).(%o) of A1[4] given by Equation (27).

To proceed with the generic isogeny computations, we first need to evaluate ®; given some data that repre-
sents 61, This data is not given by the dual theta null-point g (0.4, ) because its last coordinate vanishes [Dar25,
Lemma 6.5.14], which makes Equation (22) irrelevant to evaluate ®; at any point. Instead, we use the images
under ®; of the 8-torsion points [2¢7 1|7}, [2°71]T5 to represent #1, as an output of GluingCodomain. We can
then evaluate ®; with GluingEval. The evaluation algorithm is due to [Dup25].
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A.1.2.1. More details on computing the coqvomain of a gluing (2, 2)-isogen~y. As we have seen, by Equa-
tion (23), there exists z, y, 2, ¢ € F,2 such that 07 (p(K1)) = (z: 2 : y : y) and 08 (p(K2)) = (2 : t: 2 : t). We
can determine these values projectively from Equation (24):
Hadamard(Squaring(8(K,))) = (az : Bz : vy : 0),
Hadamard(Squaring(8(K>))) = (az : Bt : vz : 0).
Asin Lemma A.1.2, if we denote (z; : y; : 2; : t;) == H(0(K;)®?) for i € {1,2}, we then obtain in P?(F,2):
(a:B:v:0)= (21 w2 :y1-T2:21-22:0),
(@t iy 0) = (g1 -2ty - 2oty o 0),
= 21-y1~x2221-y1-ar2:a:1-y1~22:m1-y1-z2),
Yo T1-22iTo Y122 iY2 Tl 22T Y1 22).
A.1.2.2. Special points in gluing evaluation.

Lemma A.1.3. If P € Ey X Es is of the form (Py,0) or (0, P2), then the last coordinate ong(gp(P)) is 0.

Proor. Equation (9) implies that:
0% (p(P)) = H(8A(P — W) © 64(P + W)) © 65 (W)°~ 1,
Then, if (u; : v; : w;) are the barycentric coordinates of P; and W; for i € {1,2}, we either have P; = 0, so
P+ Wy =—(P, — W), sothat (ug —v1 : wy) = (ug +v1 : wy) ice. v1 = 0; or P» = 0, in which case vy = 0.
In either case, we always have v;v2 = 0. In addition, [Dup25, Appendix A] ensures that the last coordinate of
H(O0A(P — W) ® 64(P + W)) is always a multiple of v;vy. This completes the proof. O

A.1.3. Splitting the codomain

A.1.3.1. Theta structures on elliptic curves. There exist several conversion formulae between (x : z) and theta
coordinates, and they are all given by linear maps. In Section 4.5.7.1, we use the canonical conversion formula, in
the sense that it outputs the theta structure 0¥ induced by the basis of E[4] formed by P = (a + b : a — b) and
@ = (—1 : 1) in Montgomery (z : z)-coordinates. We may consider a non-canonical choice of theta structure
0’ on E, induced by another basis (P’, Q') of E[4]. Knowing the change of basis from (P',Q’) to (P, Q), we
can express the change of theta coordinates matrix M € M(F,2) such that 6% = M - ¢’ E with the formula from
[Dar25, Theorem 6.2.10].

We can then express the canonical theta null-point (a : b) = 6¥(0) in terms of the non-canonical one (a’ :
') = 6%(0), the Montgomery coefficient A in terms of (o’ : b') (using Section 4.5.7.1), and the change-
of-coordinates matrix N € M([F,2) from non-canonical theta coordinates 0,". 0]" to Montgomery (z : z)
coordinates (z : z) = N - 6’ using Equation (10). Enumerating all possible changes of basis of E[4] and the
corresponding change-of-theta-coordinates matrices M € Mj([F,,2), we find the conversion formulae of Table 19.

In summary, given any theta structure '~ on E (represented by its theta null-point (a’ : b)), we have 24 choices
for the canonical theta structure 8% and its associated conversion formulae. Taking into account the redundancies
in Table 19, we may fix ¥ among the 6 canonical theta structures with theta null-point in

{(@ b)), (0 :d),(a" +b :a =V),(a =V :ad +V),(d +i0 :a —ib),(a/ —ib' :a' + 1)}
so that the corresponding Montgomery coefficient A is maximal for the order given by Definition 4.2.1.

A.1.3.2. Splitting change of theta coordinates. The next lemma tells us how to use the theta structure of B =
E5 x E4 to split it into a product theta structure. This is complicated by the fact that not all theta structures on
B are product theta structures, so we need to first convert it into a product theta structure. Fortunately, if ¢ is the
splitting (2, 2)-isogeny of the chain ®: Fy x Es — E3 x Fy, this is very simple.

Lemma A.1.4. Assume that p: A — B = E3 x Ey is the splitting (2, 2)-isogeny of the chain ®: E1 x Ey — F3 X
E4 computed with Isogeny22Chain with kernel inputs given by Equation (28). Let us denote 07 == (x :y : z : t)
and 08 = (T : § : Z : t). Then there exists a product theta structure 0% x 0P+ == (' : o/ : 2/ : t') on

B = E3 x E4 such that:
(/92 )y=(@t+y:z—y:z2—t:iz2+t)=@+2Z:y+t:y—1t:7—2).
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Proor. The theta structure 0 that we obtain at the end of the (2, 2)-isogeny chain computation is induced by
the symplectic basis ®..(A) = ([2¢]D(S1), [2¢]P(S2), P(T1), P(T>)) of B[4], where # := (S, 52,11, T») is the
symplectic basis of (E; x E,)[272] given by Equation (29):

S1 = (0, [r1(1 = v22%) ]2 0 1(Q1)), Sz := (P1,0)

Ty = (P, [ni]p2 0 p1(P1)), T = (Qu, [1(1 —v22%)]p2 0 p1(Q1)),
where (Pp, Q1) is a basis of E1[2°*2], v; = N;' mod 2612 and v, = N; ' mod 2°72. We do not expect
this theta structure #7 to be a product in general. However, from ®,(2), we can compute the change of theta
coordinates matrix from 6% to a product theta structure 873 x §F4 as follows.

By Equation (29), we have:

®(S1) = (0, [11 (1 = 122°)]p2 0 1(Q1)) = [v1 (1 — 122°)](B2 0 02 0 21(Q1), U1 © P2 0 1 (Q1))

= [1(1 = 222°)]([N2]eo1 (Q1), [N1]2(Q1)) = ([11 (N2 — 29)]01(Q1), [1 — v22°]92(Q1))
= ([=N1n]e1(Q1), [v2(N2 — 29)]12(Q1)) = (—¢1(Q1), —[r2N1]ih2(Q1))
D(52) = ©(P1,0) = (p1(Pr), —¢2(P1))
(1)

~

(Py, [1]p2 0 o1 (P1)) = (p1(Pr) + [1]P2 0 w2 0 01 (Pr), —b2(Pr) + [v1]th1 0 2 0 1 (P1))
= ([1 + 1 NoJo1 (P1), =p2(P1) + [viN1]p2(P1)) = ([12]1(F1),0)

(T2) = @(Q1, [1 (1 — 12°)]p2 0 1(Q1))
= (21(Q1) + [ (1 — 122°)]B2 0 g2 0 1(Q1), —1h2(Q1) + [v1 (1 — 12)]t)1 0 2 0 1 (1))
= ([1 4+ Novi (1 = 1029)]01(Q1), [=1 + Nivi (1 — 1229)[th2(Q1)) = (0, —[122°]¢2(Q1))

Now, let 9 and 0¥+ be the theta structures induced by the basis %3 = ([2¢]p1(P1), [2°71]91(Q1)) and
By = ([2°|1Y2(P1), [2°12]12(Q1)) of E5[4] and E4[4] respectively. We then have:

(21 (1), 0) = [N1]@(Th), (0, [2%2(P1)) = —[2°]@(S2) + [N1]@(T1),
([2°1]e1(Q1), 0) = =[2°%1]2(S1) + D(T2), (0, [2°02]12(Q1)) = —D(T2).
We remark that with %3, %, as above, 073 x 4 is induced by the (4-symplectic basis of B[4]:
B3 x By = ((Us,0),(0,Us), (V3,0), (0, Vy)).
Therefore, the change of basis matrix from ®,. (%) to A5 x A, is of the form:

0 0 —-N; 0
0o -1 0 0
Ny Ny 0 0 ’
0 0 1 -1

where we used the fact that Ny = v1 mod 4. Enumerating all possible values for Ny mod 4 (1 and 3) and using
[Dar25, Theorem 6.2.10], we obtain the following change of theta coordinate matrix:

1 1 0 0
1 -1 0 0
M= 0 0 1 -1
0 0 1 1

such that 02 x §P+ = M - 6B, so that 652 x §Fs = M - H(65). The result follows. O
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TaBLE 19. Enumeration of elliptic curve theta structures and associated conversion formulae to

Montgomery (x : z)-coordinates.

(a:b) Ap N
< (1) > (a’: )
0 Y,
( ) ) (a: =0 4y Voo
( O) (a :ib") Tt —d
i
( (1) 0 ) (@ : —ib)
( (1) (1) ) v :d)
0
( ; ) (V' - ia’) QW v —d
i
( S -
1 (@ +V :a —b)
VA
1 1 (@07 =) 't +6at + b <a’ —b’)
a L .( ;o b/)) 2(a13b/ + a/b/3) /-
(@ 4 (a4 1)
(i 11> (@ =V :a +¥)
1 . / /
( -1 ) (@ =¥ ~(a+) a'* +6a't + b < v )
( LT ) (o' =V i@ +0))  2Aa%Y +ab?) e
i
< L }) (a' — b : —i(a +1'))
1 Y
(1 ) () +ib' :a' — 1)
< > (@ +itf :a +0) i(a” — 6a'b/ +0'") ( a v )
( ) (a' +ib' : —a’ +1ib)
1 YTy
< ) ) () —ib' : d' + 1)
1 .
( 1 ) (@ i —ia+ 1) i(a’4 —6a't) + ') a v
( 1 i > (@ —ib :id — V') - 2(a’3b’ _ a’b’3) —ib’  id
i
( 1 ) (a/ =iV : —(a’ +ib))
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Generating Global Constants

We provide the algorithms used to generate global constants for which clear formulas were not provided. These
include the basis By = (P, Qo) of Ey[27], RICofactor, EIBox. See Section 4.7 for more details.

Algorithm B.1 GenerateBasisBy(p)

Input: A prime p with p = 3 mod 4

Output: The basis By = (Py, Qo) of Eg[2/]
Convention: T is totally ordered by a + bi < ¢+ di :& (a,b) <iex (¢, d), where elements of I, are
compared through their minimal non-negative representatives

I Fpe  Fy(i) with i2 = —1

2 Eoy:y® =a® 4+ zoverFpe

3: f « DyadicValuation(p + 1)

4 m<+0

5: Pp+ L

6: while true do

7: m+<m-+1, x<+14+im
8  if 23 + x is not a square in F, then
9: L continue

10: y+—vad+ux

11: R« (z,y) € Eo(F)2)

12: if —y <jex y then

13 | R+ —-R

14: n + ord(R)

15: | if 27 { n then

16: L continue

17: R+ [n/2f]R

18: if Py == 1 then

19: - P+ R
20: else if ey5 (P, R)zf_l == —1 then /Il eq5 (-, -) is the Weil pairing
21 L Qo+ R

22: | break

23: if [2/71)Qo == (0,0) then
24: | pass

25: else if [2/ 1] Py == (0,0) then

26 (Po, Qo) + (Qo, Po)
27: else

28: L Qo+ Qo+ F
29: return (P, Qo)

Note. In Algorithm B.2 and Algorithm B.3, we use log, (p) and log, (M) instead of log(p) and log (M) as discussed
in Section 9.3, but this is not problematic as the computed values satisfy the required inequalities.
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Algorithm B.2 EIBox(p, \)

Input: The base prime p
The security parameter \

Output: The least integer b such that (1 I

2log(p)
b < [logy(p)]
b+ 10g2(1 — %)
b+ —\/b
b+ b/t -1
b+ [b]
return b

(b+1)*
) <272

AN

// See Section 9.3

Algorithm B.3 RlCofactor(p, ersp, A)

Input: The base prime p
The response exponent e,
The security parameter A
QOutput: A prime ¢
: function L(n, b)
val « 1og2(1 — %)
val < n - val
val < [val]
return val
m < [logy(p)] — ersp + 2
while L([26=%™ /p|, ersp +m) > —\ do
L omem+1l
: ¢ < next_prime(2™)
return q

A e A A S o S

—
e

// See Section 9.3
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Other parameter sets of interest

As explained in Section 8.2.1.2, for our choice of parameters, we made very conservative choices in the evalu-
ation of the amortized cost of each j-invariant computed in the meet-in-the-middle attack. We expect the practical
cost (e.g., of Cantor—Zassenhaus as in Remark 8.2.1) to be substantially higher than these conservative estimates.

In this section we list more aggressive choices of parameters that may still fulfill the NIST security require-
ments. We also list even more conservative choices that, for the meet-in-the-middle attack, require a larger number
of stored j-invariants than the bounds of w = 280, 2120, 2160 ysed by Section 8.2.1.2, for NIST levels I, III, and V

respectively.

We encourage the community to implement these other primes and perform more cryptanalysis on them. The
bold primes refer to the primes selected for our NIST-I, NIST-III and NIST-V parameter sets, respectively.

« For NIST security level I: p3gs3 = 3 - 239 —1, psgs.55 = 55 - 239 — 1, p3i3.60 = 69 - 2313 — 1,

P3243 =3-232% — 1, p3y59=9-2%3 -1, pyrg65 =65-2370 -1

o For NIST security level III: pyg3 = 3 - 2*® — 1, pyros = 3 - 2470 — 1, psoo.27 = 27 - 2500 —1,

pso11 = 221 — 1, psraor = 27257 —1;

« For NIST security level V: pgor.; = 2697 — 1, pgror = 17 - 2612 — 1, pgea.r7 = 17 - 2664 — 1,

Peos.19 = 19-2°0% —1, preyaz = 43 - 2707 — 1.
Table 20 gives the main properties of each prime.

TaBLE 20. List of alternate prime suggestions. Primes in bold refer to our selected primes. Sizes

are in bytes.

P logp A Publickey Secretkey Signature
p3os.3 308 128 79 260 192
P305.55 311 128 79 260 192
p31z.60 320 128 81 265 198
P3243 326 128 83 270 200
PD343.9 347 128 89 285 214
P3re.65 383 128 97 305 230
P448.3 460 192 117 387 286
P470.3 472 192 119 392 288
Psoo.27 505 192 129 417 306
DPs21.1 521 192 133 427 314
Ps574.27 579 192 147 462 344
P607.1 607 256 153 509 373
pe12.17 617 256 157 519 378
Pesa.17 669 256 169 549 406
P665.19 670 256 169 549 406
preras 173 256 195 614 456
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